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Executive summary 

Data portability gives consumers the power to transfer their personal information easily and 

safely between service providers. This creates more freedom, choice, and convenience. When 

consumers can take their data with them, it increases competition and fuels innovation across 

sectors. Canada continues to make progress, particularly in the banking and health sectors. But 

we have more work to do to unlock data portability’s full potential. In this report, we will inform 

Canadians and policymakers about the potential value of data portability and offer key design 

considerations to develop a Canadian framework. 

We used the insurance industry as a test case to help us assess the potential benefits that data 

portability could have for Canadians. We worked with a behavioural economist and surveyed 

Canadians to determine awareness, preferences and concerns about data portability and its 

uses. We also looked at international experiences, such as open banking in the United Kingdom 

and the Consumer Data Right in Australia. This helped us understand how data portability could 

affect competition, consumer behaviour and economic growth.  

We found that data portability offers real benefits for consumers and businesses. However, it 

also presents challenges for privacy, security, and market dynamics. We must address these 

challenges to be sure that data portability is successfully adopted and implemented in a way 

that promotes fair competition and innovation. However, we must also safeguard consumer 

interests. This report finds that: 

• Consumers can save in significant ways. In the insurance market alone, introducing data 

portability could save Canadians between $1.10 billion and $3.83 billion in both time and 

money on their annual costs. This includes up to $1.57 billion in monetary savings from 

switching to less expensive insurance plans and an estimated $2.26 billion in value from 

time savings. 

• Behavioural barriers limit adoption. Consumers may prefer methods they know, or they 

may want to avoid switches they think will be costly. They may also be concerned about 

their privacy and not be aware of the benefits. These behavioural barriers could prevent 

them from adopting and using data portability.  

• Smart design is critical. To be successful, we must define clear and fair rules around data. 

We need to ensure strong interoperability, which is the ability of different systems, platforms, 

or applications to operate together and share information smoothly, mitigate challenges and 

prioritize user-friendly tools. 

• Global lessons matter. International examples show the benefits of data portability. They 

also highlight challenges to implementing it, such as how complex the system is, issues with 

data format and how costly implementation can be. 
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Empowering Canadians to control their own data could transform our digital economy. If we 

enable data portability, businesses will need to innovate and compete more strongly. This will 

improve services and provide consumers with more choice.  

We encourage policymakers to develop dynamic regulations that balance competition and 

innovation with privacy protection. These regulations should allow both established companies 

and smaller enterprises to thrive. By leveraging evidence-based findings and global insights, we 

can create a data portability system designed for Canada’s unique needs. It can drive economic 

growth while putting Canadians in control of their digital footprint.  
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Who we are 

The Competition Bureau is an independent law enforcement agency that protects and promotes 

competition for the benefit of Canadian consumers and businesses.1 We administer and enforce 

Canada’s Competition Act and advocate for rules and regulations that promote competition at all 

levels of government.  

What is the Competition Act? 

The Competition Act’s purpose is to maintain and encourage competition in Canada. 

• It contains both criminal and civil provisions. 

• It applies to almost all economic activity in Canada. 

We have a history of advocating for competition and enforcing laws that protect a competitive 

marketplace. We have used this experience to build our knowledge of competition across 

sectors and markets of the Canadian economy.  

The Bureau’s advocacy activities encouraging data access and use  

The Bureau has regularly championed data portability and access to data, noting how 

important they are to encourage competitive markets. This has been the case across several 

sectors. 

• We published a market study on technology-led innovation in 2017, and we conducted 

post-report advocacy on Canada’s progress in FinTech in 2018. 

• We have supported competition within the financial sector, especially highlighting how 

important data portability is to implement consumer-driven banking. In 2019, we made a 

submission to Finance Canada on open banking. We made a submission to the Advisory 

Committee on Open Banking in 2021 and again in 2024 as part of our submission to the 

consultation on Strengthening Competition in the Financial Sector.    

• In 2022, as part of our Digital Health care market study, we published a report on 

unlocking the power of health data.  

• More recently, in 2023, we co-created the Canadian Digital Regulators Forum, which 

focuses on information sharing and collaboration on digital market issues such as data 

portability.  

 
1 This study will not predetermine the Commissioner of Competition’s position in any current or future investigation or 

intervention under the Competition Act. 

https://competition-bureau.canada.ca/en/technology-led-innovation-canadian-financial-services-sector
https://competition-bureau.canada.ca/en/canadas-progress-fintech
https://competition-bureau.canada.ca/en/how-we-foster-competition/promotion-and-advocacy/regulatory-adviceinterventions-competition-bureau/submission-finance-canada-open-banking
https://competition-bureau.canada.ca/en/how-we-foster-competition/promotion-and-advocacy/regulatory-adviceinterventions-competition-bureau/competition-bureau-comments-advisory-committee-open-banking
https://competition-bureau.canada.ca/en/how-we-foster-competition/promotion-and-advocacy/regulatory-adviceinterventions-competition-bureau/competition-bureau-comments-advisory-committee-open-banking
https://competition-bureau.canada.ca/en/how-we-foster-competition/promotion-and-advocacy/strengthening-competition-financial-sector-submission-competition-bureau
https://competition-bureau.canada.ca/en/digital-health-care-market-study
https://competition-bureau.canada.ca/en/unlocking-power-health-data
https://competition-bureau.canada.ca/en/unlocking-power-health-data
https://competition-bureau.canada.ca/en/how-we-foster-competition/collaboration-and-partnerships/canadian-digital-regulators-forum
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The case for data portability 

Consumer switching, or the threat of it, lies at the heart of the competitive process. Consumer 

switching drives rivalry among firms to win over and retain customers. This in turn enables 

innovation and economic growth. 

In a digital economy fuelled by data, it can be difficult to switch providers, especially when it 

involves moving our data. This can make it harder for new firms to compete, and easier for 

existing firms to grow complacent.  

We launched this study as part of our goal to encourage policymakers and regulators to adopt 

pro-competitive policies that drive Canada’s economic growth. The study focuses on how data 

portability could enhance competition and empower consumers in the digital age.  

Why competition matters 

Competition drives economic growth. It encourages businesses to innovate and become 

more productive. Consumers benefit because it lowers prices, increases choice, and 

improves quality. 

When businesses operate in a healthy competitive market, consumers get to choose the best 

option available to meet their needs and their price point.  

What this report does 

Data portability is not yet a familiar term for many Canadians. This report explains the concept 

of data portability and the value it has for Canadians and the economy. It explores how 

establishing a framework to enable data portability could improve competition and benefit 

Canadian consumers and the economy.  

The report also provides recommendations to policymakers to encourage the adoption of data 

portability in Canada.  

It focuses on the effects data portability will have on two key areas: 

• Competition – showing the impact it can have on competitive outcomes  

• Consumers – highlighting its value from a consumer’s perspective and the factors that 

could influence its adoption  
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Questions answered in this report  

The report focuses on addressing three basic sets of questions: 

Questions about the right to control your information  

• What is data portability and what role does it play in the digital ecosystems? 

• How does data portability benefit consumers and market competition?  

• What behavioural barriers prevent consumers from using their right? 

 

Questions about the value of data portability  

• How will consumers benefit, financially and in time spent (i.e., consumer welfare gains), if 

we implement Canadian data portability? 

• What do Canadians know and understand about the risks of adopting data portability?  

• What factors would drive Canadians to adopt data portability? 

 

Questions about design principles and implementation strategy 

• How can we design a data portability framework that balances the interests of all 

stakeholders?  

• How should the main technical, legal, and operational elements be structured for a pro-

competition data portability regime? 

• What lessons can we learn from how other jurisdictions have implemented data portability?  

How we conducted this study  

We studied academic publications, policy reports and comparative analyses of data portability 

regimes worldwide.2 We interviewed Canadian and international regulatory bodies to 

understand their experiences in implementing and overseeing data portability. 

To better understand Canadians’ views and preferences on data portability, we also 

commissioned a public opinion survey. We partnered with a public opinion research expert to 

field the survey. A copy of their final report can be accessed here — Estimating consumer value 

of Canadian data portability.  

Analyzing complex consumer choices requires special expertise. Accordingly, we worked with 

Professor Claire Tsai Jan, a leading behavioural economist at the University of Toronto, to 

 
2 The Competition Bureau reviewed frameworks in Australia, Brazil, the European Union (EU), Hong Kong, India, 

Japan, Singapore, the United Kingdom (UK), and the United States (US). 

https://epe.bac-lac.gc.ca/100/200/301/pwgsc-tpsgc/por-ef/innovation_science_economic_development_canada/2024/059-22-e/index.html
https://epe.bac-lac.gc.ca/100/200/301/pwgsc-tpsgc/por-ef/innovation_science_economic_development_canada/2024/059-22-e/index.html
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design and conduct the survey. The expert also provided quantitative analysis to estimate the 

value of data portability for Canadians and how they feel about it.  

In this report, we provide a detailed account of the findings from our experts. The methodology 

for this work is included in Annex A, and a summary of the survey findings is included in Annex 

B. 
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1. Data portability explained  

Data portability is the right a person has to obtain and transfer their personal data in an easy 

and secure way from one data holder (the sender) to another (the receiver). It empowers 

consumers and businesses to enhance their choice and autonomy in digital markets.3 As digital 

services increasingly collect and use our data, understanding what data portability is and how it 

works within these ecosystems becomes essential for both consumers and policymakers. 

In this part, we explore what data portability means in practice, how it benefits consumers 

through enhanced choice and convenience, and how it can potentially stimulate market 

competition by reducing switching barriers. This prepares us for our later discussions on the 

impact for Canadian consumers, competition, firms, and implementation. 

What is data portability?  

Data portability – A consumer right to digital autonomy  

Data portability commonly refers to a person’s ability to transfer their data to themselves or to a 

third party in a structured, machine-readable format. This can happen in several ways. 

• Manual transfers: Also called ad hoc transfers, manual transfers require the consumer to 

mediate, manually downloading and uploading data between services. This creates friction 

but offers explicit and direct control.  

 
3 It should be noted that there may be other personal rights under privacy laws that, in addition to data portability, 

reinforces the control over one’s personal information, such as the right to request deletion of one’s data held by a 

service provider. We focus on a data portability right for its potential impact on competition.  

  Key takeaways 

• Data portability should be a fundamental consumer right. It gives individuals 

control over their personal information across digital services. 

• Data portability can be a game changer in the digital economy. It enhances 

consumer choice and market competition by making it easier for consumers to 

switch between providers and lowering barriers to for companies to enter the 

market. 

• Even when benefits are clear, many people will not switch. Habits, risk 

aversion and loyalty to current providers are behavioural barriers that can limit 

adopting data portability enabled services. 
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• One-time direct transfers: These are transfers between service providers at the user’s 

request. One-time direct transfers establish a direct connection between services for a 

single data exchange and provide a snapshot without ongoing updates. 

• Continuous transfers: Continuous transfers offer more convenience by establishing 

ongoing access after initial authorization, which eliminates repetitive user intervention. It 

also requires user permission and enables the receiver to access current information from 

the sender without further user action. 

The success of data portability often depends on interoperability. Interoperability is when 

different technological systems can share and use information. It is needed to allow continuous, 

real-time data sharing between platforms.  

Figure 1: Modes of data portability: manual, direct, and continuous approaches  

Data portability — An element of data governance  

Data portability is one aspect of data governance. Data governance is the set of policies and 

rules that determine how data is collected, stored, processed, shared, and disposed of within 

and across organizations, sectors and national boundaries.4 As the data economy grows, new 

rules define user rights, set standards and enforce protections. Different types of regulations 

address different issues. For example:  

• Competition policy addresses anti-competitive activity, such as collusion, abuses of market 

power and anti-competitive mergers.  

 
4 Enhancing Access to and Sharing of Data | OECD 

https://www.oecd.org/en/publications/enhancing-access-to-and-sharing-of-data_276aaca8-en.html
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• Privacy requirements protect peoples’ rights by governing how their personal information 

is collected, used, disclosed, retained, and safeguarded against misuse, unauthorized 

access or sharing of their personal data. 

• Interoperability mandates require data sharing across platforms and systems. 

• Safety and security protocols address data breaches, security safeguards and 

cybersecurity risks. 

These issues often overlap and require a coordinated approach. Our study focuses on how data 

portability could potentially increase competition, but it is important to note how it is impacted by 

and connected to other data regulations. 

Table 1: Examples of some data-related regulations, objectives, and functions 

Policy Objective Function 

Competition 
Address harm from anti-
competitive activity, including 
abuse of market power  

Fosters competition in digital 

markets 

Privacy 

Require consumers’ consent, 
notice and transparency 
regarding the collection, use 
and disclosure of their 
personal information  

Empowers consumers’ 

control over their data 

Interoperability 

Enhance interoperability and 
standardization to counter 
firms’ incentives to limit data 
sharing 

Value creation within and 

across sectors  

Cybersecurity 
Mitigate data breaches and 
security risks 

Safeguards for a secure data 

system  

 

Competition, regulation, and digital markets 

Markets should operate freely. Regulations should be reserved for instances where 

competition cannot achieve optimal consumer outcomes. When regulation is necessary, it 

must be precise. If regulation is poorly designed, innovation may suffer. Rules must be 

evidence-based, proportionate and focused on specific market failures rather than imposing 

broad restrictions. 
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Data portability puts consumers in control and strengthens 

market competition 

A consumer’s ability to switch is at the heart of the competitive process. In the digital economy, 

this often means being able to take your data to a new service provider. When there is no 

seamless data transfer between platforms, consumers may have fewer choices, face higher 

costs when they switch providers and relay on fewer firms with less competitive services. 

The switching struggle 

Consumers may stay with existing products or services even when there are better 

alternatives. This is because they may find it more convenient, as they are used to their 

current service or there is a cost to switch. For example, switching network operators, banks 

or insurance companies can take time and be confusing. There are other challenges to 

switching, such as manually transferring data, being charged additional fees and possible 

service disruption. These switching barriers are not limited to individual consumers; 

businesses may face them too. For instance, a medical clinic looking to change their 

electronic health record provider may struggle to get patient data from their previous service 

provider and import it into their new one. The process often takes time. Sometimes, after a 

Digital markets have unique characteristics that can sometimes make it difficult to stay 

competitive. This could lead to one firm or small group of firms controlling the market. This is 

called “tipping,” and it is most likely to occur in markets where firms benefit from:  

• Strong network effects that allow established digital products to dominate, even over new 

and higher-quality options. 

• Economies of scale and scope that favour the largest firms, making it difficult for new 

entrants to compete effectively. 

• Access to large volumes of data that enables established firms (incumbents) to maintain 

their market position and hinder competitors. 

Without appropriate safeguards, dominant platforms may strengthen their positions in various 

ways. For example, they may monopolize data by controlling exclusive access to valuable 

consumer information or putting up barriers to interoperability by preventing different systems 

from working together seamlessly. They can also engage in self-preferencing, where they 

favour their own products over competitors on their platforms.  

That is why data use and access, including data portability and interoperability is a possible 

key area where regulations may be needed to ensure we bring more competition into the 

market. 
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long wait, the data may arrive in a format that is not compatible or readable by the new 

system. This creates further delays and there is a risk that patients will not get consistent 

care. As a result, many people or businesses stay with their current providers, even if they 

pay more and get worse service.  

The data control dilemma 

When consumers sign up for services, their personal information might be shared without 

their consent. For example, social media platforms can give data to advertisers, and fitness 

apps may collect health information that could be used for other purposes, leading to privacy 

concerns. Data portability gives users more control by letting them move their data 

somewhere else when they are not satisfied with the service. It also improves privacy 

because there is less need for data scraping, which is using automated computer programs 

(called "scrapers" or "bots") to collect or copy large amounts of personal information from 

websites. This includes both authorized and unauthorized scraping. Authorized scraping is 

when consumers give their login details to a third party to enable data sharing. This can 

possibly leave them liable to their banks if something goes wrong. Unauthorized scraping is 

when third parties collect data without permission.  

The comparison challenge 

Comparing service providers is difficult when the data is locked in a single ecosystem. Data 

portability can make comparison shopping easier for consumers by helping them find better 

prices or services that suit their needs without starting from the beginning each time they 

switch providers. 

The innovation barrier 

Innovative entrepreneurs can face barriers when entering new markets. This is because there 

is restricted access to data, which prevents new, user-centric services from being 

developed. When established firms (incumbents) face no real threat of their customers 

switching, they are less motivated to innovate and improve their offerings. 

Data portability addresses these challenges by making data transfers between service providers 

easier. This changes consumers from passive data subjects to active participants in the digital 

ecosystem. It allows them to securely share their information with third-party services, supports 

seamless data transfer across platforms, and creates opportunities for innovative solutions. 
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Figure 2: Examples of applications of data portability in everyday life 

 

Behavioural barriers can prevent us from adopting data 

portability  
 

Imagine saving money and time spent searching and filling in forms simply by moving your data 

between service providers with a single click. Data portability promises exactly this for Canadian 

consumers who are trapped by the invisible chains of habit and hassle.  

Despite the potential benefits, many Canadians hesitate to switch providers. The Bureau’s 2021 

Switch Week survey revealed that only one in four Canadians switch providers, although they 

https://competition-bureau.canada.ca/en/how-we-foster-competition/promotion-and-advocacy/advocacy-promoting-benefits-competition/stop-overpaying-start-switching
https://competition-bureau.canada.ca/en/how-we-foster-competition/promotion-and-advocacy/advocacy-promoting-benefits-competition/stop-overpaying-start-switching
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could save about $1,860 each year by changing or renegotiating their telecom, banking and 

insurance plans.  

Several barriers contribute to Canadians not making the switch, including: 

• feeling loyal to a brand,  

• not knowing how to switch services,  

• being unsure about the benefits of switching, and 

• believing there are hassles related to the process.  

 

A consumer-behaviour survey by Abacus revealed that Canadians are satisfied with their 

financial providers because they have emotional ties and the providers are familiar, not because 

of financial reasons. Notably, younger generations are more open to switching, particularly if the 

processes were simplified. 

To understand why people might not use data portability, we looked at how people feel about 

new technologies to uncover decision-making patterns. Even if a new technology offers clear 

advantages, people may still not want to use it because of psychological barriers to change. 

This is particularly true for data portability, which involves new technologies, many stakeholders, 

and different applications.  

Behavioural science suggests that several psychological factors often overlap. This may make 

consumers unwilling or slow to adopt new technologies. Psychological factors include:  

• familiarity bias (preferring methods they know),  

• status quo bias (resisting change even when new options are better), and  

• consumer inertia (avoiding switches they think are costly).  

 

All these factors together make people reluctant to embrace new technologies. 

Understanding these factors helps us design effective data portability solutions that meet 

consumer needs and preferences. 

Conclusion 

The right to data portability can empower consumers, enhance market competition, and drive 

innovation. If we address technological and behavioural barriers, we can significantly improve 

the digital economy. This will allow individuals to take control of their personal information and 

make informed choices among service providers.  

  

https://abacusdata.ca/redefining-loyalty-financial-institutions/
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2. Data portability promises significant value for 

Canadians 

Understanding what drives consumers to embrace new technologies is essential for successful 

innovation. This section explores the human side of data portability. It examines how Canadians 

make decisions about switching service providers and what they currently understand about 

data portability.  

We uncover the key factors that motivate adoption and measure the actual benefits for 

consumers.5 We estimate the potential time and money savings to show how data portability 

goes from a concept to practical tool that enhances everyday consumer welfare and creates 

value for Canadians.  

  Key takeaways 

• Canadians could save between $1.10 billion and $3.83 billion in time and money on 

their annual costs after introducing data portability in the insurance market. This is 

based on a survey of 3,046 Canadians using a hypothetical tool called Open Insurance. 

• Clear financial or time-saving benefits drive adoption. Most Canadians say they 

would use a tool like Open Insurance if it offered these savings. 

• Adopting data portability depends on knowledge and trust. Consumers who feel 

more informed are significantly more likely to participate in Open Insurance. While 

consumers who believe there is risk are dramatically less willing to join. 

 

 

 
5 Data portability may also bring societal benefits, delivering positive impacts beyond individual or business gains and 

supporting the broader well-being and progress of society. While a full discussion is beyond our scope, one example 

can be found in Canada’s healthcare sector, where improved data access has supported research and public health 

responses such as Health Canada’s Global Public Health Intelligence Network (GPHIN), which uses shared data for 

social good. For a broad discussion, see Economic and social benefits of data access and sharing | OECD.   

 

https://gphin.canada.ca/cepr/aboutgphin-rmispenbref.jsp?language=en_CA
https://www.oecd.org/en/publications/enhancing-access-to-and-sharing-of-data_276aaca8-en/full-report/economic-and-social-benefits-of-data-access-and-sharing_836734cb.html
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Understanding consumer choices through experiments and 

surveys 

Our methods  

Our study used a behavioural economics approach. This approach allows us to explore how 

consumers make decisions in the real world using two methods: behavioural experiments and 

public opinion surveys. Together, these methods can predict how consumers are likely to 

behave and what factors may influence their choices. They also helped provide robust 

estimates of data portability’s value to consumers. 

Insurance: An ideal sector for data portability testing 

To test how Canadians would respond to data portability services, we first needed to find an 

appropriate sector for our case study. We wanted to select an industry that is both well-

positioned and likely to implement data portability solutions successfully once relevant 

regulations are established. This allowed us to test realistic consumer reactions in a situation 

that is very similar to future implementation scenarios. 

Our analysis showed the insurance sector, especially home insurance, was a good candidate 

for our data portability study. Insurance is a recurring annual expense for many households. 

Shopping for or switching insurance plans can take time but could lead to savings. Insurance is 

also seen as a part of a broader concept of “open finance,” a natural extension of open banking.  

Recent studies highlighted how our selection is needed and relevant. The High Price of 

Prudence study by C.D. Howe found that Canadian consumers pay much higher property and 

casualty insurance premiums than consumers in other developed nations.6 The Canadian 

Federation of Independent Business study Insuring Main Street identified insurance costs as a 

major concern for businesses, especially small ones.7 

For details about our research method and sector selection, see Annex A.  

 
6 Canadians pay insurance premiums at 1.3% of GDP, almost double the G7 average (0.66%) and more than twice 

the OECD average (0.52%). For auto insurance, Canadians pay the highest premiums globally relative to GDP. 

7 The study recommended introducing policies to increase competition among insurance providers, providing industry 

tools to help compare insurance coverage, and encouraging small businesses to explore and choose the best 

available options.  

https://cdhowe.org/publication/high-price-prudence-benchmarking-canadas-property-and-casualty-industry/#overview
https://cdhowe.org/publication/high-price-prudence-benchmarking-canadas-property-and-casualty-industry/#overview
https://www.cfib-fcei.ca/en/research-economic-analysis/insuring-main-street-analysis-of-canada-small-business-insurance-market
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Testing data portability in practice 

We collected survey responses from 3,046 Canadians who currently pay for insurance. The 

sample represented the Canadian population in terms of gender, age, geography, income and 

distribution across provinces and territories. 

We asked participants about their preferences during a simulation exercise on shopping for 

home insurance. This exercise included getting quotes, comparing products, choosing an 

insurance policy, and purchasing home insurance. They were then asked if they would join our 

hypothetical data portability application, which we called Open Insurance (OI). OI is a data 

portability service that allows people to securely share their insurance data held by their current 

insurance provider with other insurance providers or third-party apps of their choice. Before 

making their decision, they were given information about the benefits of joining OI and how it 

works.  

Participants were randomly assigned to eight different OI regime designs with three key 

differences: 

• Savings: Either a low saving (0.5%) or a high saving (5%) of annual insurance spending.8 

• Who designs, oversees, and manages the system: Either the government or a 

partnership of insurance companies.9  

• Main benefit emphasized: Either the communication platform, which is a tool for easy 

product comparison to gather information all in one place, or the transaction platform, which 

is a one-stop insurance shop that allows participants to access and purchase better value 

and improved services easily all in one place.10  

 

Each participant was then asked how much time they felt they save from joining OI, how willing 

they were to share personal data with a third-party app and what their previous knowledge and 

views about data portability were. Their feedback helped us understand what consumers think 

about when joining a data portability enabled platform.  

 

Through this experiment, we also measured the monetary value consumers place on data 

portability, and we explored policy options to help create data portability that is consumer 

 
8 The experiment used 0.5% and 5% premium reductions as conservative and optimistic estimates of potential price 

impacts from data portability in housing insurance. These scenarios support the analysis by placing plausible savings 

under low-and high-competition market conditions. They also provide reference points for the study design, not 

precise predictions of future price changes. 

9 Management includes accreditation. 

10 The key differences between the platforms are that consumers can carry out transactions such as purchasing, 

payment, ordering and delivery with the transaction platform. 
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friendly and enhances competition for Canadians. For details on the survey design and analysis, 

see Annex B.  

Survey findings: consumer preferences and switching behaviour 

Figure 3: Consumers’ switching 

 

• 18% of participants switched providers in the last three years. 

• Switching activity is highest in Quebec at 23%.  

• 65% of those who switched found switching “easy,” while 10% found it “difficult.” 

• 25% considered switching in the past year. 

 
Figure 4: Concern for data privacy 

 

• Privacy is a major concern for two-thirds of surveyed Canadians, with 40% being “very” 

concerned.  
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• Results vary by location and age groups. 

 

Figure 5: Knowledge of data portability 

 

• About 70% of participants report having no knowledge of data portability, though awareness 

differs among demographics. 

 

Figure 6: Perception of risk 

 

• About 43% of participants view data portability as relatively risky.  

• Another 40% are not sure and see a moderate risk.  

• About 15% think it is low risk. 
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Adoption drivers 

Time and monetary savings  

Savings are the main reason consumers decide to join OI. We found that the adoption rate 

increased from about 46% to 54% when the money savings rate went from 0.5% of annual 

insurance spending to 5%.11 Also, when we asked participants to rank features influencing their 

decision to join OI, they considered the savings rate most important.12 

Increased time savings improve the likelihood of adoption. Participants decided to join OI 

based on how much time they could save. This shows that saving time matters for consumers. 

More participants adopt OI when they estimate that they save more hours. Our analysis predicts 

a 5.1% increase in adoption is likely for each additional hour saved.  

Participants’ awareness and trust 

One of the most important factors in the adoption rate was whether participants were 

aware of data portability and how much risk they believe there is to join a data portability 

system. When we examined participants’ attitude toward data portability, we saw that when 

they had more knowledge of OI and felt there was less risk, they were more likely to adopt it. 

For example, participants who felt “very knowledgeable” about data portability were 37% more 

likely to join OI than those who were “not at all knowledgeable.” Similarly, participants who 

viewed OI as “very risky” were 65% less likely to join than those who viewed it as “not at all 

risky.”  

If consumers trust the oversight body, they are more willing to share personal 

information. Our survey showed that participants are more willing to share their personal data 

with participating apps on OI when they can save more money and when the platform is 

overseen by the government. This suggests that consumers value both meaningful benefits and 

a sense of data security, particularly when a trusted entity is overseeing their personal 

information.  

 
11 We define the adoption rate as the proportion of participants who responded “Yes” to joining OI. 

12 This finding was also confirmed by participants ranking the importance of each feature of the OI regimes that 

influenced their decision to join. Savings rate was ranked as the most important feature, followed by the framing of 

the key benefit of OI, and oversight. Savings however need to meet a certain threshold before these factors can have 

such impact on adoption.  
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Estimating the potential value of Open Insurance  

Canadians could save money and time by joining OI. We estimated how much Canadian 

households value OI by measuring how much money and time Canadians save by joining OI 

when shopping for insurance plans.  

On average, a Canadian household spends $3,804 on all insurance products every year. The 

top 10% spending $7,200. If the simulated savings rate was 0.5% (conservative), a participant 

can save $19.02 a year. If the rate was 5% (optimistic), the savings could be about $190.21. On 

average, Canadian households can save about $128.37 every year.13  

We also asked participants about how much time they feel they could save with OI. They 

reported that they felt they saved five hours shopping for insurance on average. By using 

economic analysis, we estimated the monetary value for the time savings. We found that this 

time saved is worth $185.31 on average per household, per year. 

Scaling the average savings of both these estimates to Canadian households (HH) above 

the poverty line,14 we determined that the total value that OI may provide to Canadians is 

$3.83 billion in time and money.  

This estimate has two components:  

• Monetary savings: Canadians can save up to $1.57 billion by switching to less expensive 

insurance plans.  

• Time savings: Canadians can save 61.08 million hours, which we estimate to be valued at 

$2.26 billion.  

 

We then estimated the value of OI based on the average adoption rate in each regime. 

The potential value of OI depends on the how much consumers can save per year on 

insurance, how much time they could save and how likely they are to adopt data portability.  

 

 

 

 

 

Table 2: Estimated values of OI  

 
13 Calculated based on household annual spending on insurance reported by participants. 

14 Statistics Canada 2021.  



 

25 Your Data, Your Control  

Regime 

AII HH* Regimes with 

high savings 

(5 %) 

Regimes with low 

savings (0,5 %) 

Best Performing 

Regime ** 

Adoption 

Rate 

100 % 54 % 46 % 58,7 % 

Total value $3.83 billion $2.14 billion $1.10 billion $2.26 billion 

* HH: Eligible Canadian households. 

** Best performing regime means the OI regime with highest rate of adoption. This was a 

regime with 5% savings rate, which had government oversight and that offered a “one-stop 

shopping” benefit to participants. 

Insurance consumers have different opinions 

The survey responses show different opinions among the participants. For example, some 

participants were eager to join OI, while others were hesitant. Some participants made their 

decision based on financial savings, while others decided based on the key benefit of OI. To 

understand these perspectives, the Bureau’s behavioural economics expert conducted a cluster 

analysis and found three main types of consumers: 

 

Privacy-conscious consumers: These consumers feel they know little about data 

portability, see it as risky and are very concerned about privacy. They are the least 

likely (41%) to join OI. 

 

Saving seekers: These consumers prioritize price, feel less knowledgeable about 

data portability, perceive it as low risk and are not concerned about privacy. They 

are the most likely (63.3%) to join OI. 

 

Knowledgeable consumers: These consumers feel they know a lot about data 

portability, see moderate risk, and are somewhat concerned about privacy. They 

have a middle adoption rate (55%) and highly value potential savings. 

 

Decisions that participants make about sharing their data informs us about how Canadians 

value their personal information and how these changes across different consumer groups. For 

data portability to succeed, firms may want to consider several strategies. First, they can design 

systems that address different consumer needs when developing their products. Second, they 

should offer fair and responsible rewards—such as savings—for consumers who share their 

personal information. Finally, it is also important to increase consumers’ awareness and 
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understanding of data portability. Reducing the perceived risks associated with participation can 

help encourage wider adoption.  

Conclusion 

Our experiment identified key factors influencing consumer adoption of data portability and 

established habits. The findings reveal that data portability offers consumers significant financial 

and time savings, which strongly motivates adoption. Moreover, increased awareness and trust 

in the data portability ecosystem are critical drivers of adoption. Consumers are more likely to 

join and share their personal data when they understand the benefits and feel secure about data 

management. Considering these factors that drive adoption, data portability can become a 

practical tool for empowering Canadians in the digital economy. 
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3. Balancing opportunities and challenges of 

data portability  

To realize data portability’s full potential, we need to navigate a complex landscape of 

opportunities and challenges. Data portability promises significant consumer benefits through 

enhanced choice and competition. It also raises critical issues related to privacy, security and 

market dynamics that cannot be overlooked. Similarly, businesses may leverage data portability 

to attract customers and challenge established firms (incumbents), but other factors that could 

influence outcomes should also be considered.  

This section explores the critical design elements needed to develop a balanced, effective data 

portability framework. Such a framework would empower consumers and enable businesses to 

innovate and compete more effectively. It would also put in place appropriate protections to 

prevent unplanned consequences. 

  Key takeaways 

• Data portability can both reinforce and challenge competition. It makes it easier for 

people to switch providers, which boosts competition and innovation. But, in some cases, it 

may also strengthen dominant firms and create opportunities for collusion. 

• Consumers gain control over their data but may face new vulnerabilities. By 

transferring their information effortlessly between providers, users can save time, benefit 

from enhanced privacy, and compare services more easily. But this can also lead to price 

discrimination and increase the risk of privacy breaches. 

• Market entry is easier for new firms, but sustaining competition is harder. New firms 

benefit because it is easier to enter the market and there is more innovation as consumers 

are more willing to try new services. Yet, smaller firms may face higher compliance costs, 

which may lead smaller firms to rely on partnerships with established players. This is a risk 

to long-term competition if the established firms (incumbents) later replace or side-line their 

new partners. 

• Policymakers must balance the benefits and risks when designing data portability 

regulations. With careful design, it is possible to create a framework that increases positive 

impacts while reducing risks. 
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Data portability drives competition and innovation, but not 

without challenges 

Data portability and interoperability can create a more competitive marketplace, but it can also 

result in some obstacles. 

Pro-competitive effects of data portability 

Reducing switching costs  

Data portability and interoperability make it easier for consumers to switch service providers, 

which encourages businesses to compete more actively for their customers. Switching costs are 

lowered because consumers do not need to re-enter their information or start over with a new 

provider, ensuring a smoother transition. For example, it allows a customer’s transaction history 

to be copied seamlessly from one financial institution to another.  

Consumer mobility, beyond the switch 

The threat of switching raises competitive pressure. Removing barriers to consumer 

mobility empowers market competition. When consumers can confidently move between 

providers, the threat of switching forces companies to compete harder to retain or win back 

customers. 

Switching is not an end goal. While consumer mobility is important, excessive switching 

can be a problem. Frequent changes can lead to consumer fatigue, increased search costs 

and disrupted service relationships. For businesses, high customer turnover can weaken 

customer experience, investment, create unstable revenue models and increase acquisition 

costs. There is not value in switching itself. But the potential for change keeps markets 

responding to consumer needs. 

Switching can be a market health indicator. Switching rates reveal market dynamics:  

• Low rates may indicate there are barriers to competition  

• Moderate rates suggest the market is active  

• Extremely high rates might indicate the market is not stable or customers are not satisfied  

 

There is no ideal level; each case requires us to carefully analyze the specific sector. 

Encouraging firm entry 

Data portability and interoperability also help new businesses enter the market by reducing 

consumer lock-in. When customers can easily transfer their data, they are more open to trying 

alternative providers. This makes competition more dynamic. It encourages new companies to 
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enter the market and offer better services, knowing they have a fair chance to attract customers 

from existing providers.15  

Promoting innovation 

Data portability can drive innovation by allowing multiple companies to access and use the 

same consumer data without lowering its value. This allows companies to go from simply 

collecting data to analyzing and applying it in new ways.16 Research shows that in competitive 

markets, data portability can push established companies to invest more in data-driven 

innovation.17 In platform markets, it can also stimulate competition in related industries, such as 

smart home products and internet-connected appliances.18 Finally, more access to data creates 

new opportunities for innovators to develop products and services tailored to consumer needs. 

Sharing data-enabled learning and network effects 

Data-enabled learning is a process where more users create more data, which leads to better 

services and attracts even more users. Companies with large amounts of data and users benefit 

from data-enabled learning. Often, these services become more valuable as the user base 

grows, creating a positive feedback loop. This cycle makes established firms (incumbents) 

stronger because it makes their offerings more appealing. However, with data portability and 

interoperability, these benefits can be shared across the market. This would allow more 

businesses to innovate and compete rather than having only the established players benefit.19 

Challenges data portability may create for competition 

Enhancing the advantages of established (incumbent) firms  

Data portability makes it easier for consumers to switch providers. It could also lead to more 

data being shared with established firms, making their market position stronger. This effect, 

known as the demand-expansion effect, can make it harder for new firms to enter.20 Additionally, 

the technology framework businesses need to compete effectively may create barriers for some 

businesses. Established firms may have advanced capabilities to process data in house. This 

gives them a major advantage when data portability is introduced, as they can handle and use 

 
15 In other words, data portability reduces the “ex-post lock-in effect,” making it easier for new firms to enter the 

market. See, Lam and Liu (2020). 

16 See, Kramer et al. (2020). 

17 See, Ramos et al. (2020). 

18 See, Gal et al. (2019).  

19 See, Data‐enabled learning, network effects, and competitive advantage - Hagiu - 2023 - The RAND Journal of 

Economics - Wiley Online Library    

20 See, Lam and Liu (2020). 

https://www.sciencedirect.com/science/article/abs/pii/S016771871930092X#:~:text=Since%20only%20the%20switch%2Dfacilitating,data%20portability%20always%20facilitates%20entry.
https://cerre.eu/publications/report-making-data-portability-more-effective-digital-economy/
https://www.sciencedirect.com/science/article/pii/S030859612030118X
https://papers.ssrn.com/sol3/papers.cfm?abstract_id=3326377
https://onlinelibrary.wiley.com/doi/abs/10.1111/1756-2171.12453?msockid=02f467b49f4b631504c1728a9e70622b
https://onlinelibrary.wiley.com/doi/abs/10.1111/1756-2171.12453?msockid=02f467b49f4b631504c1728a9e70622b
https://www.sciencedirect.com/science/article/abs/pii/S016771871930092X#:~:text=Since%20only%20the%20switch%2Dfacilitating,data%20portability%20always%20facilitates%20entry.
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incoming data efficiently. This could make it more challenging for smaller or newer firms to 

compete equally. 

Discouraging innovation 

If we apply data portability too broadly, firms may be less likely to innovate in how they collect, 

process, and use consumer data. Businesses are more likely to invest in new data-driven 

services when they can expect a reasonable return. However, if others can access the data and 

quickly develop similar products, they are less motivated to invest in innovation. Data portability 

allows the benefits of innovation to be distributed across the market. So established firms 

(incumbents) may only regain part of the returns on their investments. This could potentially 

discourage them from further developing and improving their products or services.  

Collusion 

Full-scale interoperability could create a highly interconnected network of digital platforms. This 

may make coordinating behaviours easier, which could lead to explicit or tacit forms of 

competitor collaboration. If pricing information is included in a data-sharing framework, greater 

transparency could make it easier for companies to observe and respond to each other's pricing 

strategies. As a result, firms may begin to mirror each other’s prices or naturally settle into roles 

as price leaders or followers. This would reduce competition and potentially lead to higher prices 

for consumers. Parallel price increases combined with facilitating practices could lead to tacit 

agreement. 

Maximizing consumers’ benefits and managing risks 

There are other benefits and risks for consumers that can result from data portability. 

Consumers benefit from data portability 

Multihoming 

Data portability and interoperability can help consumers use multiple service providers operating 

in the same industry at the same time. This practice, known as multihoming, allows consumers 

to benefit from price differences among service providers. Multihoming can also increase 

competition because firms use similar application programming interfaces (APIs). This makes it 

easier for consumers to open new accounts and integrate them with their existing ones.  
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Other direct and indirect consumer benefits 

Data portability policies often include rules that ensure data privacy and security. These rules 

can either be aligned with existing privacy laws or be introduced as new protections.21 Since 

people value their data privacy, this is an added benefit for consumers. For example, if we fully 

implemented data portability and interoperability, we would not need data scraping. This would 

limit security risks caused by this form of collecting data from websites. Also, consumer privacy 

and competition can reinforce one another. Firms may compete across multiple dimensions, 

including privacy terms. For example, the Competition Act was updated in 2022 to expand the 

list of factors to determine an impact on competition. It now expressly includes effects on non-

price competition, such as consumer privacy.  

Screen scraping, tolerated risk until a better solution is adopted 

Screen scraping collects data from websites. It is like a digital copy-paste tool that 

automatically pulls information from websites, transforming what you see on the screen into a 

format that a computer can easily use and analyze. For example, while consumer-driven 

banking is still developing, some third-party financial services use screen scraping to gather 

data. This method fills the current gap, but it poses security, privacy, and liability risks for both 

consumers and institutions: 

• Security risks: Direct access to bank login credentials is risky. It exposes users to having 

their personal financial information used, stolen, or deleted. It can also increase their legal 

risk since it may violate account terms, expose deposits to risk and leave users liable for 

losses. 

• Data integrity: Data accuracy can be compromised as web structures change. 

• Compliance issues: Programs may not comply with data protection regulations. 

 

Once fully launched, a consumer-driven banking regime would provide a safer and more 

efficient environment for financial data sharing, reducing the need for screen scraping. 

Third-party providers can offer additional value to consumers. Aggregated platforms are 

software solutions designed to centralize and manage all the information related to products in 

one place. For example, Product Information Management Systems (PIMS) are aggregated 

platforms that centralize product descriptions, specifications, pricing, images, and other relevant 

data. Other examples of such a platform are those that help users understand their consumption 

patterns, such as monthly electricity use or financial spending. Additionally, third-party apps help 

save time by streamlining access and updates to bank accounts or credit cards (e.g., UK Open 

Banking Hub). 

 
21 For example, in Australia the Consumer Data Right (CDR) created new privacy laws for only CDR data.  
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Potential risks of data portability for consumers 

Price discrimination 

Price discrimination is when a firm charges different consumers different prices for the same 

product or service based on the consumers’ willingness to pay. They do this even though the 

cost of providing it to an additional consumer remains the same.22 Data portability can lead to 

less price discrimination by giving consumers more control over their data and reducing how 

much information others have. But its overall impact will depend on market dynamics and on 

adequate regulatory oversight. On the one hand, when firms have more detailed consumer 

data, they can more accurately predict what each consumer is willing to pay. This is known as 

consumers’ maximum willingness to pay. It enables firms to set personalized prices at each 

individual’s maximum level, allowing them to get the highest possible amount from each 

consumer for the same product or service. On the other hand, if data portability enhances 

rivalry, it could encourage firms to be more competitive with their prices, benefiting consumers 

in the long run. 

Moreover, firms are more able to build comprehensive consumer profiles by collecting data from 

multiple platforms. One way they do this is by using web cookies. This raises questions about 

privacy and market power. Data portability has the potential to shift the balance of power 

towards competitive and consumer-friendly outcomes. But this depends on how much the 

regulations ensure that portability does not accidentally enable new forms of monopolistic 

behaviour or data practices that exploit consumers. 

Non-price risks: data breaches   

Even though data portability regimes are often accompanied by privacy legislation, there may 

be increased privacy risks. Data portability exposes consumer data to more stakeholders, 

making data breaches more likely. Maintaining a highly interoperable system usually requires a 

firm to invest in data security. There are also challenges related to improper retention and 

deletion of data. It is possible to have potential inaccuracies when combining multiple datasets. 

Furthermore, companies may use personal information to create new datasets, making it 

difficult to ensure the original data is completely deleted as retention policies require. 

How data portability impacts businesses, from startups to 

giants  

Data portability can help firms attract new customers and boost competition. It has different 

effects based on the firm’s size.  

 
22 Price Discrimination | OECD 

https://www.oecd.org/en/publications/price-discrimination_4ee4dc56-en.html
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Expanding customer reach  

With data portability, firms can more easily access markets. Customer acquisition costs may go 

down, particularly for new companies. By reducing switching costs, new firms can enter the 

market more easily, as they do not have to pay for user transitions. When data moves more 

easily, firms can target customers more effectively. This further lowers customer acquisition 

costs. These changes can enhance competition within industries using data portability. 

Firm size and data portability: small and medium-sized enterprises 

Data portability may make the cost of investment and compliance higher for small and medium-

sized firms. Smaller businesses do not always have the resources for sophisticated data 

formatting and transfer capabilities, which can make it harder for them to compete.  

As data portability regimes become more complex, setup costs may rise. This could potentially 

exclude smaller players from the digital ecosystem. Considering the experience of the finance 

sector, this can sometimes lead to partnerships between new entrants and established firms.  

For example, new companies using financial technology to deliver financial services and 

products, or “fintechs,” might collaborate with financial institutions to access resources and 

customers. However, established firms may later copy the fintechs’ innovations and marginalize 

these smaller partners, making it harder to sustain long-term competition. 

 At the same time, sectors like payment systems have shown that small and medium-sized firms 

can thrive and innovate when regulations are tailored to firm size and function, such as through 

a lower compliance cost for non-bank payment providers.23 Requirements can be introduced 

gradually or scaled.24  

This phased or proportionate approach can be according to firm size, resources and impact. 

And it can help support smaller businesses while giving larger institutions more responsibility, 

ensuring fairer competition. 

 

 
23 For example, fintechs are incorporated into provincial regulations, while conventional financial institutions, like 

banks, are subject to federal laws. We can argue that the decisions about which entities fall within regulatory scope 

are typically shaped by policy objectives. Limiting scope to the largest players can be simpler and effectively address 

concentrated markets, while broader inclusion is more complex but promotes more inclusivity. See 2024-ccaf-the-

global-state-of-open-banking-and-open-finance.pdf, p. 28. 

24 Examples include tiered-based frameworks in which different types or sizes of firms are given different levels (tiers) 

of access, privileges or responsibilities based on specific criteria, such as their size, role, risk profile or compliance 

capabilities. See, for example, tier-based accreditation under Competition Bureau comments to the Advisory 

Committee on Open Banking. 

https://www.jbs.cam.ac.uk/wp-content/uploads/2024/11/2024-ccaf-the-global-state-of-open-banking-and-open-finance.pdf
https://www.jbs.cam.ac.uk/wp-content/uploads/2024/11/2024-ccaf-the-global-state-of-open-banking-and-open-finance.pdf
https://competition-bureau.canada.ca/en/how-we-foster-competition/promotion-and-advocacy/regulatory-adviceinterventions-competition-bureau/competition-bureau-comments-advisory-committee-open-banking#sec03-1
https://competition-bureau.canada.ca/en/how-we-foster-competition/promotion-and-advocacy/regulatory-adviceinterventions-competition-bureau/competition-bureau-comments-advisory-committee-open-banking#sec03-1
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Table 3: Potential opportunities and challenges of data portability: competition, 
consumers, and firms   

Competition Consumers Firms 

Potential 

opportunities 

Potential 

challenges 

Potential 

opportunities 

Potential 

challenges 

Potential 

opportunities 

Potential 

challenges 

Reducing 

barriers to 

switching 

Enhancing 

advantage of 

established 

firms 

(incumbents) 

Consumer 

choice 

Price 

discrimination 

Customer 

acquisition 

Investment 

cost 

Promoting  

firm entry 

Discouraging 

innovation 

Multihoming Privacy risks Compliance 

cost Enhanced 

privacy 

Promoting 

innovation 

Collusion New 

services, 

e.g., 

comparison 

sites 

Sharing of 

data-enabled 

learning and 

network 

effects 

 

Data portability can create important advantages for competition, consumers, and businesses. 

And these advantages can outweigh the challenges involved. Ultimately, we need to recognize 

both its promise and the need to carefully address the risks. Then we can implement data 

portability in ways that deliver real value for everyone involved. 

Balancing the advantages and the potential risks is possible 

Effective data portability requires a framework that naturally promotes market competition, 

protects consumer interests and supports technological innovation while being able to adapt to 

future developments. Though it may sound complex, it is achievable: 

• An evidence-based approach is essential, with decisions grounded in a rigorous and deep 

understanding of market dynamics.  

• The framework should avoid both overly strict rules that make compliance more expensive 

and rules so weak that data portability becomes meaningless.  

• Regulations should have clear objectives and strategically target specific aspects where 

market incentives alone cannot deliver best outcomes—such as data security and data 

standardization.  
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• Regulations should be technology-neutral, allowing for emerging technological capabilities 

while avoiding overly prescriptive guidelines that could stifle innovation or overwhelm 

smaller market participants. 

• The framework should be adaptable, incorporating feedback loops, milestone reviews and 

actions that ensure compliance, so it remains effective. 

Conclusion 

Data portability is a powerful tool for promoting competition and innovation. It could deliver 

significant benefits to consumers and firms. However, its potential risks highlight the need for 

well-designed frameworks that avoid unintended consequences. Policymakers should find a 

careful balance to ensure that data portability achieves its core goals of empowering 

consumers, fostering competition, and driving innovation while reducing challenges that may 

arise. 
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4. Smart design features to ensure success  

Understanding the key building blocks of data portability is essential to successfully design and 

implement it. We examine the roles and responsibilities of key stakeholder, focusing on 

competition-friendly frameworks and user consent principles that enable secure, efficient data 

exchange. Our objective is to help establish flexible and forward-thinking data portability 

regimes that allow competition, technological innovation, consumer empowerment and 

regulatory efficacy to work together. 

  Key takeaways 

• Data portability needs guidelines. Oversight can build the much-needed trust, but it 

should not become a barrier that blocks innovation and competition, especially for smaller 

players. 

• The competitive impact of data portability depends on what data is covered and 

how it is shared. This requires a delicate balance between promoting competition 

through access and preserving innovation incentives for firms. 

• Meaningful data portability depends on interoperability. Basic data downloads do not 

offer as much value as seamless, API-driven continuous exchange that truly empowers 

consumers while balancing security and implementation costs. 

 

Creating a trusted framework: consent, fair play, and 

oversight 

Data portability frameworks identify several actors and assign rights and obligations for data 

handling (see Defining stakeholders in a data portability framework). Some data portability 

frameworks, such as open banking frameworks, also create bodies that set standards and 

manage accreditation mechanisms to make efficient data portability easier and to ensure trusted 

data transfer.25 These bodies reduce risks and build confidence in data portability systems by:  

• verifying technical capabilities,  

• ensuring compliance with security and privacy requirements, and  

• maintaining a trusted environment for data exchange.  

 
25 Others may use pre-existing industry-led technical standards bodies. For example, the US Consumer Financial 

Protection Bureau (CFPB) recognizes standard-setting bodies that meet specific attributes to issue standards related 

to personal financial data rights. § 1033.141 Standard-setting bodies. | Consumer Financial Protection Bureau. 

https://www.consumerfinance.gov/rules-policy/regulations/1033/141/
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However, they may also create barriers for new or smaller players by, possibly without meaning 

to, making compliance too expensive or requirements too strict. 

Defining stakeholders in a data portability framework  

The Personal Information Protection and Electronic Documents Act (PIPEDA) applies to any 

individual whose personal information is collected, used or disclosed by a private-sector 

organization in Canada. Organizations under PIPEDA, including associations, partnerships, 

individuals and trade unions, may collect personal information directly or process it on behalf 

of others as service providers. When using third-party service providers, organizations 

must ensure that these providers operate under their instructions and comply with privacy 

obligations. Currently, PIPEDA provides a right of access to one’s data, but not an explicit 

right to data portability. 

Some sector-specific or market-based frameworks extend data portability rights to businesses 

as well as individuals. For example, the proposed Consumer-Driven Banking Framework 

(CDBF) will provide such rights to both consumers and business clients. 

Under  the EU General Data Protection Regulation (GDPR), similar roles are defined but 

there is an express data portability right. Data subjects are individuals whose personal data 

is handled by:  

• data controllers, who decide how and why data is processed, and  

• data processors, who act on the behalf of controllers.  

 

Data controllers must protect personal data and ensure privacy compliance. An example of 

this is when online marketplaces process customer data. Data processors, such as cloud 

service providers, process data according to the controller’s instructions. Sometimes, 

controllers and processors may share responsibilities. In certain jurisdictions, large 

technology companies (gatekeepers) have more data portability duties. For example, the EU 

Digital Markets Act (DMA) requires digital gatekeepers to enable users to transfer personal 

data directly between services in a machine-readable format. 

Intermediaries can play a vital role in data portability. They make secure and standardized 

data transfers easier. Intermediaries include data aggregators, consent management 

platforms and API service providers, which help bridge technical and organizational gaps and 

ensure data moves according to standards and proper user consent. Intermediaries are not a 

distinct legal category; their obligations depend on their function and contractual 

arrangements. They must always safeguard personal information and respect applicable 

privacy and consent laws. 

Data portability regulations may also require additional governance bodies, such as 

standard-setting bodies, to establish rules. This makes data sharing consistent and secure. 

Accreditation bodies may also be required to certify organizations for compliance with 

https://www.priv.gc.ca/en/privacy-topics/privacy-laws-in-canada/the-personal-information-protection-and-electronic-documents-act-pipeda/
https://eur-lex.europa.eu/eli/reg/2016/679/oj/eng
https://digital-markets-act.ec.europa.eu/index_en
https://digital-markets-act.ec.europa.eu/index_en
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technical data sharing, security practices or complaints handling. This is, for example, 

anticipated under the CDBF, where a standard-setting body would establish rules to ensure 

consistent and secure data sharing. The Financial Consumer Agency of Canada (FCAC) is 

also expected to evaluate and accredit organizations for compliance with certain 

requirements, such as:  

• technical standard certification for data sharing,  

• security standard certification,  

• complaints handling, and  

• national security.  

 

It is further planned that the FCAC will supervise participating organizations after they have 

joined the framework to ensure they follow consistent data sharing standards.26  

For more details on how they can affect competition, see Competition Bureau comments to 

the Advisory Committee on Open Banking and Strengthening Competition in the Financial 

Sector: Submission by the Competition Bureau. More generally, collaboration between 

competitors, such as through joint research and development (R&D) initiatives or participation 

in trade associations, is typically guided by Competitor Collaboration Guidelines. 

 

 
26 Under Budget 2025, the Bank of Canada will now assume the role of the FCAC. 

https://competition-bureau.canada.ca/en/how-we-foster-competition/promotion-and-advocacy/regulatory-adviceinterventions-competition-bureau/competition-bureau-comments-advisory-committee-open-banking?OpenDocument
https://competition-bureau.canada.ca/en/how-we-foster-competition/promotion-and-advocacy/regulatory-adviceinterventions-competition-bureau/competition-bureau-comments-advisory-committee-open-banking?OpenDocument
https://competition-bureau.canada.ca/en/how-we-foster-competition/promotion-and-advocacy/strengthening-competition-financial-sector-submission-competition-bureau#sec04-1
https://competition-bureau.canada.ca/en/how-we-foster-competition/promotion-and-advocacy/strengthening-competition-financial-sector-submission-competition-bureau#sec04-1
https://competition-bureau.canada.ca/en/how-we-foster-competition/education-and-outreach/competitor-collaboration-guidelines
https://budget.canada.ca/2025/home-accueil-en.html
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Figure 7: Data portability actors and relevant bodies 

Note: This is a simplified illustration of the main actors typically found under data portability frameworks. 

PIPEDA actors are shown for reference. However, PIPEDA does not currently provide a data portability 

right. Data regulations may also identify additional stakeholders, such as data controllers designated as 

gatekeepers. Finally, the governance (organizational) structures depicted may be less prevalent in 

market-led approaches compared to regulation-led frameworks. 

User consent is essential for data portability. It allows individuals more control over who can 

access their data. Regulations across jurisdictions vary from strict consent requirements to 

flexible frameworks focused on how data is handled. These rules ensure that users can 

securely and efficiently consent to transferring data to who they choose and be protected while 

doing so. There are some exemptions to this requirement, such as tasks in the public interest, 

official authority and cases affecting the rights of others. There are also different ways to get 

consent. One-time consent allows users to give permission once, with data shared until they 

revoke their consent. Dynamic consent requires notifying users and getting their permission 
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before making significant changes to privacy practices, while also occasionally reminding them 

to review and update their privacy preferences.27 

Who owns your data? Understanding data ownership vs. stewardship  

Data ownership means having control over data. This includes having control over who can 

access, share, and use or monetize it. The concept of data ownership is not clearly defined in 

a single statute but is governed by a framework of privacy laws such as PIPEDA. Instead of 

ownership, the law focuses on the rights to manage how personal data is handled. PIPEDA 

gives individuals rights over their personal information, like accessing, correcting, and 

controlling how it is used. It applies to private-sector organizations in Canada, requiring them 

to follow 10 fair information principles like accountability, consent and safeguarding, including 

encryption, security audits and data retention schedules. 

Additionally, the Privacy Act ensures that federal government institutions handle personal 

information properly. 

 

Service providers should clearly inform users about their rights and how data will be used. 

Under PIPEDA, meaningful consent is required for the collection, use and disclosure of personal 

information.28 Quebec’s Act to modernize legislative provisions as regards the protection of 

personal information (Law 25) requires consent for data portability to be explicit, informed, 

purpose-specific and freely given. This ensures users control their data over time. Authorization 

is another way to give consent. For example, under the EU’s PSD2 regulation on open banking, 

granting permission for access is considered consent. It is an authorization given by the user for 

a specific action or data access, which may not meet the same higher GDPR standard for 

consent.29 Users can withdraw consent at any time, putting a stop to any new data transfers for 

portability.30 

 
27 One of the seven principles detailed in Guidelines for obtaining meaningful consent - Office of the Privacy 

Commissioner of Canada is to make consent a dynamic and ongoing process. 

28 Id. See also the Interpretation Bulletin: Form of Consent - Office of the Privacy Commissioner of Canada. 

29 For example, “explicit consent” under PSD2 is a separate, contract-based requirement for payment services and is 

different from the GDPR consent for data processing. EDPB guidelines_202006_psd2_afterpublicconsultation_en.pdf 

30 However, data already shared before withdrawal usually remains with recipients, subject to their legal obligations 

and privacy policies. For example, under PIPEDA, an individual may withdraw consent at any time, subject to legal or 

contractual restrictions and reasonable notice. The organization shall inform the individual of the implications of their 

withdrawal. 

https://www.priv.gc.ca/en/privacy-topics/privacy-laws-in-canada/the-personal-information-protection-and-electronic-documents-act-pipeda/
https://www.priv.gc.ca/en/privacy-topics/privacy-laws-in-canada/the-personal-information-protection-and-electronic-documents-act-pipeda/pipeda_brief/
https://laws-lois.justice.gc.ca/eng/acts/p-21/FullText.html
https://www.quebec.ca/nouvelles/actualites/details/loi-25-nouvelles-dispositions-protegeant-la-vie-privee-des-quebecois-certaines-dispositions-entrent-en-vigueur-aujourdhui-43212
https://www.priv.gc.ca/en/privacy-topics/collecting-personal-information/consent/gl_omc_201805/
https://www.priv.gc.ca/en/privacy-topics/collecting-personal-information/consent/gl_omc_201805/
https://www.priv.gc.ca/en/privacy-topics/privacy-laws-in-canada/the-personal-information-protection-and-electronic-documents-act-pipeda/pipeda-compliance-help/pipeda-interpretation-bulletins/interpretations_07_consent/
https://www.edpb.europa.eu/sites/default/files/files/file1/edpb_guidelines_202006_psd2_afterpublicconsultation_en.pdf
https://laws-lois.justice.gc.ca/eng/acts/P-8.6/page-2.html
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Considerations for a practical data portability framework: 

data types and format  

Creating a balanced and accessible data portability framework involves considering both data 

types and formats. Establishing clear standards ensures that data can be securely and 

efficiently shared, interpreted, and used across various systems and platforms. 

Understanding data types subject to data portability 

Data portability regimes primarily focus on categorizing and protecting different types of data. 

For example, under PIPEDA, personal information, which identifies or can potentially identify 

an individual, forms the core of privacy regulations.31 This includes sensitive information such as 

health records, financial data, and biometric details, which require more protection. Non-

personal information includes information that is anonymous, combined (aggregated) and not 

directly linked to an individual. The distinction between personal and non-personal information is 

subtle. Regulations usually determine if information is identifiable based on whether it could 

reasonably be used, alone or with other data, to identify an individual.32  

Data portability frameworks will define the scope of portable data they each cover. The OECD 

identifies four main data types:33 

a) Provided or volunteered data: Information directly submitted by consumers (e.g., 

account registration details). 

b) Observed data: Information collected during service usage (including user-generated 

content). 

c) Inferred, generated, or derived data: Information derived from provided and observed 

data. Generated data is produced, often synthetically or automatically, from certain 

processes. Derived data involves creating new data by transforming or combining 

existing data sources. The three are often used interchangeably. 

d) Acquired data: Information obtained from third parties through commercial or non-

commercial means. 

 
31 See Interpretation Bulletin: Personal Information - Office of the Privacy Commissioner of Canada. The GDPR’s 

personal data also includes online IDs, cookies, and indirect identifiers. 

32 Id. 

33 See Mapping data portability initiatives, opportunities and challenges (EN), pp. 14–15. 

https://www.priv.gc.ca/en/privacy-topics/privacy-laws-in-canada/the-personal-information-protection-and-electronic-documents-act-pipeda/pipeda-compliance-help/pipeda-interpretation-bulletins/interpretations_02/
https://www.oecd.org/content/dam/oecd/en/publications/reports/2021/12/mapping-data-portability-initiatives-opportunities-and-challenges_97cd728b/a6edfab2-en.pdf
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Figure 8: Data type by origin and data user rights 

The value and portability of these data types vary based on their origin, sensitivity, and 

competitive advantage. Provided data and some observed data are typically subject to 

portability rights. Inferred and acquired data often have more competitive value but also face 

more portability restrictions due to intellectual property protections. For example, Europe’s 

GDPR clearly covers both provided and observed data but excludes derived data. Whereas 

other frameworks may be narrower or broader.34 Regulations such as the EU Digital Markets 

Act cover real-time access to data generated through the use of core platform services. This 

includes transaction data, user preferences and other relevant information.  

In Canada, under the CDBF, any information that an individual directly provides to their financial 

institution regarding key financial products is subject to open banking. This information can 

include bank deposit accounts, investment accounts, lending products and payment products. 

However, this does not include data that is derived or generated by analyzing or inferring from 

 
34 The GDPR Article 29 Working Party guidelines explain that data portability right covers volunteered and observed 

data. See also https://ec.europa.eu/information_society/newsroom/image/document/2016-51/wp242_en_40852.pdf. 

Sectoral regulations define ported data types. For example the designation instrument for the banking 

sector specifies the classes of information as “CDR data” to include (i) consumer personal information, (ii) product 

usage data (e.g., transaction records), and (iii) other transaction-related digital data (e.g., terms and conditions).The 

definition is broad, including not just original data but also information completely or partly derived from these primary 

datasets.  

https://digital-markets-act.ec.europa.eu/designated-gatekeepers-must-now-comply-all-obligations-under-digital-markets-act-2024-03-07_en
https://digital-markets-act.ec.europa.eu/designated-gatekeepers-must-now-comply-all-obligations-under-digital-markets-act-2024-03-07_en
https://www.edpb.europa.eu/system/files/2023-09/wp260rev01_en.pdf
https://ec.europa.eu/information_society/newsroom/image/document/2016-51/wp242_en_40852.pdf
https://www.legislation.gov.au/Details/F2019L01153
https://www.legislation.gov.au/Details/F2019L01153
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the original account or transaction data (i.e., derived data is excluded).35 Canada Health Infoway 

focuses on personal health information (PHI) and categories of identifiable, de-identified and 

aggregate data.36 

“Proprietary” data, access, and the requirement for reciprocity  

Data can be classified as public domain or proprietary. Public domain data is generally 

considered freely accessible and is not protected by intellectual property rights. However, 

under PIPEDA, publicly available personal information has specific regulations, and privacy 

may still need to be respected, even if data is accessible to the public.  

Proprietary data is created using specific analytics and algorithms. It is protected by 

intellectual property, trade secrets and contracts, and it is often subject to market exchanges 

like data licensing. This distinction is important for competition authorities to ensure fair 

practices and prevent firms from acting like monopolies. 

Reciprocity means that service providers agree to share information with each other. It 

encourages information flow, promoting competition and more participation. Information 

sharing should not include commercially sensitive or confidential information, as this could 

breach provisions of the Competition Act, such as sections 45 or 90.1. 

It is essential to clearly define “proprietary” and “non-proprietary” data since non-proprietary 

data can be shared between service providers, while proprietary data may not. The Bureau’s 

experience, such as in the Toronto Real Estate Board (TREB) case, shows that businesses 

could claim data is proprietary so they can restrict competition. Regulators must find proof of 

such claims with credible evidence. Reciprocity can also be required by data portability 

regulations, such as under the CDBF. Under that framework, all accredited entities are 

equally required to honour consumer-permissioned data sharing requests, enabling reciprocal 

access to data among participants. The government might decide to broaden the rules in the 

future to cover more types of data, entities, entry processes (e.g., tiered accreditation), and 

extra features like letting users initiate payments.  

 

The type of information that data portability laws cover can have a big impact on competition. A 

broad scope may increase competition by giving more firms access to important data. However, 

firms might invest less in collecting and developing new datasets if they need to share the 

benefits of their investments with other companies in the industry. A careful balance needs to be 

maintained: Sharing both generated and proprietary data can boost competition in the short 

term by encouraging new entries and innovation. But it might also discourage long-term 

 
35 The government may consider an expansion of the scope at a later date through future regulations. 

36 Similar categorization is used by Canadian Institute for Health Information Policy on Health Facility Identifiable 

Information, September 2022. 

https://www.infoway-inforoute.ca/en/component/edocman/3951-frequently-asked-questions-about-personal-health-information-and-health-records-q-a/view-document
https://www.priv.gc.ca/en/privacy-topics/privacy-laws-in-canada/the-personal-information-protection-and-electronic-documents-act-pipeda/pipeda-compliance-help/pipeda-interpretation-bulletins/interpretations_06_pai/
https://www.canada.ca/en/competition-bureau/news/2018/08/backgrounder-abuse-of-dominance-by-the-toronto-real-estate-board.html
https://www.cihi.ca/sites/default/files/document/health-facility-identifiable-information-policy-en.pdf
https://www.cihi.ca/sites/default/files/document/health-facility-identifiable-information-policy-en.pdf
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investments due to potential negative impacts. This nuanced approach shows how complex 

balancing individual privacy rights, economic incentives and innovation can be. 

Data sharing made simple: The role of formats and access 

Effective data sharing depends on how data is formatted and organized for access. Using clear 

structures and standardized formats makes data more secure and easier to share. This 

facilitates secure transfers, lowers entry barriers, promotes broader participation, and enhances 

competition. 

What makes data sharable? Data characteristics and accessibility 

To understand what makes data easy or difficult to share, we must consider key 

characteristics:  

• Data structure defines how information is organized and stored efficiently.  

• Syntax consists of rules for writing code, similar to programming grammar.  

• A scheme outlines the organization of data in a database, detailing data types and 

relationships.  

• Data semantics refers to the meaning and interpretation of data so that it is correctly 

understood and used by a receiving system. It ensures that data transferred between 

systems is meaningful and consistently interpreted according to shared definitions or 

standards. 

These characteristics play an essential role in making data portability interoperable and 

effective. 

High levels of interoperability ensure effective data 

portability 

Data interoperability is key to enhancing how digital systems work together to share and access 

data. Interoperability can be horizontal or vertical.  

• Horizontal interoperability lets products from competing service providers communicate. 

For example, video game platforms allow gamers to interact across platforms. This boosts 

user experience, lowers switching costs and fosters competition.  

• Vertical interoperability connects complementary products, such as smart lighting systems 

and home automation software. This enhances innovation, reduces switching costs and 

delivers higher-quality services through improved compatibility. 
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Interoperability is often described in levels, with each level building on the one before to enable 

richer, more useful connections.37 Interoperability levels refer to the different layers or 

categories in which systems, organizations or devices can exchange and use information 

effectively. These levels are often discussed in technology, healthcare, government and other 

fields to clarify how systems work together. High levels of interoperability allow consumers to 

access multiple services seamlessly. Based on some of the most widely used frameworks, 

these levels can range from very basic to very advanced (see Annex CC. Interoperability levels 

– Consumers’ perspectives).38 We can group these into three main levels based on how they 

will be experienced from a consumer’s perspective, as follows: 

Level 1: Data is moved manually. At this most basic level, data subjects transfer their data 

themselves. They download their data from one company and manually send it to another. 

Level 2: Data can be moved and understood. At this level, companies can set up their 

systems to share information in a format each can use. For example, a doctor can send 

prescription details electronically to the pharmacy, and their computers understand the file 

format. Usually, a system can view and download the data but not make changes. This is called 

read access.  

Level 3: Data can be accessed across different service providers and correctly 

interpreted by each of them (all levels of data interoperability). At this level, information 

flows easily and is understood the same way by all the different systems, even across fields like 

health, banking, or utilities. For example, if a user submits a change of address to one service, it 

may be automatically reflected in other connected services, if the user permits. This level 

usually enables both viewing and updating information. This is called read and write access. It 

relies on clear rules, trust, and agreements between organizations to keep data safe. 

 
37 This addresses the methods of data transfer, such as databases versus APIs, exchange protocols using secure 

web connections like Hypertext Transfer Protocol Secure (https) and Secure File Transfer Protocol (sftp), and transfer 

frequency (one-time or continuous). 

38 Several interoperability frameworks exist, each tailored to different domains (e.g., healthcare, government, Internet 

of things (IoT)). The discussion is based on the widely accepted interoperability categorization by the Healthcare 

Information and Management Systems Society (HIMSS).  

https://www.techtarget.com/searchhealthit/feature/What-Are-the-Four-Levels-of-Health-Data-Interoperability
https://www.techtarget.com/searchhealthit/feature/What-Are-the-Four-Levels-of-Health-Data-Interoperability
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Figure 9: Data interoperability levels from consumers’ perspective 

 

API is a key enabler of seamless continuous communication between service providers. An API 

is like a messenger that helps two different apps or programs talk to each other and share 

information. For example, when you use a food delivery app, the app asks a restaurant’s system 

for their menu using an API, and the restaurant sends the menu back for you to pick from. It 

provides a system for applications to interact seamlessly, without requiring detailed knowledge 

of each application’s internal architecture. An OECD working paper (2021) recommends that 

policymakers supports the adoption of APIs to address the lack of interoperable specifications in 

digital markets. This lack of interoperability can hinder seamless access to and sharing of data 

across digital services and platforms, making it difficult for consumers and businesses to fully 

benefit from data portability. It also found that APIs would help implement safeguards and 

reduce the need for data scraping. 

Countries adopt different interoperability strategies influenced by technical standards, 

regulations, and economic incentives (see Table 4). As each level increases data 

interoperability, data becomes:  

• easier to share,  

• better understood between systems,  

• more useful to users and service providers, and  

https://one.oecd.org/document/DSTI/CDEP/DGP(2021)1/FINAL/en/pdf
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• more seamlessly integrated into the services used.  

 

Enhanced interoperability gives consumers more choice and innovation. But it also introduces 

challenges such as implementation costs and security risks. So, the data portability system we 

choose should aim to reduce costs for participating service providers and mitigate security risks. 

Interoperability levels and implementation challenges  

Interoperability faces different challenges depending on its level.  

• Functional interoperability is the most basic and easiest form to implement. But despite 

this, it may be too expensive to implement.  

• Structural interoperability’s main challenge is that it requires communication and 

coordination across firms within an industry to establish a standardized data format. This 

form of interoperability often needs government help (e.g., fines for non-compliance).  

• Semantic interoperability requires an important commitment for both firms and the 

government. Its main challenge is that it requires significant investment in time and 

resources. For instance, this form of interoperability usually requires a centralized and 

shared API. This comes with large set-up costs and legislative oversight requirements.  

• Organizational interoperability is an ongoing process that requires both firms and the 

government to continue to commit as they work to uphold and improve the data 

interoperability network over time. This process is especially important for achieving 

cross-sectoral interoperability, enabling seamless data exchange and collaboration within 

and across different industries and sectors. 

Sometimes data formats are not properly aligned, often due to outdated or legacy systems. 

When this happens, intermediary technology firms (such as data aggregators) can connect 

them by translating between incompatible formats and enabling data sharing. However, if a 

system fails to meet the required security protocols, even intermediaries cannot or should not 

establish a connection. This reflects the “bad neighbour” problem: A weak or less secure 

system can introduce risk and liability into the entire network. So, even if a technical 

connection is possible, it is often not allowed for security reasons. 
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Table 4: Levels of data interoperability, pros, and cons with examples 

Factor Level 1 Level 2 Level 3 

Consumer 
usage 

• Can only manually 
download data from 
one firm and then 
upload it to another 

• No direct transfer 
between firms 

• With consumer consent, 
firms can exchange data 
directly 

• Transfer may be 
automated and nearly 
real-time 

• Usually read-only access 

• Third-party access with 
consumer consent 

• Real-time, continuous 
read/write access 

• Data updated instantly 
across systems 

• Integrated or user-
controlled data platforms 
(e.g., PIMS, open banking 
platforms) 

Firm 
requirements 

• Minimal investment: 
provide data in a 
common format for 
consumer download 

• Moderate investment: 
connect to other firms’ 
APIs/systems 

• Data must be stored and 
organized in standard 
formats 

• System for managing 
consumer permissions 

• Most investment: 
advanced APIs and 
security 

• Read/write integration 
with other systems 

• Can, not required, to form 
partnerships to operate 
e.g., consortia 

• Complex governance for 
ongoing interoperability 

Advantages • Most common form 
globally 

• Simple to implement 
for firms 

• Significantly lower friction 
for consumers 

• Faster and more 
automated than Level 1 

• Enables basic aggregation 
or dashboard services 

• Lowest user friction and 
highest automation 

• Enables rich, multi-
provider experiences 

• Strong security, consent, 
and compliance 
requirements 

• Promotes competition and 
innovation 

• Enables new business 
models 

Disadvantages • High friction keeps 
consumers with 
established firms 
(incumbents) (lock-in) 

• New entrants struggle 
to attract users 

• Not scalable for 
frequent use 

• Competitive gains limited, 
often read-only 

• Technical/procedural 
barriers may persist 

• Uneven implementation 
reduces real market 
contestability 

• Consumer switching may 
still be slow or 
inconvenient 

• Higher cost and 
complexity for firms, 
especially small/new 
entrants 

• May favour large 
intermediaries or 
platforms, leading to new 
market concentration or 
barriers 

• Higher regulatory and 
governance burden 

 

 



 

49 Your Data, Your Control  

Conclusion 

We have identified key features that make up data portability systems and have offered a 

simplified framework for discussions about policy. Our framework emphasizes:  

• how important it is to establish clear governance,  

• what the specific responsibilities are, and  

• how to create balanced incentives that empower consumers and encourage firms to 

continue their digital innovation.  

The success of data portability depends on thoughtful design that ensures seamless data 

formatting, interoperability, and transparent access mechanisms. 

As digital markets evolve, our approach recognizes that data portability is a technical challenge. 

It is also a complex ecosystem that needs to be continually refined. 
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5. Data portability in action: Learning from global 

experiences  

Data portability regimes use different methods for managing personal data in different 

jurisdictions. We examined data portability regimes in various jurisdictions, especially in the EU, 

the US and Australia, and in various sectors, like telecommunications and banking.39 We chose 

these jurisdictions because they have advanced data portability systems, high interoperability, 

and/or strong economic connections to Canada. This makes their laws and regulations relevant 

to Canadian enterprises. This section also explores the challenges for implementing and the 

lessons learned. 

Data portability regimes around the world offer a range of 

choices 

By the end of 2024, about sixty countries, six US states and one Canadian province had 

adopted data portability rights. Data portability rights have widely spread around the world, 

especially following the adoption of the GDPR. The EU’s GDPR is a regulation on information 

privacy. It is considered the first legislation to declare a general data portability right for users to 

retrieve and transfer their personal data from one operator to another.  

 
39 The country data collection cutoff date is August 2024. 

  Key takeaways 

• Data portability is growing as a global digital strategy, with nations pursuing 

different paths. Some are proceeding through government mandates, others through 

industry cooperation. Each approach has a different way to balance oversight with 

innovation. 

• Experience shows data portability works, with reasonable success. For instance, the 

most developed data portability enabled system, the UK’s Open Banking, currently serves 

millions of individuals and contributes important economic benefits. 

• Lessons learned uncover a nuanced roadmap to success. This includes strong 

leadership, cost management, data quality and compliance measures, consumer trust, 

and sound planning for expansion into new sectors. 

•  
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Figure 10: Data portability right around the world (2024)  

Jurisdictions highlighted in blue have some form of data portability right as of 2024. 

Data portability in the EU context 

The EU adopts a centralized approach to data portability regulations. It was developed at the 

EU level and applied to all member states. These regulations stem from consumer rights, 

digital market rules and sector-specific regulations. 

Effective since 2018, the GDPR allows users to receive personal data in machine-readable 

format and transfer it between service providers. This makes individuals more empowered in 

the digital economy and increases public awareness about data rights. However, practical 

use is limited because implemented in pieces of fragmented implementation and challenges 

facing international data transfer. Following the Draghi report on EU competitiveness, the EU 

Commission is looking into simplification proposals to easing reporting requirements under 

the GDPR. 

The DMA focuses on competition and views data as an economic asset. It targets dominant 

platforms that provide core services (gatekeepers), covering both personal and non-personal 

data to improve market competition. Unlike GDPR, DMA provides real-time data access and 

continuous data porting for user data generated through activities.  

https://eur-lex.europa.eu/legal-content/EN/TXT/?uri=CELEX%3A02016R0679-20160504&qid=1532348683434
https://ec.europa.eu/commission/presscorner/api/files/document/print/en/ip_20_1163/IP_20_1163_EN.pdf
https://commission.europa.eu/topics/eu-competitiveness/draghi-report_en
https://single-market-economy.ec.europa.eu/publications/extension-certain-mitigating-measures-available-small-and-medium-sized-enterprises-small-mid-cap_en
https://single-market-economy.ec.europa.eu/publications/extension-certain-mitigating-measures-available-small-and-medium-sized-enterprises-small-mid-cap_en
https://digital-markets-act.ec.europa.eu/index_en
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In banking, the Payment Services Directive 2 (PSD2) promotes open banking by requiring 

banks to share customer data with authorized providers to stimulate innovation and 

competition. 

 

There are many data portability approaches worldwide, from market-driven initiatives to 

government mandated ones.40 These approaches aim to make moving and accessing data 

across platforms and industries easier. They vary in terms of data types, user rights, 

interoperability levels and standardization.41 These approaches can happen at the same time 

i.e., are not mutually exclusive.  

Figure 11: Data portability regimes by origin and scope  

Government-led initiatives are driven by legal mandates and regulation. These can be general 

laws designed to protect consumer rights, enhance privacy, and promote competition. Some 

 
40 For a detailed discussion, see 2024-ccaf-the-global-state-of-open-banking-and-open-finance.pdf. 

41 This report focuses on government-led data portability regulations in the broad sense. It is important to note that 

there are different categories to the government-led approach. Regulation-led data sharing approaches include (1) 

mandated and standardized data sharing, where authorities require data holders to share customer data using 

specified technical standards; (2) mandated data sharing, where data sharing is required but without prescribed 

standards; and (3) standardized data sharing, where participation is voluntary but data holders choosing to share 

must use specified technical standards. Id at pp. 26-27.  

https://www.jbs.cam.ac.uk/wp-content/uploads/2024/11/2024-ccaf-the-global-state-of-open-banking-and-open-finance.pdf
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government-led initiatives are tailored to specific industries, and they address the unique 

requirements of those industries. Examples include:  

• number portability in telecommunications,  

• financial services regulations like open banking, and  

• healthcare initiatives like the US Health Insurance Portability and Accountability Act of 1996 

(HIPAA).  

 

A hybrid approach would include legislation that sets a comprehensive framework that is 

implemented gradually across sectors. For example, Australia’s Consumer Data Right (CDR) 

started with banking and is expanding to energy and telecommunications.  

 

Australia: An economy-wide approach to data portability  

Introduced in 2019, Australia’s CDR enables consumers to share their data and control how it 

is shared. The CDR has progressed, particularly in the banking sector, where over 99 % of 

customers can now share their data. They plan to expand into the energy and 

telecommunications sectors. Both the government and industry have invested heavily to 

fortify the system’s safety, security, and privacy. 

However, early adopters raised concerns about data quality and implementation issues, with 

92 % of data holders reporting reliability problems. The ACCC consultation on data quality 

revealed several factors that impact CDR data quality and how to address them. It found that, 

even though the ACCC imposed penalties for non-compliance, they needed to enforce more 

measures to ensure consistent implementation and data reliability. Also, the Statutory Review 

of the Consumer Data Right Report found that challenges include:  

• high compliance costs,  

• limited adoption by consumers, and  

• complex regulations that possibly limit innovation, especially for smaller entities. 

  

The quick sector rollout may not have left enough time for the system to mature and for 

stakeholders to learn from initial implementations.  

 

To address these issues, the Australian government conducted extensive consultations and 

announced a CDR reset in August 2024. 

Market-led initiatives are typically initiated by industries without direct regulations. The Data 

Transfer Initiative (previously known as Data Transfer Project) is a good example. It enables 

data portability among major tech companies like Google, Meta, Microsoft, and Apple. There are 

also government and private sector collaborations, where government calls for consumer data 

https://www.mpamag.com/au/news/general/cdr-early-adopters-call-out-banks-over-data-quality/434309
https://www.accc.gov.au/system/files/Data-Quality-in-the-Consumer-Data-Right-Findings-from-Stakeholder-Consultation.pdf
https://treasury.gov.au/sites/default/files/2022-09/p2022-314513-report.pdf
https://treasury.gov.au/sites/default/files/2022-09/p2022-314513-report.pdf
https://dtinit.org/
https://dtinit.org/
https://obamawhitehouse.archives.gov/blog/2016/03/15/my-data-empowering-all-americans-personal-data-access


 

54 Your Data, Your Control  

access to be implemented through voluntary market commitments, such as the US Blue Button 

initiative in healthcare and Green button initiative in energy. These initiatives are driven by 

industry collaboration and technological innovation. 

Drawing insights from global experiences  

Data portability has been reasonably successful in other countries. For example, we could 

consider the UK Open Banking as the most mature data portability system. The open banking 

system has over 12 million active users, comprises 336 regulated firms and is estimated to be 

worth £4 billion to the UK economy. It was also estimated to have created over 4,800 skilled 

jobs. It is reported that the benefits have spread to other cities, such as Manchester and Leeds, 

and are not limited to just London.  

Open banking in the UK and beyond 

Open banking in the UK is a leading data portability regime aimed at boosting competition 

and innovation in banking services through secure data sharing. It stemmed from a 2016 

retail banking market investigation report by the Competition and Markets Authority (CMA), 

which required major banks to offer APIs for secure data sharing. The aim was to enhance 

consumer control, foster new financial products, and increase transparency and choice in 

banking.  

The remedy was implemented in phases starting from 2016 with standardized APIs for data 

sharing. The Open Banking Implementation Entity (OBIE) was created by the CMA to ensure 

the delivery of these mandates. It was funded by the UK’s nine largest current account 

providers (CMA9) and overseen by the CMA, the Financial Conduct Authority and His 

Majesty’s Treasury.  

By January 2018, the CMA banks provided access to customer accounts and payment 

initiation services with strong security measures to third-party providers. From 2019 to 2020, 

the APIs expanded to include more data types and transitioned from screen scraping to APIs. 

Continuous updates to API standards and protocols focus on consumer adoption and trust. In 

2023, the CMA announced the Implementation Roadmap for Open Banking was complete, 

and the OBIE became Open Banking Limited. 

https://www.healthit.gov/faq/what-blue-button-america
https://www.healthit.gov/faq/what-blue-button-america
https://obamawhitehouse.archives.gov/blog/2012/03/30/green-button-smart-decision
https://www.openbanking.org.uk/insights/open-banking-and-smart-data-expert-predictions-2025/
https://coadec.com/news/the-4bn-open-banking-ecosystem/#:~:text=Coadec%20has%20launched%20its%20latest%20report%20on%20the,firms%20raising%20over%20%C2%A3886%20million%20in%202022%20alone.
https://www.gov.uk/government/publications/data-use-and-access-bill-factsheets/data-use-and-access-bill-factsheet-growing-the-economy
https://www.gov.uk/government/publications/data-use-and-access-bill-factsheets/data-use-and-access-bill-factsheet-growing-the-economy
https://assets.publishing.service.gov.uk/media/57ac9667e5274a0f6c00007a/retail-banking-market-investigation-full-final-report.pdf
https://assets.publishing.service.gov.uk/media/57ac9667e5274a0f6c00007a/retail-banking-market-investigation-full-final-report.pdf
https://www.openbanking.org.uk/news/the-obie-marks-completion-of-cma-open-banking-roadmap-on-fifth-anniversary/
https://www.openbanking.org.uk/about-us/
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Figure 12: UK Open Banking Phased Adoption 

The UK’s open banking landscape achieved notable milestones. A Bank of England study 

titled “Customer data access and fintech entry: early evidence from open banking” indicates 

that open banking enhances consumer welfare by making access to financial advice and 

credit easier, although it may result in higher prices for some users. Despite successes, there 

are still challenges in regulation, costs, data limitations and consumer trust, with ongoing 

efforts to address them. As of October 2023, Open Banking Impact Report notes that 1 in 9 

(11 %) British consumers in the UK is an active open banking user. The design and 

implementation of open banking, however, came with many challenges, as detailed in the 

CMA’s Open Banking Lessons Learned Review.  

The international adoption of open banking for financial innovation and inclusion 

A recent report on the Global State of Open Banking and Open Finance shows that open 

banking is being implemented globally in 95 jurisdictions. Among these, 54 are government-

led and 28 are market-driven. Different countries are at different stages of adopting open 

banking frameworks. The UK and the EU have had established frameworks for nearly ten 

years, focusing on consumer protection and financial stability. Since 2018, Canada has been 

working toward developing open banking, renaming it consumer-driven banking. The 

Consumer-Driven Banking Act and the Budget 2025: Canada’s Consumer-Driven Banking 

Framework paved the way for its planned launch in 2026, which will be overseen by the Bank 

of Canada. 

https://www.bankofengland.co.uk/working-paper/2024/customer-data-access-and-fintech-entry-early-evidence-from-open-banking
https://www.bankofengland.co.uk/working-paper/2024/customer-data-access-and-fintech-entry-early-evidence-from-open-banking
https://www.openbanking.org.uk/news/open-banking-impact-report-october-2023/
https://assets.publishing.service.gov.uk/media/62908644d3bf7f036ebf5880/CMA_OB_Lessons_Learned_Review.pdf
https://www.jbs.cam.ac.uk/faculty-research/centres/alternative-finance/publications/the-global-state-of-open-banking-and-open-finance-report/
https://www.canada.ca/en/financial-consumer-agency/services/banking/open-banking.html#toc4
https://laws.justice.gc.ca/eng/acts/C-36.75/page-1.html
https://www.canada.ca/en/department-finance/programs/financial-sector-policy/open-banking-implementation/budget-2025-canadas-framework-for-consumer-driven-banking.html
https://www.canada.ca/en/department-finance/programs/financial-sector-policy/open-banking-implementation/budget-2025-canadas-framework-for-consumer-driven-banking.html
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Data portability can also disrupt established firms (incumbents) in ways that were not possible 

before. For example, the Financial Conduct Authority (FCA) in the UK, the body responsible for 

overseeing open banking, is considering introducing Variable Recurring Payments (VRPs). 

VRPs are a type of payment system that allows customers to authorize third parties to make 

recurring payments from their bank account on their behalf. This may offer an alternative to 

traditional card payments. 

To have similar success, it is important to build the optimal data portability regime fit for 

Canadians. We highlight some of the issues to consider, drawing on the experience of other 

jurisdictions, namely the EU, the UK, the US, and Australia. We also consider Canadian 

frameworks in the telecommunications, banking, and healthcare sectors. Our discussion will 

focus on the shared themes and issues that emerge across these jurisdictions, grouping 

examples together to provide a comparison. 

Political will, navigating levels of government and diverse 

stakeholders 

Data portability requires a lot of harmonizing and effective coordinating across different 

governance structures. Both federal and more centralized systems show how complex it is to 

achieve this. For example, in the US, multi-layered legal frameworks, such as sector-specific 

and state laws, create challenges for adopting a comprehensive federal approach to data 

portability.42 Similarly, Canada faces challenges due to the structure of our federation and 

issues over scope and jurisdiction. For example, we have seen that building a digital health 

infrastructure requires many federal, provincial, and municipal actors to collaborate, which 

makes progressing toward unified solutions more complex. Even in more centralized systems, 

like the EU’s GDPR, enforcing consistent data protection and portability remains complex.43 

Data portability in healthcare sector: A collaborative Pan-Canadian 
interoperability roadmap 

The Infoway Connecting You to Modern Health Care: Shared Pan-Canadian Interoperability 

Roadmap project aims to overcome key health data challenges by establishing national 

standards for secure health information sharing. The initiative focuses on addressing 

fragmented health records and patient access barriers. It plans to do this with strategic 

improvements in Electronic Medical Records, patient summaries and data exchange 

processes. The roadmap features a two-phase approach: an initial 24-month period of system 

upgrades and standardization, followed by a 3–5-year effort to enhance clinical data 

exchange and electronic health infrastructure.  

 
42 Data Privacy in the Digital Age: A Comparative Analysis of U.S. and EU Regulations – University of Cincinnati Law 

Review Blog 

43 EDPB_letter_out2022-0069_to_the_EU_Commission_on_GDPR procedural_aspects_en_0.pdf 

https://www.infoway-inforoute.ca/en/component/edocman/resources/interoperability/6444-connecting-you-to-modern-health-care-shared-pan-canadian-interoperability-roadmap
https://www.infoway-inforoute.ca/en/component/edocman/resources/interoperability/6444-connecting-you-to-modern-health-care-shared-pan-canadian-interoperability-roadmap
https://uclawreview.org/2025/03/05/data-privacy-in-the-digital-age-a-comparative-analysis-of-u-s-and-eu-regulations/
https://uclawreview.org/2025/03/05/data-privacy-in-the-digital-age-a-comparative-analysis-of-u-s-and-eu-regulations/
https://www.edpb.europa.eu/system/files/2022-10/edpb_letter_out2022-0069_to_the_eu_commission_on_procedural_aspects_en_0.pdf
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The plan proposes a collaborative national framework that breaks down interoperability 

barriers, enabling seamless information exchange across different healthcare settings. By 

making this enhanced data flow easier, the framework aims to dramatically improve clinical 

decision-making, patient engagement and overall health outcomes.  

Achieving this vision will require coordinated efforts across multiple levels. Provinces, 

territories, federal agencies, technology vendors and other key healthcare stakeholders must 

work together to transform the current fragmented information landscape into an integrated, 

patient-centric system. 

In other circumstances, laws may be needed to establish user data rights in certain industries, 

such as in the insurance sector. Take Canada’s insurance sector as an example. Under the 

Bank Act, banks are not allowed to share customer data with affiliated insurance companies. 

These regulations are intended to prevent practices such as banks pressuring consumers to 

buy the bank’s insurance at the point of sale or engaging in cross selling that could leave non-

integrated insurers disadvantaged. But they may also create unintended effects. Specifically, 

while these rules aim to promote competition and consumer protection, they might also limit the 

scope of data portability and integrated financial services. Notably, insurance companies do not 

have the same restriction on data sharing, creating an asymmetry in data governance across 

financial institutions. 

The need for collaboration also extends to various groups of stakeholders. The experience in 

the telecom industry shows that to successfully implement portability, different stakeholders 

must cooperate. Cooperation between a federal regulator (government) and operators (private 

sector) is particularly important.  

While the specific governance structures in our examples are different, each faces coordination 

challenges based on the need to harmonize laws, manage overlapping jurisdictions and build 

consensus among stakeholders. Addressing these issues requires legal harmonization and a 

broad collaboration among all the different actors. 

System complexities and operational costs 

Complicated regulations can prevent innovation and create heavy compliance burdens, 

particularly for smaller businesses. We see this challenge in Australia, where complex consent 

processes under the CDR framework may make users less likely to participate and lead to high 

drop-out rates.44  

The cost of implementing data portability can be unpredictable and substantial. For example, in 

the UK, the initial cost estimate for open banking was 20 million British pounds. But the actual 

 
44 Consumer Data Right rule changes to drive consumer take up | Treasury Ministers 

https://ministers.treasury.gov.au/ministers/stephen-jones-2022/media-releases/consumer-data-right-rule-changes-drive-consumer-take
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cost reached 150 million British pounds.45 In Australia, the government gave an additional 

AUS$88.8 million over two years to support the CDR across various sectors. This further 

highlight how unpredictable these expenses can be.46  

As these examples show, we need to make significant investments in secure, capable systems. 

But operational costs may present barriers, which shows why we need to streamline processes 

and stakeholders need to efficiently coordinate. 

Interoperability levels and data issues: quality, volume, and 

limitations 

Some experiences suggest that general data portability regimes with low interoperability, such 

as the GDPR in the EU, are less effective in practice. In contrast, regimes with high 

interoperability and a central API, such as Level 3 with read/write access, are more successful 

as. We see this with open banking in the UK or with PSD2 in the EU. 

Access and data sharing challenges also vary across jurisdictions. In Australia, the ACCC 

found, under their consultation on data quality, that inadequate data quality is preventing reliable 

comparisons of products. In the US health sector, where there is a high-volume of data, 

Medicare information creates data management challenges. This is because it presents 

complex organizational and technological challenges for effective information handling and 

analysis.47 Similarly, the UK’s open banking faces gaps in data availability concerning “other 

parties” using open banking data. This prevents comprehensive market analysis and the 

development of a fully integrated ecosystem.48 

These experiences show that both the design of the data portability regime and the quality and 

availability of data are critical to achieving intended outcomes. 

Consumer behaviour: switching, trust and perceived risks  

While the evidence across regions is still emerging, what we have seen already suggests that 

data portability positively affects consumer switching. Over 6.5 million consumers and 

businesses in the UK were using open banking-enabled products by 2023, according to a report 

by the Implementation Trustee of Open Banking Limited (OBL). This expansion has led to more 

switching and increased competition among financial providers. Additionally, the CMA also 

 
45 Investigation of Open Banking Limited Independent report by Alison White (October 2021). 

46 Address to the Committee for Economic Development of Australia | Treasury Ministers (June 2023). 

47 2022 Top Management & Performance Challenges Facing HHS | Office of Inspector General | Government 

Oversight | U.S. Department of Health and Human Services 

48 For example, data asymmetry in open banking between financial incumbents and big tech. See FCA’s report for 

details. FS24/1 – Potential competition impacts from the data asymmetry between Big Tech firms and firms in 

financial services | FCA. 

https://www.accc.gov.au/system/files/Data-Quality-in-the-Consumer-Data-Right-Findings-from-Stakeholder-Consultation.pdf
https://www.openbanking.org.uk/wp-content/uploads/FINAL-Trustee-End-of-Implementation-Roadmap-Report-30-January-2023-Final.pdf
https://www.openbanking.org.uk/wp-content/uploads/FINAL-Trustee-End-of-Implementation-Roadmap-Report-30-January-2023-Final.pdf
https://assets.publishing.service.gov.uk/government/uploads/system/uploads/attachment_data/file/1022451/Independent_report.pdf
https://ministers.treasury.gov.au/ministers/stephen-jones-2022/speeches/address-committee-economic-development-australia
https://oig.hhs.gov/reports/all/2022/2022-top-management-performance-challenges-facing-hhs/
https://oig.hhs.gov/reports/all/2022/2022-top-management-performance-challenges-facing-hhs/
https://www.fca.org.uk/publications/feedback-statements/fs24-1-potential-competition-impacts-data-asymmetry-big-tech-firms-and-firms-financial-services
https://www.fca.org.uk/publications/feedback-statements/fs24-1-potential-competition-impacts-data-asymmetry-big-tech-firms-and-firms-financial-services
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noted in its report that, as the open banking system matured and its roadmap was completed, 

consumer switching behaviour increased. This made both comparisons and switching between 

financial providers easier.  

Outside the UK, we see similar positive trends in other jurisdictions. The EU’s PSD249and 

Australia’s CDR50 have both shown promising trends for consumer mobility and competition in 

financial services. Even if switching rates remain modest, the credible threat of switching 

motivates providers to offer better terms to keep customers.  

Open banking has also stimulated fintech innovation, particularly in the UK. The Future 

Development of Open Banking in the UK report shows that open banking has led to fintech 

innovation, enhanced services, increased choices and reduced costs. To help consumers make 

better decisions, the FCA created tools like comparison sites and finance management apps. 

Though consumer switching remains a key goal, data portability also unlocks innovative 

solutions in the sector. 

What do Canadians think about data portability and switching in the financial 
sector?  

In 2023, the FCAC commissioned a national survey to assess Canadians’ awareness, 

understanding and expectations regarding open banking and related fintech services. The 

survey titled “Open Banking and Consumer Protection: Canadians’ Awareness and 

Expectations” collected responses from a sample of 5,470 adults across Canada. It found 

that:  

Awareness is low: Only 9 % of Canadians surveyed had heard of open banking. Awareness 

was particularly low among seniors, women, francophones, and lower-income groups. 

Interest and understanding are limited: Just 15 % said they would use open banking after 

being given a definition; most (52 %) would not. Many are unsure what open banking involves 

or mistakenly believe it already exists in Canada. 

Consumer protections are critical: Canadians expect strong safeguards—70 % want “full 

protection from any losses.” Respondents strongly supported clear consent, data security and 

regulatory oversight. Over 80 % mistakenly assume protections for fintechs are the same as 

for banks. 

 
49 A European Commission REPORT_FROM_COMMISSION_MCD-29.11.20 indicated that PSD2 has started to 

show positive impacts on consumer switching, particularly in countries where many people are aware of and adopting 

open banking services. 

50 Productivity Commission, Volume 4 - 5-year Productivity Inquiry: Australia’s data and digital dividend. For more 

details on the difficulty of switching, see this report about switching in the financial sector in Australia. Open-Banking-

Switch-or-Stick-Insights-Into-Customer-Switching-Behaviour-and-Trust-Deloitte-2019.pdf 

https://www.gov.uk/government/news/millions-of-customers-benefit-as-open-banking-reaches-milestone
https://www.jbs.cam.ac.uk/wp-content/uploads/2023/02/2023-ccaf-future-development-of-open-banking.pdf
https://www.jbs.cam.ac.uk/wp-content/uploads/2023/02/2023-ccaf-future-development-of-open-banking.pdf
https://eur-lex.europa.eu/legal-content/EN/TXT/PDF/?uri=CELEX:52023DC0365
https://assets.pc.gov.au/inquiries/completed/productivity/report/productivity-volume4-data-digital-dividend.pdf
https://www.ausbanking.org.au/wp-content/uploads/2022/06/Open-Banking-Switch-or-Stick-Insights-Into-Customer-Switching-Behaviour-and-Trust-Deloitte-2019.pdf
https://www.ausbanking.org.au/wp-content/uploads/2022/06/Open-Banking-Switch-or-Stick-Insights-Into-Customer-Switching-Behaviour-and-Trust-Deloitte-2019.pdf
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Screen scraping is unpopular: Most Canadians neither use nor would consider using 

services that require sharing their banking passwords with third parties (screen scraping). 

This highlight support for safer data-sharing methods. 

Education and clear protections matter: The success of open banking in Canada will 

depend on strong consumer protections, trusted oversight and clear consumer education 

about risks, rights, and differences between banks and fintechs. 

A more recent nationwide survey titled “Redefining Loyalty: Understanding Canadians' 

Relationship with Financial Institutions (2024)” was conducted by Abacus Data. It surveyed 

3,550 Canadians, aged 18 and above, and examined their attitudes towards financial 

services, especially the framework for “open banking.” It uncovered key points about the 

current consumer landscape of banking services in Canada. Below are some of the most 

relevant excerpts about switching: 

Canadians’ willingness to switch financial providers 

Most Canadians (66 %) do not plan to switch financial providers within the next two years, 

especially those aged 60 and above (84 %). Younger Canadians are more open to switching, 

with 25 % of those aged 18 to 44 considering it. 

Factors influencing choice of financial institutions 

Canadians choose financial institutions for convenience (38 %), reputation (29 %), and long-

standing relationships (27 %). Low charges and fees are important to them (29 %). Only a 

small portion identified products, rates, or service offerings as their main reason to choose a 

financial institution.  

Barriers to switching financial providers 

The main barrier to switching is inconvenience (35 %), followed by difficulties in transferring 

deposits (21 %), updating account information (20 %), loyalty (21 %), and concerns about 

fees (20 %). Younger Canadians (18 to 30) often fear the unknown, indicating there are gaps 

in their financial literacy. 

However, consumer trust and understanding continue to be challenges for data portability 

adoption. Research from a UK-based digital consultancy firm reveals that 84 % of consumers 

think open banking is unsafe, and 58 % do not understand it. Open Banking UK launched a 

YouTube campaign to address these concerns. 

Privacy safeguards are crucial for secure data transfers. Without them, data portability could be 

misused or result in unauthorized access. Regulations in multiple regions focus on this balance. 

The EU’s GDPR and California Consumer Privacy Act of 2018 (CCPA) both focus on protecting 

https://abacusdata.ca/redefining-loyalty-financial-institutions/
https://abacusdata.ca/redefining-loyalty-financial-institutions/
https://uk.nttdata.com/news/five-years-on-and-60-percent-of-consumers-still-dont-understand-what-open-banking-is
https://www.youtube.com/@OpenBankingUK
https://www.youtube.com/@OpenBankingUK
https://eur-lex.europa.eu/eli/reg/2016/679/oj/eng?eliuri=eli%3Areg%3A2016%3A679%3Aoj&locale=fr#art_20
https://cdp.cooley.com/ccpa-2018/
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personal information during transfers to maintain consumer trust. Australia’s CDR focuses on 

security elements where compliance is an ongoing responsibility. This includes a requirement 

that firms apply state-of-the-art security systems that guard against unauthorized access and 

data breaches.51 Concurrently, Australia is developing a Digital ID law to enhance privacy and 

resist dark patterns. Dark patterns are manipulative user interface techniques designed to 

mislead or force users to make choices they might not otherwise make.  

Privacy is the biggest concern for Canadians as well. A survey by the Office of the Privacy 

Commissioner revealed that 93 % of individuals are worried about data protection, and 38 % are 

extremely concerned.52 Federal and provincial policymakers are actively developing strong 

regulations to make data portability with safe data sharing possible. Recent legislative efforts 

highlight this commitment. The Digital Charter Implementation Act, 2022 (Bill C-27) and the 

Connected Care for Canadians Act (Bill C-72) were introduced in the previous session of 

Parliament. More recently, the Budget 2025 implementation Act (Bill C-15) provided a data-

mobility right in the PIPEDA to facilitate economy-wide data sharing. Quebec also took a 

proactive step by adopting Law 25 in 2024, which makes individual data protection rights 

stronger.  

These examples show there is a growing national consensus on how important protecting 

personal information is while making responsible data sharing in the digital age easier.  

Privacy by design, a Canadian homegrown solution to privacy concerns  

Privacy by Design (PbD) is a proactive approach to privacy that started in Canada and 

emphasizes preventive measures. It involves including privacy considerations into the design 

and operation of IT systems, network infrastructure and business processes. PbD has been 

widely adopted by privacy commissioners and organizations as a framework for developing 

privacy policies and systems.  

There are seven foundational principles for PbD. These have become the foundation of 

privacy practices worldwide. They include being proactive not reactive, privacy as the default 

setting, and end-to-end security (i.e., of information, from creation to final deletion, using 

robust security measures). 

 

  

 
51 Guidance for entities handling CDR data on preparing for and responding to cyber incidents involving CDR data | 

OAIC. 

52 This concern is also echoed in our survey findings above. 

https://www.digitalidsystem.gov.au/what-is-digital-id/digital-id-act-2024
https://publications.gc.ca/collections/collection_2023/cpvp-opc/IP54-109-2023-eng.pdf
https://publications.gc.ca/collections/collection_2023/cpvp-opc/IP54-109-2023-eng.pdf
https://www.sfu.ca/~palys/Cavoukian-2011-PrivacyByDesign-7FoundationalPrinciples.pdf
https://www.oaic.gov.au/consumer-data-right/consumer-data-right-guidance-for-business/guidance-for-entities-handling-cdr-data-on-preparing-for-and-responding-to-cyber-incidents-involving-cdr-data
https://www.oaic.gov.au/consumer-data-right/consumer-data-right-guidance-for-business/guidance-for-entities-handling-cdr-data-on-preparing-for-and-responding-to-cyber-incidents-involving-cdr-data
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Scaling data portability in comparative regimes 

The UK is the most advanced example in sectoral data portability. It has started addressing the 

issue of scalability and expanding and adapting data portability frameworks across various 

sectors beyond banking. Learning from the open banking initiative, UK policymakers have 

focused on ensuring that regulations, technical expertise, and dedicated resources remain 

central to successfully implement the open banking solution.  

Currently, the strategy to expand centers on growing open banking and moving towards open 

finance. The FCA and HM Treasury are working on scalable regulations for secure data sharing 

and open finance. This will allow consumers to securely share their financial data with various 

service providers and receive enhanced services and financial products. The UK government 

passed the Data (Use and Access) Act 2025 to make this data-driven ecosystem easier.  

These new laws strengthen data protection and privacy while establishing clear legal grounds 

for data use and access across sectors. It is an important step towards modernizing the UK’s 

data governance and enabling trusted data portability and innovation. 

What is next for open banking? Open finance 

Open finance extends data-sharing principles to more financial services like mortgages, 

pensions, insurance, and investments. The UK government and regulatory bodies, including 

the FCA, are actively exploring the frameworks and requirements needed to support the 

rollout of open finance, ensuring the ecosystem stays secure, efficient and beneficial for 

consumers. 

 

 

https://www.gov.uk/guidance/data-use-and-access-act-2025-data-protection-and-privacy-changes
https://www.gov.uk/government/publications/joint-statement-by-hm-treasury-the-cma-the-fca-and-the-psr-on-the-future-of-open-banking/joint-statement-by-hm-treasury-the-cma-the-fca-and-the-psr-on-the-future-of-open-banking
https://www.fca.org.uk/publications/feedback-statements/fs21-7-open-finance-feedback-statement
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In contrast, Australia recently paused the expansion of data portability under their CDR to allow 

the system to mature across the banking and energy sectors and to implement lessons learned 

to date. This “resetting” of the system was prompted by the Federal Treasury independent 

report (August 2024) on compliance costs and a consultation to reduce participation barriers. 

Australia’s experience highlights that successful data portability initiatives depend on effective 

government-led implementation and on aligning political will with readiness in the sector and 

stakeholder capacity. We need to balance the momentum of data reform with the practical 

demands of the digital economy. To do this, we need to learn from earlier phases of 

implementation and remain responsive to ongoing challenges. 

Together, these examples show how important local experience, combining strong regulations 

with technical innovation, and timing expansion to maximize both participation and trust are to 

adapting frameworks. 

Conclusion 

Various methods have been used worldwide to introduce and enhance data portability. To 

create an effective framework, we need to make choices tailored to different sectors of the 

economy. Other systems show that data portability requires a flexible approach, as one solution 

does not fit all scenarios. Strong regulations, manageable implementation costs and a robust 

data portability scheme are key factors for success. For such a system to be effective, 

consumers need to participate. This is why it is important to ensure a secure data-sharing 

environment. 

  

Table 5: Open banking vs Open finance 

 Open banking Open finance 

Scope Banking services like fund transfers, 
account balances and payment 
initiation 

Extends secure, consent-based data 
sharing to all financial services and 
sectors, including insurance, pensions, 
and investments 

Data 
coverage 

Provides data related to standard 
banking activities conducted by 
customers, such as money transfers 
and balance inquiries 

Offers access to a consumer’s financial 
details, including assets, liabilities, 
portfolios, and preferences 

Relevant 
entities  

Banks are the primary API providers 
authorized to collect and process 
consumer data 

Other financial institutions (beyond 
banks) and third-party providers can 
also offer APIs, expanding the 
ecosystem 

https://treasury.gov.au/publication/p2022-314513
https://treasury.gov.au/publication/p2022-314513
https://treasury.gov.au/publication/p2024-512569
https://treasury.gov.au/publication/p2024-512569
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6. Towards a Canadian data portability 

framework 

Data portability has the potential to positively affect competition, drive innovation and help new 

players enter the market. It promotes a competitive, consumer-centric, and innovative 

environment across various sectors. So, it is essential for policymakers to develop and 

implement a comprehensive data portability framework in Canada. 

To ensure data portability succeeds, policymakers must make privacy and security 

considerations a priority. They can do this by establishing effective safeguards and strong 

regulations. We can learn from how other jurisdictions successfully implemented data portability, 

and we can design a framework that increases benefits while reducing risks. 

In conclusion: 

Data portability can unlock significant savings for Canadians. 

Our experiment simulated data portability in the insurance sector. It estimated savings between 

$1.10 billion and $3.83 billion in time and money in annual costs. This includes up to $1.57 

billion in monetary savings from switching to less expensive insurance plans and an estimated 

$2.26 billion in value from savings. Savings are the most important factor that drives adoption. 

Adoption also depends on building both awareness and trust. Individuals are much more likely 

to participate when they feel informed and have confidence in the framework’s governance. 

Data portability offers significant advantages for competition, consumers, and firms, but 

it comes with its own set of challenges. 

Data portability boosts competition by making switching easier, by encouraging new players to 

enter the market and by driving innovation. However, it can also reduce the motivation to invest, 

raise price discrimination, facilitate coordinated behaviour, and increase privacy risks. Firms 

gain new customers, but they may also face high compliance costs, especially smaller ones. 

Policymakers should thoughtfully consider how to develop a robust Canadian data 

portability framework to maximise its benefits. 

A well-designed data portability framework relies on clearly defined building blocks. These 

include defining stakeholder roles, strong user consent rules and competition-friendly policies 

that promotes secure, efficient data exchange. It is particularly important to align federal, 

provincial, and territorial regulatory requirements, especially in sectors where fragmented rules 

are a challenge. This can reduce compliance burdens, avoid regulatory gaps, and ensure 

Canadians benefit fully from national initiatives. Better alignment would also provide businesses 

with more certainty and promote more competitive, innovative, and user-friendly digital services 

across the country. 



 

65 Your Data, Your Control  

Data portability is increasingly being adopted internationally to empower consumers, 

foster competition and stimulate innovation, yet regimes vary. 

Many countries adopted regulations to support data portability, highlighting that we increasingly 

agree about its overall benefits. Learning from these experiences can help reduce similar 

obstacles. 
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A. Methodology  

This Annex provides additional details on the methodology used by the Bureau in conducting 

this study. 

Objectives 

The project aims to quantify the value of data portability for Canadians, focusing on the 

insurance sector. Using a behavioural survey and a randomized controlled trial, it explores 

consumer valuation of 'Open Insurance' (OI) which allows free data transfer between insurance 

providers to reduce switching costs and boost competition.  

The study aims to project the economy-wide valuation of data portability legislation by assessing 

savings required for consumer adoption.  

Key focuses include understanding: 

1. How consumers value the ability/option to transfer their data—without frictions—to other 

competitors within the same industry. 

2. The gain in surplus from increased competition within an industry because of data 

portability legislation.  

3. Any effects on other relevant metrics, for example, knowledge of data portability, 

perceived risk of data portability, history of switching, etc. 

Stage 1: Consumer-centric approach to sector selection  

We looked at different industries from a consumer's point of view to identify which industries are 

best placed and most likely to implement data portability once appropriate legislation is in place.  

We based our evaluation on the following criteria: 

• Economic importance (annual industry revenues); 

• Products and / or services needed to complete a major activity in consumers’ lives; 

• The value that data portability would bring to consumers e.g., to generate savings and 

improve efficiency for consumers; 

• Feasibility of implementing data portability in the sector; and 

• Frequency of purchasing and/or comparison shopping.  

 

We aimed to focus on an industry close to consumer banking to promote data portability, with 

finance-centric sectors being early adopters. Insurance emerged as the most suitable due to its 

potential to follow Open Banking, economic significance, and being an annual purchase 

frequency. 
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Stage 2: Identifying factors impacting consumer behaviour. 

We looked at potential barriers to adoption and mitigating strategies. From a behavioural 

perspective, we identified the following key factors: 

• Ease of use 

• Perceived cost savings 

• Consumer tech-savviness 

• Privacy and fraud concerns 

 

Taking these barriers into consideration, we examined the consumers' Decision-Making Process 

(DMP) to identify barriers to data portability adoption and estimate its perceived value. Data 

portability is expected to influence the middle stages of the DMP, particularly the post-purchase 

"Switching" stage. The Bureau used semi-structured interviews to investigate factors influencing 

Canadian consumers' adoption of data portability and their perceptions of personal and 

consumer data. Three key factors were identified: 

• Perceptions of savings in three areas: money, time, and effort  

• Trust in public vs. private sector oversight of data portability application programming 

interfaces (API)  

• Preference for communication API framing that emphasize the convenience of gathering 

information in one place over transaction API framing that emphasize one-stop shopping. 

 

These factors are crucial for consumer acceptance of data portability. 

 

Stage 3: Public opinion survey  

Our public opinion survey combined behavioural surveys and randomized controlled trials 

(RCTs) to understand consumer responses to potential policy changes: 

• Behavioural surveys: These reveal consumer sentiments about policies, showing their 

willingness to pay or be compensated for specific changes. 

• Randomized Controlled Trials (RCTs): These are scientific methods method used to test 

how well a policy works. They measure the direct effects of policy changes on behaviour by 

randomly assigning participants into two groups: one gets the new policy (intervention 

group) and the other gets a standard policy (control group). By comparing the two, 

researchers can see the impact of the new policy. 

We use RCTs in policy experiments to: 

o Eliminate selection bias: Randomly assigning participants helps eliminate selection 

bias, ensuring that the groups are similar. This makes the results more reliable. 
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o Establish causality: RCTs are the best way to show cause-and-effect relationships 

because randomization rules out other factors that could affect the results. 

o Evaluate effectiveness and inform decisions: By comparing both groups, RCTs 

provide compelling evidence on how well a policy or program works, which helps 

make more effective and efficient public policies. 

o Provide transparency and enable replicability: The structured design of RCTs 

allows for others to check and repeat the research, ensuring that findings can be 

independently verified.  
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B. Summary of the public opinion survey  

Survey design  

The survey was divided into four key sections: 

Section 1: A mock insurance application that walks consumers through the process of 

purchasing home/condo/renters’ insurance. This application has been designed to replicate the 

process that the average Canadian undertakes when purchasing or renewing an insurance 

product. The intention of this application is to capture the following information: 

• Information on the participant’s monthly insurance purchase. 

• Framing the insurance purchase process for participants who will then assess the degree to 

which Open Insurance (OI) can improve their experience; and 

• Documenting the participant’s decision-making process across various insurance quotes. 

 

Section 2: Participants are assigned to groups. Section 2 Provides the consumer with detailed 

information on OI and explains how it works and what benefits it may bring to Canadian 

consumers. Participants rate the importance of these various aspects of adoption. They are 

then asked if they would join OI, which offers secure apps and services to help manage their 

insurance better.  

 

Section 3: In this section, participants are placed in a hypothetical scenario where they can 

choose which personal information, they would be willing to share with a third party if it were 

easy to transfer between services. To understand how much people value their data, 

participants are divided into two groups: a low bonus group ($2.40 off annual insurance 

expenses for each data type shared) and a high bonus group ($6.00 off annual insurance 

expenses for each data type shared). This setup helps measure how different incentives and 

data portability influence consumers’ willingness to share personal information.  

Section 4: The last section asks a series of questions that help to determine the following: 

• Consumer perceptions around data portability 

• Additional demographic questions 
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Figure 13: Stages of the data portability public opinion survey 

 

Independent variables 

We included three types of variables in the RCT:  

• Savings from joining OI (low savings vs. high savings): participants are assigned either 

a low amount of hypothetical savings (0.5% of annual spending on all insurance plans per 

year) or a high amount of hypothetical savings (5% of annual spending on all insurance 

plans per year). This setup helps us see how different levels of savings affect the decision to 

join data portability. 

• Oversight (public vs. private): participants are randomly placed into one of two groups, 

where the data portability regime is either managed by the government (i.e., Government of 

Canada designs, oversees and manages the OI system to ensure safety and security, and 

oversees accreditation) or by the industry (i.e., the OI system is managed by a partnership 

of insurance providers). This helps us understand how people’s decisions to use data 

portability might change depending on who is in charge. 

• Framing (transaction vs. communication): participants are shown different marketing 

messages that either highlight the benefits of one-stop shopping, emphasizing ease of 

access and purchase of better value and improved services all in one place (transaction 

frame), or the messages focus on the ability to gather information about products and 

services conveniently in one place (communication frame). This helps us explore how the 

way the platform is presented—or "framed"—can affect whether people choose to use it or 

not. 
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Participants 

A representative sample of 3,046 Canadians participated in the study, with approximately 380 

participants evaluating each of the eight possible regime combinations. 

Results of the randomized control trial53 

a) Estimated monetary savings of OI 

Joining OI can help Canadians save both money and time on their insurance. On average, a 

Canadian household spends about $3,804 on all insurance products each year, with the median 

spending being around $3,540. Some households spend a lot more, with 10% of households 

spending $7,200 or more annually. 

Figure 14: RCT participants’ household distribution of insurance spending 

 

Using data from our RCT —household annual spending on insurance reported by participants in 

our RCT and the simulated savings rate at 0.5% (conservative) and 5% (optimistic), we found 

that the average household could save $128.37 annually with OI. Scaling for all eligible 

Canadian households, the total potential savings on is estimated at $1.57 billion. 

 

 

 
53  This part presents a summary of our expert report. Underlying data analysis available upon request.  
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Monetary value of estimated time savings  

Participants estimated that OI would save them an average of five hours when shopping for 

insurance plans. Those willing to join reported even higher average time savings of 6.5 hours. 

While 15.5% of participants felt they would not save any time, 4.2% believed they would save 

more than 20 hours per year. 

Figure 15: Distribution of RCT participants’ estimated time saving 

 

To determine the monetary value of the time saved by Canadians with OI, we developed an 

economic model based on participants' adoption decisions. This model calculates how much 

money participants would need to be compensated for an hour saved. We found that, on 

average, participants save $185.31 worth of time through OI. 

• Value of OI to all eligible Canadian households  

Our RCT helped us estimate the benefits of OI. We looked at savings on insurance costs and 

the value of time saved when shopping for insurance plans. Using data from the trial, we 

calculated these savings across all eligible Canadian households. 

Canada has about 14.9 million households, but not all are eligible to purchase insurance. By 

focusing on the 12.2 million households above the poverty line, we scaled our average savings 

per household. We found that each household could save around $128.37 on insurance costs 

and $185.31 in time savings. 

In total, OI could provide a value of $3.83 billion to Canadians if all eligible households joined. 

This includes both the money saved on insurance and the value of time saved through easier 
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shopping for insurance plans. According to Statistics Canada, there are 14,978,941 households, 

81.56% of which are above the poverty line. By assuming that all households which are above 

the poverty line are eligible to purchase insurance plans, we scaled our per-household 

estimates by 12.2 million (81.56% of the 14.9 million households) to derive a Canada-wide total 

value of OI. This is the outcome of the addition of the estimated monetary savings and value of 

time savings multiplied by the number of households including only those above the poverty 

line. ($128.37 + $184.98) × 14,978,941 HH × 81.56% = $3.83 billion. Beyond that, Canadians 

would also benefit from ongoing time savings as reduced search and switching costs make it 

easier to compare and change providers. 

b) Adoption rates across RCT regimes  

The strongest predictor of whether participants chose to join OI was the savings rate. The 

adoption rate increased from 46.4% in the low (0.5%) savings condition to 53.8% in the high 

(5%) savings condition, representing a 16% increase.  

To ensure the robustness of the results, we conducted reduced form regressions and seemingly 

unrelated regressions (SUR) to estimate the effect of savings rate and observed similar 

patterns. Overall, the four high-saving regimes had a greater likelihood of adoption, because 

they offer a higher expected value of joining OI through the monetary savings channel.  

The best-performing regime had these key features: 

• High annual savings rate (5%) 

• Government oversight 

• Message highlighted "one-stop shopping" as the main benefit 

The second-best performing regime had these key features: 

• High annual savings rate (5%) 

• Industry oversight 

• Message highlighted "ease of comparing options" as the main benefit 

The hierarchy of these two regimes could be due to the fact that Canadians are may be more 

hesitant to provide their sensitive information to private firms when purchasing insurance 

products since their personal information could be used to increase their insurance premiums. 

However, people may also value the efficiency private firms can provide in building user-friendly 

platforms to gather information and compare products. 
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Figure 16: Adoption rate in each of the eight OI regimes tested in the RCT 

 

The impact of oversight and marketing was only seen when savings were higher (5%). This 

suggests savings need to reach a certain level to influence adoption.  

We found further evidence of the importance of the savings rate when participants ranked the 

importance of each feature of the RCT OI regimes that influenced their decision to join. The 

saving rate was ranked as the most important feature, followed by the framing of the key benefit 

of OI, and oversight. This ranking was less pronounced when savings were only 0.5%.  
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Figure 17: Top factors for joining OI: savings rate, benefits, and oversight 

Adoption-based value of OI across RCT regimes  

Our RCT regimes allow us to estimate a range of potential values of OI, which are heavily 

influenced by annual insurance spending savings rate, anticipated time savings, and the 

likelihood of adoption. We found: 

a) In regimes with low savings (0.5%), the average household values OI at $90.88. 

b) In regimes with high savings (5%), the average household values OI at $167.38. 

Differences across groups are influenced by participants’ decision to join OI, their estimated 

value of time savings, and their annual spending on insurance. OI has the highest value in the 

regime where the platform is overseen by the Government of Canada, with marketing 

communications highlighting “one-stop shopping” as the key benefit. It has the second-highest 

value in the regime with Industry-led oversight and “comparing options with ease” as the key 

benefit highlighted in marketing messaging. These values are driven by the higher adoption 

rates of the two best performing regimes. 
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Figure 18: Monetary and time savings value across OI regimes 

Based on our findings, we estimated the total value of OI for eligible Canadian households. We 

scaled our per-household estimates to the total number of eligible Canadian households willing 

to opt in. The most promising regime—high savings, public oversight, and ease of transaction—

suggests the average household values OI at $185.32. With an adoption rate of 58.7%, this 

leads to a total value of $2.26 billion. As more Canadians learn about OI and the adoption rate 

increases, this total value could approach $3.83 billion, based on a 5% savings rate. 

Table 6: Value of OI based on adoption rates at low and high savings rates 

Savings Rate Average Value per HH Adoption-based Total 

Value 

0.5% $90.88 $1.10 Bn 

5% $167.38 $2.14 Bn 

Individual differences: effects of knowledge, risk, and age 

The RCT showed that better knowledge of data portability increases the chance of joining OI by 

5.5%, while less perceived risk increases it by 17.4%. Younger people and those who prefer 

low-risk options are more likely to adopt OI, while concerns about privacy, gender, geography, 

employment, education, or income have no significant impact. 



 

78 Your Data, Your Control  

Types of insurance consumers in Canada 

The responses provided in the RCT show a diversity of opinions among insurance consumers in 

Canada. Given these varying perspectives, we classify the types of Canadian insurance 

consumers to better understand how preferences vary among consumer groups. To accomplish 

this task, we performed a cluster analysis that quantitatively identifies survey participants who 

had similar attitudes toward data portability in general; this in turn assists with the identification 

of various types of consumers using characteristics that can be easily comprehended. This 

analysis identified three main types of insurance customers in Canada. We identified three 

types of consumers:  

• Saving seekers (mean age = 46.4, adoption rate: 63%): They are sensitive to savings and 

most likely to join OI. They do not feel knowledgeable about data portability, but they also 

perceive it to be low risk. 

• Knowledge consumers (mean age = 44.6, adoption rate: 55%): The participants are familiar 

with the concept of data portability and consider joining it to be moderately risky. They are 

more likely to switch insurance providers. 

• Privacy conscious consumers (mean age = 53.3, adoption rate: 41%): They are older in age 

and are least likely to join OI. They are far more sensitive to data privacy and the risk of DP. 

%).  

 

How consumer preferences influence valuation analyses 

Valuation analysis helps determine how much consumers value a product or service. It 

becomes complicated when different consumer groups have varying preferences and concerns. 

For example, some consumers might prioritize privacy and feel they lack knowledge about data 

portability, making them less sensitive to savings. Others might not worry about data privacy or 

their knowledge level, making security-focused marketing less effective for them. 

c) Willingness to share personal information  

In the RCT, we had participants decide how much personal information to share with a third-

party app via OI in exchange for potential savings on their insurance spending. Participants first 

went through a simulation of shopping for home insurance, providing thirty pieces of personal 

information, including optional personal data like name and phone number. In the second part of 

the study, they learned about OI and chose to share their information for potential savings. 

On average, participants shared 45% of their personal data. They were more willing to share 

their data when the savings were high, and the platform was overseen by the government. This 

study helps us understand how Canadians value their personal information under different OI 

regimes. 
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Likelihood of sharing personal data across RCT regimes  

Our RCT design also allowed us to compare the likelihood of participants sharing their personal 

information under each of the eight regimes. It showed that participants were more likely to 

share personal information when savings were high and when the platform was overseen by the 

government. High savings increased data sharing by 2.7%, and government oversight 

increased sharing by 2.1%. 

Figure 19: Average proportion of data points shared in each OI regime 

 

For example, over 5% more participants were willing to share their email addresses and phone 

numbers under government oversight compared to industry oversight. Marketing communication 

framing had less impact on data sharing, as consumers base their decision on financial benefits. 
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Figure 20: Personal data sharing rates increased most by high savings and 
government oversight (Top 3 data fields by condition) 

 

Further research is needed to explore hybrid oversight models (combining government and 

private sector approaches) or third-party oversight for potentially higher adoption rates. 
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C. Interoperability levels – Consumers’ perspectives 

The table below illustrates interoperability levels with real-world examples across several 

sectors for each level of interoperability, from simply moving data, to fully integrated, cross-

sector collaboration: 

Interoperability level Consumer perspective Examples 

Functional  Can my data move at 
all? 

• Sending medical records via email as a PDF. 

• Getting an e-ticket for a train sent to your 
phone as an SMS. 

• Receiving your insurance policy document as 
a PDF attachment by email. 

Structural (Syntactic) Does my app/system 
understand the data 
format? 

• A fitness tracker importing sleep data into a 
health app, with correct fields matched. 

• Aggregator apps display account balances by 
reading standardized files such as OFX or 
CSV files. 

• Ridesharing apps retrieving journey data 
using standardized APIs from transit 
authorities. 

• Payroll system importing timesheet data in a 
standardized format e.g., Excel. 

Semantic Do systems interpret my 
data correctly? 

• Two doctors see the same lab results and 
agree on what the values mean. 

• Finance apps correctly interpret “checking,” 
“current,” or “chequing” as the same account 
type. 

• Insurance software matching “collision 
coverage” to the correct risk category, even 
across providers. 

Organizational Do organizations have 
processes to share my 
data securely and 
consistently? 

• A hospital sends records electronically to a 
specialist clinic as part of a coordinated 
workflow. 

• Two banks securely share your account 
switching information, following federal 
privacy laws and standardized agreements. 

• Insurance companies share claims history for 
a consumer’s auto policy when they switch 
providers, subject to client consent and 
privacy regulations. 

Inter-sectoral / 
Cross-domain 

Can my data connect 
with other services or 
sectors? 

• A glucose monitoring app sharing data with 
both a nutritionist and an insurance provider. 

• Your transaction history is shared by your 
bank with a mortgage lender for a loan 
application (with your consent). 

• Smart home energy data is shared between 
your utility provider and a green energy rebate 
program. 

 



 

82 Your Data, Your Control  

D. Comparing open banking frameworks 

 
 

UK OBS 
(2018) 

EU PSD2 
(2018) 

AUS CDR 
(2018) 

Section 1033 
Dodd-Fran 

Act (adopted 
2024 – 

vacated 2025) 

CDBF 

Data subjects 
Individual and 
business 

Individual and 
business 

Individual 
and business 

Consumers of 
financial 
services 

Individuals and small 
businesses 

Entities subject 
to data 
portability 

Nine largest 
retail banks 
 
Open to 
others to opt-
in 

Account 
servicing 
payment 
service 
providers 
(including 
banks) 

Authorized 
Deposit-
taking 
Institutions 
(ADIs), 
phased in, 
beginning 
with the 
largest ADIs. 
 
Government 
announced 
expanding to 
non-banks 

Financial 
institutions 
providers of 
checking, 
prepaid 
accounts, 
credit cards, 
digital wallets, 
and other 
payment 
facilitators 

Largest retail banks 
Open to entities to 
opt-in including 
fintech, provincial 
credit unions and 
Crown corporations 
functioning as banks 

Third Parties  

Authorized 
payment 
service 
providers, 
including 
banks and 
service-
specific 
entities 

Authorized 
payment 
service 
providers, 
including 
banks and 
service-
specific 
entities 

ADIs and 
third parties 
(based on a 
graduated, 
risk-based 
accreditation 
standard) 

Third-Party 
Service 
Providers 

Accredited entities 

Type of data 

Transactional 
data from 
current 
accounts; to 
be extended 
to all payment 
accounts 

Transactional 
data held in 
payment 
accounts 

Customer 
provided 
data and 
transactional 
data 

Personal 
financial data: 
transaction 
history, 
account 
balances, 
usage 
patterns, and 
other sensitive 
financial 
information 
typically held 
by financial 
institutions. 

Consumer-provided 
data, balance data, 
transaction data, 
product data e.g., 
chequing / savings, 
accounts operations, 
investment products 
available through 
online portals, and 
lending products, 
such as credit cards, 
lines of credit, and 
mortgages 
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Accreditation 

Overseen by 
the FCA 

European 
regulators in 
collaboration 
with national 
supervisors 
(e.g., BaFin in 
Germany, 
ACPR in 
France) 

Overseen by 
the ACCC 

No unified 
approach yet; 
existing 
developments 
focus on 
industry-led 
standards 

To be overseen by 
the Bank of Canada 

Standardization 

Centralized 
via OBIE 

Decentralized 
(flexible 
across 
member 
states) 
 
Regulatory 
Technical 
Standards 
from EBA; 
region-
specific APIs 
(e.g., Berlin 
Group APIs) 

Centralized 
flexible APIs 
overseen by 
ACCC and 
DSB 

Decentralized 
Industry-wide 
APIs e.g., 
Financial Data 
Exchange 
(FDX) 

Centralized single 
API selected by 
Minister of Finance 
 
Ensure 
interoperability with 
standards used in 
other jurisdictions 
 
Meet key public 
policy objectives 

Screen 
scraping 

Highly 
discouraged, 
gradually 
replaced by 
API 

Highly 
discouraged 

Allowed until 
an 
alternative is 
operational 

Allowed until a 
more secure 
alternative is 
provided 

Allowed until an 
operational system is 
in place 

 

 

 



How to contact the Competition Bureau 

Anyone wishing to obtain additional information about the Competition Act, the Consumer 

Packaging and Labelling Act (except as it relates to food), the Textile Labelling Act, the Precious 

Metals Marking Act or the program of written opinions, or to file a complaint under any of these 

acts should contact the Competition Bureau's Information Centre: 

Web site 

www.competitionbureau.gc.ca  

Address 

Information Centre 

Competition Bureau 

50 Victoria Street 

Gatineau, Quebec 

K1A 0C9 

Telephone 

Toll-free: 1-800-348-5358 

National Capital Region: 819-997-4282 

TTY (for hearing impaired) 1-866-694-8389 

Facsimile 

819-997-0324 
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