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● (1535)

[Translation]
The Chair (Hon. Jean-Yves Duclos (Québec Centre, Lib.)):

Good afternoon, everyone.

I call this meeting to order. Welcome to meeting number 40 of
the House of Commons Standing Committee on Public Safety and
National Security.

Pursuant to the House of Commons order of reference of
April 20, 2026, and the motion we adopted on April 30, 2026, we
are meeting to study Bill C‑22, An Act respecting lawful access.

I would like to begin by welcoming our three witnesses. First, we
have Christiane Saad, from the Canadian Bar Association. Second,
we are hearing from Alexander Surgenor, from the Canadian Con‐
stitution Foundation. Third, Matthew Hatfield, from OpenMedia, is
participating by video conference.

Welcome, everyone. You each have five minutes for your open‐
ing remarks.

We'll start with you, Ms. Saad.
Christiane Saad (Chair, Privacy and Access Law Section,

Canadian Bar Associaton): Thank you very much, Mr. Chair.
[English]

Good afternoon, honourable members of the committee.

Thank you for the opportunity to appear today on behalf of the
Canadian Bar Association as chair of the privacy and access to in‐
formation law section, which, with the criminal justice section and
the anti-corruption team, has studied Bill C-22. We acknowledge
the improvements to the bill from earlier versions, but significant
concerns remain.

The CBA notes four critical gaps, but let me begin with the
structure. Bill C-22 bundles two different regimes under one ban‐
ner. These deserve to be debated as separate bills so neither escapes
proper scrutiny.

The first gap is the absence of evidence of necessity. When gov‐
ernment expands its power into private lives, the burden is on it to
show that the expansion is necessary. The government has not
demonstrated that current laws hinder investigations. Both the CSIS
Act and the Criminal Code already provide for assistance orders
with judicial oversight for technical capabilities. Without evidence
that these tools are insufficient, expanding powers is premature. In
addition, three of the Five Eyes countries mentioned have no con‐

stitutional protection against unreasonable searches and seizures.
Canada does, so section 8 of the charter must remain front of mind.

The second is that Bill C-22 dramatically expands lawful access
power. More parties could demand access, more information could
be compelled, technical capacity requirements would be broadened
and more entities would be subject to them, while judicial discre‐
tion would be reduced. This expansion has lacked adequate consul‐
tation with key stakeholders for feasibility, impact and proportion‐
ality.

The third gap is the lack of safeguards. In part 1, the bill creates
the new “subscriber information” production order on the lowest
threshold that our legal system recognizes—mere reasonable suspi‐
cion—yet this order compels all subscriber information a provider
holds, potentially reaching what the Supreme Court calls “a bio‐
graphical core”. That definition should be narrowed to information
that simply identifies a subscriber.

We are equally troubled by the voluntary disclosure provisions,
which appear misaligned with the court's rulings in the Spencer and
Bykovets cases, and by non-disclosure orders that can last for a full
year. The CBA recommends reducing this to 90 days with court ap‐
proval required for extensions.

The new confirmation of service demand power allows a peace
officer to demand confirmation without judicial authorization and
mandates a 24-hour response time. This timeline is unrealistic, es‐
pecially for smaller providers, and the CBA recommends extending
it to 48 or 72 hours except in genuine emergencies.

Part 2 concerns us the most. This new act would require ESPs to
build capacity for lawful access, which in plain terms would mean
building back doors. These access points would become magnets
for hackers. Examples from other jurisdictions show that the equiv‐
alent law created vulnerabilities that foreign actors exploited to
steal data.
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The issue of metadata is even more critical. Although one pro‐
posed section would impose some limits on the nature of the data
retained, it is well known that the metadata includes sensitive infor‐
mation, and in this context, it can also include location data.

Beyond that, part 2 effectively deputizes companies as surveil‐
lance arms of the state while shifting investigative costs to the pri‐
vate sector without compensation and without judicial overview.
The CBA recommends that these ministerial orders be removed,
that the definition of “systemic vulnerability” be strengthened to
expressly protect encryption and that the government bear costs and
risks related to these.

As for the fourth gap, the CBA sections believe that Bill C-22
risks violating section 8 of the charter.

The CBA is not opposed to supporting law enforcement; howev‐
er, the CBA opposes expanding state surveillance powers without
evidence of necessity, without adequate safeguards and without suf‐
ficient judicial oversight. Further details are in our original submis‐
sion.

Thank you for your consideration.
● (1540)

[Translation]
The Chair: Thank you, Ms. Saad.

I now give the floor to Alexander Surgenor for five minutes.
[English]

Alexander Surgenor (Counsel, Canadian Constitution Foun‐
dation): Good afternoon, Mr. Chair.

My name is Alexander Surgenor. I'm counsel with the Canadian
Constitution Foundation. We are a non-partisan, donor-funded legal
charity. Our work consists of education and advocacy on matters
pertaining to civil liberties, the rule of law and our constitutional
order more generally. This is my first time appearing, so I thank
you for the invitation.

Our concern with this bill is long-standing. It dates back to really
the progenitor bill, Bill C-2. While we're pleased with the evolution
there and the modest amendments and changes that followed, we
remain concerned, and in fact even more concerned, about Bill
C-22. That's why I'm here. I don't mean to be hyperbolic, but truly
it's difficult to escape the inference that Bill C-22 would establish a
pretty powerful regime of surveillance and constitute a pretty se‐
vere invasion into the privacy of everyday Canadians. Our concerns
are fundamentally about the intrusiveness, the vulnerability and the
overall secrecy that this bill envisions.

Allow me to identify exactly what I understand this bill to re‐
quire. So-called core providers may be ordered to develop, test and
maintain technical capabilities for extracting information, in partic‐
ular computer data. I'll get to that in a moment. This would be
achieved in part by installing, using and maintaining prolonged and
continued access to perhaps any given device. The concern here, of
course, is that it's not just so-called core providers. It's the fact that
electronic service providers, carrying an enormously broad defini‐
tion, could also be required, following a ministerial order, to under‐
take those same acts that the so-called core providers are. Very

quickly, an electronic service provider could also become a core
provider. There's no reassurance to be had in really defining those
two terms differently. They're one and the same, and they would be
quite quickly.

What is an electronic service provider? It is any entity that pro‐
vides business in this country, or conducts a portion of its business
in this country, through electronic channels, be it through the Inter‐
net or perhaps through software that's installed and kept locally on
a device. Internet connectivity is relevant in that case.

Now, at the heart of it here, and really the pith of it, is the con‐
cern about metadata. Metadata is information about information.
While the context of a text message might not be accessible, the
fact that a text message, as an example, was sent could be accessed.
To whom, when, how—all of that is fair game. The fact that a
phone was used on the Hill in Ottawa, two days later in a library in
Corner Brook, and then on another day finds itself in a hotel room
in Saskatoon—that is all fair game. With this bill, we can monitor
that, keep track of that and follow that.

In other words, the entirely innocuous and inherently private
comings and goings of ordinary citizens are up for grabs. Up to a
year's worth of movement, communication, work and ordinary life
would be preserved for review while the private citizen, of course,
is kept completely oblivious as to this occurring or not. Though the
bill says no such order would be made if it would introduce a sys‐
temic vulnerability, I'm not particularly sanguine about that. The
notion that only the good guys will have access to this flies in the
face of examples from our peer nations in the Five Eyes that have
suffered data breaches of exactly the sort that would constitute a
systemic vulnerability.

If the aim is to better investigate criminal activity—I have some
knowledge of this, having worked as a criminal defence lawyer and
having seen both sides of this—it's unclear to me why the proposed
powers have to be so broad to capture basically every device in this
country. The CCF would gently remind everyone of the terms
“public official” and “private citizen” and the key distinction there.

The importance of privacy cannot be overstated. Privacy is about
dignity and autonomy. These are the predicates of a free society. To
have a truly free society, we must be free to make our choices with‐
out the sense of being monitored—and, of course, not even know‐
ing that we're being monitored.

I see that I'm at time. Once again, I thank you for hearing our
concerns and inviting me to participate in this critically important
discussion.

● (1545)

[Translation]

The Chair: Thank you, Mr. Surgenor.

I now give the floor to Mr. Hatfield, from OpenMedia.
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[English]
Matthew Hatfield (Executive Director, OpenMedia): Good af‐

ternoon.

I'm Matt Hatfield. I'm the executive director of OpenMedia, a
grassroots community of 230,000 people in Canada who work to‐
gether for an open, accessible and surveillance-free Internet. I'm
joining you from the unceded land of the Tsawout on Salt Spring
Island in B.C.

Do not let the public safety minister convince you that limited
amendments will fix Bill C-22. They will not. Nothing short of
striking the majority of part 2 will protect Canadian privacy.

The government's current approach is an enormous own goal
against our economy and our security, and you are the only people
who can stop it. I won't repeat the facts you've heard from Profes‐
sors Diab and Geist and Apple, Meta and others. I'll use my time to
explain why light amendments cannot do the job of making this bill
safe.

In recent weeks, the minister has said the government will amend
Bill C-22 to bring it in line with our allies' lawful access like Amer‐
ica's CALEA, so let's compare. Bill C-22 can require telecom com‐
panies, online services and even hardware manufacturers to let the
government install surveillance equipment on their platforms and to
retain a year of metadata on every person in Canada. That isn't
catching us up to CALEA. The two aren't even in the same league.

CALEA covers only telecom companies and requires no metada‐
ta retention: nothing approaching a year's data on everyone by de‐
fault. Of the Five Eyes, only Australia mandates metadata retention,
and there it's deeply controversial and is being reformed. I think we
need to bear in mind, taking a step back, that in this threat environ‐
ment we're entering, CALEA is not a success. CALEA has been in
effect since the 1990s, but in recent years, the back doors required
by CALEA are increasingly a key entry point for foreign hackers to
compromise U.S. privacy.

In 2024, Chinese state hackers used it to compromise the systems
of America's largest telecoms, affecting more than a million people.
Just this February, the FBI found that CALEA's back doors had led
to breaches in their systems and reported it to Congress as a major
security failure.

We aren't catching up to a working global standard here. We're
leapfrogging well beyond what any of our allies have done, creat‐
ing a more vulnerable version of a system that's failing other gov‐
ernments.

What about the minister's promise that selective amendments can
fix the bill?

The security and legal experts you've heard from have been
clear: This bill will not protect encryption in any way that matters.
The government's promise is to provide a narrow technical protec‐
tion that Bill C-22 won't force a company to break encryption, but
breaking encryption as a standard and defeating it are not the same
thing.

A working lock is no protection if you're required by law to
leave the door open. Bill C-22's capability orders can compel a

provider to build in access to information before it's encrypted or
while it's temporarily decrypted: at the device level, within the soft‐
ware or as data is being handled. None of that breaks encryption as
a standard. All of it circumvents the protection that encryption is
supposed to provide. That's a foundational problem of Bill C-22,
not a simple definitional problem to fix.

In fact, this bill, as written, makes sure that none of its defini‐
tions can actually protect Canadian rights. Much is made of the dif‐
ference between an electronic service provider and a core electronic
service provider, with the strongest default obligations on core
providers, although the government of course will decide who a
core provider is later by regulation, but proposed subsection 7(1)
lets the minister impose any obligation that a core provider faces on
any service provider.

Because these orders have no gazetting requirement, counterintu‐
itively every invasive requirement a core provider faces can be ap‐
plied to any provider with less public scrutiny. In that same logic,
maximal flexibility—ineffective-by-design safeguards—governs
the definition of systemic vulnerability. That definition today isn't
good enough, but even a strengthened good-faith version won't fix
Bill C-22, because proposed paragraph 47(1)(c) explicitly grants
cabinet the regulatory power to reinterpret any term in the bill.

As the case for Bill C-22 has crumbled, the minister has claimed
that opposition is driven by foreign big-tech firms attacking Cana‐
dian sovereignty. That's plainly not true. Canadian tech success sto‐
ries like Windscribe and Shopify have rallied against this broken
bill as strongly as anyone.

OpenMedia's community has sent nearly 25,000 messages to
MPs opposing Bill C-22 and Bill C-2 before it and has helped to
rally more than 300 organizations against Bill C-2's privacy provi‐
sions. We don't take a dollar from big tech. Our budget comes from
small donations from ordinary Canadians. The truth is that big-tech
firms were late to this conversation, and it was ordinary Canadians
who sounded the alarm from day one.

Now, the minister has said the government wants to have a filing
cabinet of every Canadians' metadata ready for law enforcement
when they need it. To that, I say that democracies do not keep a fil‐
ing cabinet of every citizen's sensitive information in case it's use‐
ful to spies or police.
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This process has been pushed so quickly that the system is not
keeping up. We submitted our brief more than two weeks ago, on
May 15, yet due to the sheer volume of input you've received, I
learned today that committee members have not yet received it.
● (1550)

This is the symptom of a rushed, under-resourced process for a
bill that has massive stakes. On behalf of our community, I urge
you to take the time to receive and review all public evidence and
to thoroughly reform or abandon part 2 of Bill C-22 before it moves
forward.

Thank you. I look forward to your questions.
The Chair: Thank you, Mr. Hatfield.

Let's turn to MP Caputo.
Jacques Ramsay (La Prairie—Atateken, Lib.): Mr. Chair, I

have a point of order.

Ms. Saad has alluded to a memoir being presented. It may be my
mistake, but I can't find it.
[Translation]

Claude DeBellefeuille (Beauharnois—Salaberry—
Soulanges—Huntingdon, BQ): I have it.
[English]

Jacques Ramsay: Is it in the binder?
[Translation]

Claude DeBellefeuille: We received it in both official languages.
Did you not receive it?

Jacques Ramsay: Are you talking about the Canadian Bar Asso‐
ciation's brief?

Claude DeBellefeuille: I made a mistake; I have the one from
the Barreau du Québec.

Christiane Saad: We sent you our brief last week in French and
English.

The Chair: According to the information I have, the French and
English versions of the Canadian Bar Association's brief have in‐
deed been submitted, but the House's translation service has to vali‐
date both versions. If I understand correctly, the validation process
is still under way.

That said, I'll give the floor to Mr. Caputo for six minutes.
[English]

Frank Caputo (Kamloops—Thompson—Nicola, CPC): I'm
sorry. I'm going to speak about this in my time because I think it's
very important to speak about it.

Mr. Hatfield, I was going to ask questions about section 8, search
and seizure and de facto seizures.

Just so that I'm clear, Mr. Chair, is it the policy, when a brief is
submitted, that translation has to review it, even though it is trans‐
lated already? Do I have that right?

The Chair: [Inaudible—Editor]
Frank Caputo: Okay.

In the interim, though, prior to translation, can it not be dissemi‐
nated, and then the translated version, the authenticated version...?

I'm trying to choose my words carefully, and I'm not trying to
cast aspersions or blame. If a brief was submitted two weeks ago by
OpenMedia, I guess I'm asking, what was the delay from two
weeks ago to now?

The Chair: Exceptionally, I can ask the clerk to provide guid‐
ance as to what happened.

The Clerk of the Committee (Paul Cardegna): With regard to
OpenMedia, we received their brief, and like a lot of others that we
have received, it is in translation. As I explained to Mr. Hatfield
earlier today, we are dealing with a large number of documents that
have been submitted. Unfortunately, we are not the only committee
drawing on translation resources. This has caused longer than ex‐
pected or anticipated delays, which—though unfortunate—is not
something that is in the purview of the committee to deal with at
this time.

With regard to documents submitted in French and English, this
is the rule of the committee, established by the committee. Any
document that doesn't come from an MP's office, from a depart‐
ment or from the House of Commons and that is submitted in both
official languages has to be sent to the Translation Bureau for lin‐
guistic review. Then we fall back into the same issue: The transla‐
tion bureau has an enormous amount of work to do, which is caus‐
ing longer than anticipated delays.

Thank you.

Frank Caputo: When are amendments due?

The Chair: The were due yesterday.

Frank Caputo: I guess I'm a bit concerned because we don't
know what we don't know as committee members. By that I mean I
don't know how many briefs are outstanding. We have submitted
our amendments. Obviously, that's on behalf of the Conservative
Party. I have to ensure that His Majesty's loyal opposition is proper‐
ly represented.

We know of at least two that are outstanding, and we wouldn't
know about this if we were not having this meeting. It seems to me
that the appropriate remedy should be to reopen the deadline for
amendments. I'm not going to give away our work product, as a
lawyer, but I will say that my staff, who have done an excellent job,
go through these briefs; they do review them. They do look at
amendments, and they do cross-reference them to the point
where—I'm not telling tales out of school—there are 70 amend‐
ments we've looked at.

Mr. Chair, this is a problem, and I'm not sure how we deal with
it. With the greatest of respect—and I'm not trying to throw any‐
body under the bus—if there are not enough resources for transla‐
tion, and the government wants to have its legislative agenda
passed, then you can't exactly have your cake and eat it too by say‐
ing, “Get this done, but we're not going to allocate the resources to
get the translation done.”
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I will resume my six minutes, if there's anything left. I'm not sure
if the clerk can tell us this. What briefs are currently in that transla‐
tion line, if you will? Does that make sense? What don't we have
that has been submitted?

● (1555)

The Chair: Let me summarize on three different points.

First, as we know from experience, the submission of briefs is a
continual process. There were briefs several weeks ago. There were
briefs submitted a few days ago. I suspect there could be briefs sub‐
mitted today. There will be briefs and views submitted over a con‐
tinuous time period.

The second thing is that the translation bureau, as the clerk men‐
tioned earlier, proceeds in terms of priority. It does the work most
professionally, and it does what it can to assist the members of this
committee.

The third thing is that we have already committed to an agenda.
Today is the last day for witnesses and we have decided that we
will be moving to clause-by-clause work on Thursday. As we know,
between now and Thursday there will be more work ongoing.

Having said that, I think there is more time for you, Mr. Caputo,
to continue your intervention.

Frank Caputo: I have to register for the record, Mr. Chair, that
we still don't know what briefs are outstanding. What I would like
is—and I would hope that all colleagues around the table would say
this—before we move to clause-by-clause....

Amendments were already due. We know right now of two briefs
that we haven't seen yet. Are there more? I think the committee has
a right to know that.

The Chair: There are possibly more, MP Caputo, but unfortu‐
nately at some point we have to stop hearing witnesses and consid‐
ering additional briefs. Otherwise, this process is never going to
end.

Frank Caputo: With the greatest respect, Mr. Chair, I would
agree with you that if the brief came in yesterday, the day before or
even Friday.... These are briefs that came in two weeks ago. Yes,
we do have to draw a line. The question is, when should that line be
drawn? If a brief is submitted well in advance of the period in
which we are considering amendments, I think we are bordering on
a privilege issue.

I would shudder to think that anybody around this table thinks
that.... This is Parliament, for goodness' sake. We shouldn't be wait‐
ing two weeks without even knowing if something is there. It
doesn't feel right, to be very candid, that briefs are sitting in the
queue, we don't know they're sitting in the queue and we're putting
forward amendments. The only alternative is then to table-drop
amendments after the fact.

Perhaps I'll have something more official to say. I'm just thinking
out loud here. The fact that I'm not getting point of ordered speaks
volumes, although I might get one now.

● (1600)

[Translation]

The Chair: The House of Commons, like any other organiza‐
tion, has limited resources. All committees face the same circum‐
stances and constraints. Our committee is no exception.

We work with the resources allocated to us, and that's why, since
time is also a scarce resource, you have about one minute remain‐
ing in your speaking time, if you want to continue speaking.

[English]

Frank Caputo: With that one minute, let's talk about what we
do know.

Ms. Saad, I'm a law nerd—full disclosure. You spoke about sec‐
tion 8 of the charter being engaged. My reading of the bill is that
the requirement for data retention is on the third party, those who
are covered by the bill, and a warrant is then required to access the
data.

Can you connect the dots for me, please? I'll ask your colleague
to do this as well, in terms of whether a warrant is required. I be‐
lieve, prima facie, that the search is legal if a warrant is required.
Can you help us out there on a charter breach? Am I making any
sense here?

Christiane Saad: Our analysis for the charter part is that by re‐
taining all this data, and eventually the metadata, for such a long
time, we have so much information retained on people. The fact
that we are requiring so much subscriber information—and not just
who is the subscriber—may include this breach of the charter be‐
cause it's way beyond the reasonable suspicion that usually is re‐
quired.

Frank Caputo: Okay, so it's the volume of the data—

Christiane Saad: It's the volume of the data and the type of data
as well.

Frank Caputo: —and it's the fact that the government is com‐
pelling that data to be kept. I don't want to put words in your
mouth; I just want to make sure—

Christiane Saad: Yes. Also, the type of data is problematic in
this case as well.

Frank Caputo: Mr. Surgenor, do you share that view?

The Chair: Unfortunately, MP Caputo, that's all the time we
have for now, but there might be an opportunity to get back to you
shortly.

[Translation]

Ms. Dandurand, you have the floor for six minutes.

Marianne Dandurand (Compton—Stanstead, Lib.): Thank
you very much, Mr. Chair.
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I would like to reinforce the point you made a little earlier. Our
colleague across the way talked a lot about the lack of time. I would
like to remind him that we have adopted motions in recent meetings
to proceed to clause-by-clause consideration. We have added an ex‐
tra day to hear from more witnesses. We have had enough time to
propose amendments. I think it's important to respect the commit‐
tee's desire to continue the study as agreed so that, following this
testimony, we can finally move on to the clause-by-clause consider‐
ation of the bill.

So thank you, Mr. Chair, for making that point. I wanted to rein‐
force that position. We have other business to attend to in commit‐
tee, and we must continue our work.

Now I'd like to turn to the witnesses, whom I thank for joining
us.

My question is for both the Canadian Constitution Foundation
and OpenMedia. We've heard a great deal about their concerns re‐
garding this bill, but I'd really like to go back to the very beginning,
to this bill's actual purpose.

I would like to ask these two witnesses if we can at least agree on
one thing—that police forces today are facing real challenges relat‐
ed to encryption and digital communications when investigating
child sexual exploitation, organized crime and terrorism, among
other issues.

As a starting point, can we agree on that?
[English]

Alexander Surgenor: Thank you, Madame Dandurand.

I lament having discontinued my French after high school, al‐
though it was my best subject. I'm certainly very rusty now.

I don't think anybody would deny there are very serious compli‐
cations in an ever-connected world. That goes without saying.
Again, I think I do bring a unique perspective, having actually rep‐
resented individuals charged with those very crimes.

I'm not celebrating the fact those crimes occurred, of course not.
What I am hoping to point out, as my colleague Ms. Saad alluded
to, is that there adequate means already exist to investigate crime.
I've seen it. I've reviewed the disclosures in court. I've run trials and
lost trials because the evidence was robust enough and the police
were clearly able to do what that they needed to do. Granted,
lamentably, there are more cases out there, and they need to be in‐
vestigated.

The concern, of course, is really with the scope and the breadth
of the search. No one present here today would ever suggest that
we need to curtail what already exists. It's more a question of limit‐
ing the half-conscious expansion of power and inflation of authori‐
ty where I think there hasn't been compelling evidence to suggest
this is imminently and eminently required at this time.

I hope I've answered your question in a not-too-roundabout
away.
● (1605)

[Translation]
Marianne Dandurand: That's fine.

I'd like to ask Mr. Hatfield the same question.

[English]

Matthew Hatfield: We do not put cameras and microphones in
the home of every Canadian, even though that would be useful for
investigating many serious crimes. This bill is doing a version of
that—certainly on the metadata, and arguably on other data as
well—to every online service. Yes, there are serious crimes that
you're mentioning. A version of part 1 could be useful to the police
in investigating them, but part 2 is well beyond that and way out of
line.

[Translation]

Marianne Dandurand: My next question is for both of you.

Do you think it's possible to have a modern lawful access regime
while maintaining privacy protections, or do you think these objec‐
tives are absolutely incompatible?

[English]

Matthew Hatfield: Again, a version of part 1, with appropriate
amendments, could accomplish some of that, but part 2 is not nec‐
essary, and goes well beyond what is helpful.

[Translation]

Marianne Dandurand: What do you think, Mr. Surgenor?

[English]

Alexander Surgenor: Yes, I'm just thinking about that. I'm no
parliamentarian, so the actual process here is somewhat foreign to
me, notwithstanding the fact that I, too, am a lawyer like many
present.

I would just say that what struck me—and I think I share a simi‐
lar perspective as Mr. Hatfield—is the imbalance between the first
part of the bill and the second. In fact, I remember communicating
with colleagues who are eminently more qualified than I—and yet
here I am—who helped shed some light on the fact that the first
part of the bill is what I would expect and want to see in a proposed
bill. That is to say, it's a thoughtful and progressive evolution of
what we're seeking to achieve here, which is supporting law en‐
forcement and bolstering the tools that police have.

However, I would say there is a way to do that which doesn't re‐
quire such a leap forward. I think there's a kind of internal coher‐
ence—or at least there should be—in the process both in making
law and in investigating crime, where one must lead to two, two
must lead to three, and so forth. I'm not particularly convinced that
we live in a moment that is any more challenging than any other
moment that came before it. I think if you were to rewind the clock
to any particular time, the difficulties people faced were the diffi‐
culties they faced, and the tools—
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The Chair: I'm sorry to interrupt, Mr. Surgenor, and as always
it's with great regret that I do that, but we now need to turn to
Madame de Bellefeuille for six minutes, please.

[Translation]
Claude DeBellefeuille: Thank you, Mr. Chair.

First of all, I just want to echo Mr. Caputo's remarks. I think ev‐
eryone around this table will agree that all parties have decided to
work together to conduct a rigorous study without filibustering, as
this is truly a bill that deserves the committee's full attention.

However, when a schedule was proposed to us, we were never
told that we would not have access to translation services to enable
us to read the briefs. It seems a bit odd to tell the whole world that
Canada can't afford to translate briefs—like the one from the Cana‐
dian Bar Association, for example—within two weeks. In my opin‐
ion, this is unacceptable. I understand that resources are limited, but
when we want to speed things up to study an important bill like
Bill C‑22, we need to make the necessary arrangements. It's a mat‐
ter of prioritization. Not every committee is studying at an impor‐
tant bill like Bill C‑22.

In any case, I find what's happening now unacceptable and quite
embarrassing. You will understand that I am a Quebecker and that I
want Quebec to become a country, but if I were a Canadian, I
would be very embarrassed to tell the entire world that we do not
have the capacity to translate documents for the study of a bill that
police officers have been waiting for for 30 years.

Ms. Saad, I'm not sure if I understood something you said cor‐
rectly. I'd like to clarify this with you. You implied that the bill
could be split. We could pass the first part of Bill C‑22, then discuss
and debate part 2 in greater depth—the part that seems less viable
or that appears to have less support from the public, civil society
and even a professional association like yours. Did I understand
correctly that you encouraged us to consider this approach, which
could rally more support for part 1, since part 2 seems to pose more
problems?
● (1610)

Christiane Saad: This is precisely one of the Canadian Bar As‐
sociation's recommendations, given that the objectives of the two
parts are complementary but truly distinct. So, yes, that is really an
approach we recommend.

Claude DeBellefeuille: It's true that we are under a lot of pres‐
sure. All the police associations are writing to us. The only witness‐
es who support Bill C‑22 in its current form are the police forces.
Obviously, they need a tool. As Ms. Dandurand said, I think we
need to modernize the lawful access regime and provide police offi‐
cers with better tools.

However, it seems like a monumental task, because all the other
witnesses oppose it. Some people are almost totally opposed to this
bill and are at one end of the spectrum, much like OpenMedia,
while police officers support this bill and are at the other end of the
spectrum. For our part, we are trying to figure out how to make the
bill acceptable. I understand that splitting the bill would be one way
to speed up the process, and I feel that, this way, part 1 would be
passed quickly.

Personally, I don't have much technical or IT knowledge.
Ms. Saad, you are a lawyer and you rely on statutory provisions,
the Canadian Charter of Rights and Freedoms, court rulings and so
on, and you are concerned about privacy protection. There's one
thing I often say: We like to compare ourselves to other countries
and tell ourselves we are lagging, but, in my opinion, the countries
we are comparing ourselves to aren't good examples. For example,
if we compare ourselves to the United States, we need to realize
that there's no oversight there and it's a bit like the wild west. The
United Kingdom allows for a significant invasion of privacy. So, I
dislike it when people compare Canada to countries that do not nec‐
essarily have good privacy practices.

My question is for you, Mr. Hatfield.

Could you tell us what scares you the most, from a technical
standpoint?

The bill could include a ban on circumventing encryption and a
ban on breaching end-to-end encryption. It could be written in
black and white. Would that be enough for you, or would there still
be ways to circumvent the intent even if it were written in black
and white?

If there were an amendment proposing this ban, would that reas‐
sure you?

[English]

Matthew Hatfield: It's not strictly necessary to break encryp‐
tion. That was a point I was trying to make in my remarks.

The concern is that by having the power to install devices into
systems, there are many ways you can get around encryption with‐
out breaking the technical standard. Adjusting the order-making
power so it could never have the effect of circumventing encryp‐
tion, that would do some work on that front.

Also, we're extremely concerned about this metadata retention
requirement. There's just nothing like this in any other comparable
democracy. It needs to go entirely.

[Translation]

Claude DeBellefeuille: The bill proposes a metadata retention
period of up to one year. If a 90-day period were proposed, would
that be more reassuring to you? Would you be comfortable with a
90-day period?

[English]

Matthew Hatfield: We'd not be comfortable. It's still incredibly
valuable and incredibly personal data.
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It's every person you've spoken with for 90 days and every place
you've gone to for 90 days. That's actually an enormous picture of
your life. Not only is that a bit concerning to hand to law enforce‐
ment, but if and when—and when is likely—that data is compro‐
mised, it's a huge amount of personal information in the hands of
bad actors and on the dark web, potentially permanently.
[Translation]

Claude DeBellefeuille: Mr. Hatfield, it takes time to gather the
documents needed for an investigation. Furthermore, we would cer‐
tainly like to see malicious individuals arrested. Don't you think it's
unreasonable to say that there should be no data retention at all?
● (1615)

[English]
Matthew Hatfield: There's a reason that very few of our allies

do this. It's constitutionally questionable. It's the fact that it creates
a pre-emptive collection of data from many millions of Canadians
at once on every service that is scoped in.

We don't normally do surveillance of everyone just in case it
proves useful. Normally, the process would be that if there's a war‐
ranted crime occurring, then perhaps you might start surveillance.
That's how the traditional system works, and that would be a more
appropriate system.
[Translation]

The Chair: Thank you very much, Mrs. DeBellefeuille.

Mr. Gill for five minutes.
[English]

Sukhman Gill (Abbotsford—South Langley, CPC): Thank
you.

This is an open-ended question to all the witnesses here today.
Thank you for being here.

Does it feel rushed to you that we don't have enough time to
study part 2? Could each of you respond to that, please?

Christiane Saad: I'll respond briefly.

This is one of our conclusions. There are too many pieces, and
the risks are too high for all Canadians and all the parties involved.
We recommend more consultations with different stakeholders.

Sukhman Gill: Mr. Surgenor.
Alexander Surgenor: I would echo that broadly. Again, I don't

know what precisely it takes for parliamentarians to achieve what
they need to achieve, but my sense in reviewing the bill is that it's
about the sheer scope of words. I'm speaking as a former English
major now, but it's about the number of words. I mean this in not
too cute a way, but there are many verbs in this bill—“use”, “ac‐
cess”, “take”—and these are not trivial words. They are extraordi‐
narily broad. They just are.

It's been quite a task to review this bill. I've had to review it
countless times, at this point, and at no point have my worries been
assuaged. I think much more time is needed just to go through
some of these basic definitions.

Sukhman Gill: I agree, 100%. Thank you for that.

Mr. Hatfield, could you please provide a response as well?

Matthew Hatfield: Look, this is the most dangerous surveil‐
lance bill I've seen in more than 10 years of doing this work in
Canada and even in other democracies. It has not gotten nearly
enough time. If we had realized, I guess on a resource limit, that
our brief was being held up and wouldn't reach you before you con‐
sidered amendments, of course we would have gotten it in your
hands by another way sooner. Certainly, you need to take more time
to assess the weight of evidence here and realize that the weight of
evidence is overwhelmingly against proposed part 2.

Sukhman Gill: Yes. It is quite upsetting to be in kind of a dark
hole and not have the information we need that is so crucial to the
study.

I have one quick question for you, Mr. Hatfield. In an open letter
of yours, your company argued that certain aspects of the bill
would “create an unprecedented and extraordinarily dangerous
surveillance architecture that could impact every digital tool people
in Canada depend on every [single] day”.

Could you please expand on the specific aspects of Bill C-22 that
you believe pose greater risks for Canadians' privacy and cyberse‐
curity, and which amendments would most improve the proposed
framework of this?

Matthew Hatfield: This gets back to the definition of “electron‐
ic service provider” and how enormously open-ended it is. The
government has refused to put clear limits on that. The government,
of course, can scope folk in as a core service provider for undefined
reasons in the future. The baseline definition of electronic service
provider includes basically everyone who handles data. Of course,
the minister has the power to issue any of the orders requiring any
of the features it requires of a core provider or of a non-core
provider in the future.

We continue to realize just how extraordinarily broad this is in
scope. Does that mean the minister would abuse it on day one? No,
not necessarily—but having it so broad textually is very problemat‐
ic.

Sukhman Gill: Thank you very much.

I would like to allocate the rest of the time to my colleague Ro‐
man Baber.

Roman Baber (York Centre, CPC): This is for the Canadian
Bar Association, following up on Mr. Caputo's question on seizure.
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The issue is not that a third party is holding on to the metadata.
It's the fact that it's holding it by virtue of a government order, ef‐
fectively. It doesn't matter if a school principal is holding on to the
contents of a student's locker by virtue of police direction or gov‐
ernment direction. That's a seizure. If a gym is holding on to my
gym bag because the cops asked them to, they're an agent of the
state, and therefore there is seizure. Am I correct in that respect?
● (1620)

Christiane Saad: Yes.
Roman Baber: To follow up, some people are making the argu‐

ment that there is no production because the metadata never left the
Internet provider, but the production is in the holding. It's already
defined because the service provider is ordered to hold it. Effective‐
ly, it's defined data and defined information. Am I wrong on that?

Christiane Saad: The problem is not only the holding. It's all
the risk from holding all this and the potential access—

Roman Baber: I'm not talking about risk. I'm talking about the
law. I'm talking about the fact that by virtue of its being held, de‐
fined and filed away, that amounts to the level required to meet a
breach of section 8.

Christiane Saad: According to our study, yes, but I need to
check—

Roman Baber: Okay. That's the brief—
The Chair: Thank you, MP Baber. That was short, indeed.

MP Sodhi, you have five minutes, please.
Amandeep Sodhi (Brampton Centre, Lib.): Thank you, Mr.

Chair.

Thank you to our witnesses for being here today.

Ms. Saad, from a legal standpoint, how do you suggest that we
balance the safety and security of Canadians with the concerns your
organization has raised?

Christiane Saad: You will receive it eventually, but in our full
submission we propose certain amendments, although we highlight
many risks, as I mentioned.

Part 2 of the bill is really problematic, and it needs additional
amendments to strike this balance that you are referring to.

Amandeep Sodhi: If you're able to, can you elaborate on some
of those amendments? We don't have the brief right now.

Christiane Saad: I've mentioned the ministerial orders that we
recommend be struck.

Another recommendation is on systemic vulnerability. We rec‐
ommend an amendment to the definition. We recommend really fo‐
cusing on and mentioning the encryption part to clearly carve out
the encryption. We recommend the following: “Systemic vulnera‐
bility” means a vulnerability in an electronic protection that creates
substantial risk of confidentiality, integrity, availability of informa‐
tion or services. This is one of the other amendments.

I mentioned the question of the involvement of the electronic ser‐
vice providers, where they are involved without compensation and
without holding all the risk. We also recommend that the minister
should have to justify, on a per order basis, the need for secrecy as‐

sociated with these orders. These are some of the recommendations
as well.

For inspection powers, we recommend including a threshold of
reasonable and probable grounds before designated persons can en‐
ter the premises. We elaborate on some of these. As well, for the
audits, we recommend that further procedural safeguards be includ‐
ed.

In several sections in our submission, we also highlight the judi‐
cial overview and the possibility of appeal and judicial review.

These are some of the recommendations in our submission.

Amandeep Sodhi: Thank you.

The CBA's membership includes a wide variety of people such
as Crown prosecutors, police legal advisers and counsel who repre‐
sent lots of different sectors. Do you believe it's fair to say that the
CBA might be divided on the question and topic of lawful access?
How was the association's position on Bill C-22 developed?

● (1625)

Christiane Saad: The CBA represents over 40,000 lawyers from
all different practice areas from the public and private sectors. All
of our submissions are also reviewed by policy committees at the
CBA.

For this submission, we worked with the criminal justice section
and the privacy and access section. We are not that divided on part
1. We reached a consensus.

Amandeep Sodhi: Would you say that there is a divide?

Christiane Saad: No.

As I said earlier, what you will see in our submission is that we
are not divided. This is the opinion of all the sections that worked
on the submission, and the CBA approved it as well. We are speak‐
ing with one voice.

[Translation]

The Chair: Thank you, Ms. Sodhi.

I will now give Mrs. DeBellefeuille the floor for two and a half
minutes.

Claude DeBellefeuille: Thank you very much, Mr. Chair.

Ms. Saad, we note that your concerns are virtually identical to
those of the Barreau du Québec. It's a shame we did not receive
your brief to review your proposed amendments, because we had
until last night—or until May 27—to submit them. Of course, we
can always propose them on the spot, but that's always more com‐
plicated. So, it's unfortunate.

Mr. Surgenor, I'd like you to tell us about other countries. We've
been hearing nothing but positive things; however, in recent weeks,
some witnesses have told us that we shouldn't compare ourselves
too closely to them, because we aren't really that similar. Essential‐
ly, in Canada, we have a culture in this regard—or a deep commit‐
ment to the protection of privacy.
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In your opinion, are there things that other countries do that we
shouldn't replicate and that shouldn't be included in the bill?
[English]

Alexander Surgenor: Madam, regrettably, I have to inform you
that I'm not up to speed on the precise contours of what the other....
I'll use the phrase “Five Eyes”, because that's what it is. It seems
that we've heard this from those who have spearheaded this bill:
that, really, we're talking about the Five Eyes.

I'm afraid that I just don't have the knowledge about what other
countries are doing, but with respect to the culture of privacy, I
would suspect that's something that's shared across the Five Eyes.
I'm drawing that inference because there's been a robust history of
co-operation for many years at this point, but I can't give you a
more fulsome answer.

I know that from the Canadian perspective—and I'd like to again
highlight the non-partisan character of our organization—our con‐
cern is a general one. It's a concern about the sheer overbreadth of
this proposed legislation. If criminals are the ones that need to be
targeted, there's a way to do that in a more targeted way. That
doesn't appear to be the case with this bill. It seems that far too
many people who have absolutely no connection to criminal activi‐
ty would be caught up in this.

I can't speak for our Kiwi, Australian, British or American
friends, but I would hope that they're not interested in investigating
innocent people. What they're doing precisely, I can't say.
[Translation]

Claude DeBellefeuille: Thank you.
The Chair: Thank you, Mrs. DeBellefeuille.

Ms. Kirkland for five minutes.
[English]

Rhonda Kirkland (Oshawa, CPC): Thank you, Chair. I appre‐
ciate the time.

I have a few questions that I'd like to ask all three witnesses.
More than likely, they will just require yes-or-no answers. If there's
something very important that you feel you need to add, do let me
know.

Throughout the study, we've heard department officials and even
the Minister of Public Safety repeatedly say that Bill C-22 is en‐
cryption-neutral—that was the word used—and does not create
back doors.

Having reviewed the legislation, do you believe those assurances
are fully reflected in the text of the bill itself, Mr. Hatfield?

Matthew Hatfield: There's no such thing as encryption-neutral,
and this would damage encryption's purpose very severely.

Rhonda Kirkland: Thank you.

Ms. Saad is next.
Christiane Saad: We think they're not.
Rhonda Kirkland: They're not.

Next is Mr. Surgenor.

Alexander Surgenor: I'm sorry. Could you pose the question
again?

Rhonda Kirkland: Having reviewed the legislation, do you be‐
lieve the assurances that Bill C-22 is encryption-neutral are fully re‐
flected in the text of the bill?

Alexander Surgenor: It's hard not to be cynical. As a lawyer, I
don't really believe many assurances from anyone, because I can't
even trust myself most of the time.
● (1630)

Rhonda Kirkland: Okay. That's fair.
Alexander Surgenor: I think it's quite clear that what's outlined

is a not so—
Rhonda Kirkland: It sounds like it's not clear.
Alexander Surgenor: No, let me clarify—my apologies.

The answer to the question is no. It seems like the aim here is to
create a path to access.

Rhonda Kirkland: That answers my question. Thank you.

Again, for all three of you, do you believe there's a clear differ‐
ence between what the minister says the bill is intended to do and
what the bill would legally allow or permit a future government to
do?

Matthew Hatfield: Yes, very much so. Intentions don't matter.
What the text does here is well beyond what the minister has said
the purpose is.

Rhonda Kirkland: Thank you.

Ms. Saad is next.
Christiane Saad: We agree.
Rhonda Kirkland: Mr. Surgenor, you're next.
Alexander Surgenor: Yes, I agree. I appreciate Mr. Hatfield's

comment about subsequent...or the question, rather, with respect
to—

Rhonda Kirkland: Subsequent governments...?
Alexander Surgenor: Exactly. That's because legislation, if not

repealed or amended, does tend to take on a life of its own after a
time. Maybe the original purpose is forgotten or muddled over
time, and that's a concern.

Rhonda Kirkland: That's wonderful. Thank you.

This is the conclusion I'm coming to and I would like to see if
you would agree with me. With Bill C-22, the Liberal government
is selling Canadians a privacy promise that the actual legislation
doesn't deliver as it is written today.

Matthew Hatfield: Yes, I agree. If anything, I'd be stronger than
that.

Rhonda Kirkland: Is that fair?
Christiane Saad: I wouldn't phrase it that way, but we have seri‐

ous concerns in terms of privacy.
Rhonda Kirkland: Thank you.
Alexander Surgenor: I'm sorry. Can the question be asked

again?
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Rhonda Kirkland: Yes, no problem. Maybe I should go to you
first the next time.

It feels like we're being sold a privacy promise that the actual
legislation doesn't deliver. Would you agree?

Alexander Surgenor: I don't know about the word “promise”. I
just have an issue with the legislation as it currently exists, because
I think, as I've said repeatedly, that it's too broad and there are too
many entry points.

Rhonda Kirkland: I think you've all said you agree that things
are too rushed. We've barely had time to absorb pieces of this bill,
let alone all of it. I have significant concerns about that, and I've
said that many times. Rushing a bill is not doing it justice and could
cause a great deal of harm.

Mr. Surgenor, you talked about metadata being “information
about information” that is preserved for review. I appreciate that
because I don't know if Canadians really understand what metadata
is. Can you clarify what it is—information about information—and
why storing metadata could be harmful if it's for every Canadian?

Alexander Surgenor: That is the position that we have: Metada‐
ta is information about information. It took some time to wrap my
head around that, because you're quite right that it's not exactly
clear.

The language of the bill is kind of a thin veneer. As I read it, it's
not a great leap to learn, for instance, that device X was communi‐
cating with device Y, even if the content of the communication isn't
clear, especially given the fact that all sorts of related information is
also up for grabs. Presumably, the point of the investigative powers
is to gather as much as necessary to positively identify an individu‐
al, particularly, to echo Ms. Saad's comment, when we talk about
the definition of subscriber information.

Taken together, you have a constellation of information, and
that's what the metadata is: device X talking to device Y. If that's
being held onto for up to a year, it's actually difficult to grasp and
comprehend how much communication is caught by that. It's an im‐
portant point.

Rhonda Kirkland: Okay. Thank you.
[Translation]

The Chair: Thank you. I'm sorry but your time is up.

Mr. Housefather for five minutes.
[English]

Frank Caputo: May I raise a point of order at this point, please,
Mr. Chair?

The Chair: Go ahead, Mr. Caputo.
Frank Caputo: I didn't know when the rounds were going to be

cut off, so I said I would do it when Ms. Kirkland was done. If Mr.
Housefather wants his time afterwards, go ahead.

We have not yet received a ruling from the chair on Mr. Lloyd's
point of privilege. I know that you did circulate an email, which
was not from the chair, so we haven't had that yet. Given what we
are dealing with now.... Somebody has contacted my office and said
their brief also hasn't been translated. It was submitted eight days

ago if we take them at their word, which I'm obviously prepared to
do, and Mr. Lloyd raised a point of privilege.

I wonder if, at the end of Mr. Housefather's round, you could
please advise us on that point, because we do need a ruling on that.
If there is no ruling, I would be prepared to revive that point of
privilege and add my voice to it, given what we've heard today.

Thank you.

● (1635)

The Chair: Thank you, MP Caputo.

[Translation]

Mr. Housefather for five minutes.

Anthony Housefather (Mount Royal, Lib.): Thank you,
Mr. Chair. I will be sharing my time with Mr. Ramsay.

I want to try to find a solution to the problem raised by Mr. Ca‐
puto.

Ms. Saad, you submitted your brief in French and English, did
you not?

Christiane Saad: Yes, that's correct.

Anthony Housefather: Okay.

Mr. Chair, I would like unanimous consent for the brief from the
Canadian Bar Association and all the other briefs that were sent in
both official languages, even if they aren't perfect and were not re‐
vised by translators, to be sent to the committee.

The Chair: Indeed, this decision requires the unanimous consent
of the committee. The rules we passed at the start of the session are
very clear. That said, this kind of motion is possible. Let's quickly
check whether there is unanimous consent for this.

Mrs. DeBellefeuille, you have the floor.

Claude DeBellefeuille: Thank you, Mr. Chair.

I admit that I'm afraid this request will set a precedent, but I un‐
derstand what Mr. Housefather is trying to do.

Since the brief has already been sent in both official languages,
you could forward it to each member of the committee so that we
can review it individually.

However, I would not want to set a precedent by accepting a ver‐
sion that hasn't been certified by the translation bureau. If the idea
is to send an email to everyone who submitted a brief to explain
that the briefs have not been translated and that they should send us
a version in both official languages to distribute to committee mem‐
bers, you will understand that I cannot accept that, because it would
truly set a significant precedent. Furthermore, I wouldn't be able to
assess whether the copy I have in front of me has been translated
correctly. If everyone here were English-speaking, it would be easy,
because we could have the documents in a single language.
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I know what Mr. Housefather is trying to do. In the case of the
Canadian Bar Association, I am less concerned that the copy might
be of poor quality. As I often tell witnesses, given the limitations of
the translation services—which are, in my view, completely unac‐
ceptable—we sometimes have to work with highly credible wit‐
nesses to have them send us their briefs in both official languages.

Mr. Housefather, I hope you understand that I cannot grant your
request, as it would set a precedent that I would prefer to avoid.

The Chair: All right.

In that case, we could follow the proposal put forward by
Mrs. DeBellefeuille, namely that organizations such as the Canadi‐
an Bar Association that would like their briefs to be made available
more quickly could send them directly to members of Parliament.
Their email addresses are easily accessible on the House of Com‐
mons website. For their part, members of Parliament can use these
briefs as they see fit.

Ideally, briefs should be submitted in both French and English.
Of course, we cannot prevent an organization from sending a brief
to a member of Parliament in only one of the two official lan‐
guages, but it would be preferable for it to be in both languages.
Members of Parliament, for their part, may act at their discretion.

Mrs. DeBellefeuille, you have the floor.
Claude DeBellefeuille: Thank you for taking the time to discuss

this; it is, after all, a very important issue.

If everyone agrees, could you, in your capacity as committee
chair, write to Mr. Lymburner at the translation bureau to tell him
that this situation is unacceptable and that, when an important bill
such as Bill C‑22 is being studied, members of Parliament expect
priorities to be managed accordingly? It is not normal for the com‐
mittee not to have the Canadian Bar Association's brief as part of
the study of a bill that deals with lawful access. It makes no sense.
That said, could you, as chair, file an official complaint? This situa‐
tion is unacceptable. We need to speak up instead of just accepting
it.

Earlier, I was a little taken aback when you said that we weren't
the only ones and that we had to work within the limits we have.
Personally, that's not what I want to hear from the chair of this com‐
mittee. What I want is for the chair to stand up for us and tell the
translation bureau that the committee is willing to do its job, but
that we aren't being given the tools we need to do so. What I expect
from the chair of this committee is not for him to give up, but rather
for him to fight to secure these services.

The Chair: The chair will do both, Mrs. DeBellefeuille.

First, he will indeed convey the viewpoint you have just so clear‐
ly described and, in doing so, defend the committee's interests.

Second, the chair will provide clarification. A few minutes ago, I
received more detailed information regarding the Canadian Bar As‐
sociation's brief. This brief was reportedly submitted in its entirety
on May 29. The number of pages it contained exceeded the number
that had been communicated two weeks earlier. The final version,
containing the correct number of pages, arrived on June 1. It is
therefore understandable that, even with considerable resources, it's
difficult to meet the committee's expectations and needs. This is in

no way a criticism or reproach directed at anyone. It's a learning ex‐
perience that is also important to understand in the context of the
relationship between the committee and the House of Commons.

That being said, I will be more than happy to do as you have re‐
quested, Mrs. DeBellefeuille, and we will see how things proceed.

I now turn back to you, Mr. Housefather. You may finish your re‐
marks. You were originally allotted five minutes.

● (1640)

Anthony Housefather: Thank you, Mr. Chair. I think I've proba‐
bly used up the full five minutes. I'll give the remainder of my
speaking time to Mr. Ramsay.

I fully understand Mrs. DeBellefeuille's position. That said, it's
really important that we conduct clause-by-clause consideration of
the bill. If someone has submitted a brief in both official languages,
it shouldn't take that long to determine, just by looking at it,
whether the translation is of sufficient quality or not. That's not the
same as translating the entire brief. I certainly hope we can at least
find a way.

[English]

For those who didn't hear that in English, if you have your brief
and you want us to see it before, send it to us directly by email. It's
firstname.lastname@parl.gc.ca. At least we'll have the choice to
read it if you send it.

Thanks, Mr. Chair.

Jacques Ramsay: Mr. Surgenor, I want to come back to some‐
thing you said.

I would attribute it to your age. You look like a bright fellow, but
it was quite naive. If you want to say that the challenges of law en‐
forcement are the same today as they were a long time ago, when
officers only had to look into the white pages to find information
they needed, that is no longer the case. Police force chiefs from all
over Canada spoke with one voice to say that they really needed a
lawful access regime.

[Translation]

Ms. Saad, if I may, I'll speak to you in French.

You said that the resources were already available to police offi‐
cers. You're right, but you may not have read the title of part 1 of
the bill: It refers to timely access. That's what the police are telling
us. Their investigations are stalling or not moving forward because
they don't have enough time to access the information. There are
too many barriers.

[English]

Timely access is what this bill is all about.
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[Translation]

Mr. Hatfield, you said the government was installing micro‐
phones or spyware throughout people's homes. That's not the case,
sir, based on the warning Mr. Baber mentioned. You know, the gov‐
ernment needs a court order to obtain that information. We ask
companies to retain information that isn't accessible to the govern‐
ment unless certain conditions are met and there's reason to believe
that this information would lead to a conclusion resulting in a con‐
viction. That's no small matter, Mr. Hatfield.

That's all I'm going to say because I think I've run out of time.
The Chair: That is correct. Unfortunately, your flight of oratory

must now come to an end.

Before we suspend the meeting, I would like to tell you that, on
the point of privilege, I have contacted representatives from the
three different parties and shared with them the observations I have
gathered over the past few weeks. I find that there has been no vio‐
lation of members' privilege, given the usual circumstances we
have observed.

This brings me to thank you, distinguished witnesses, for your
appearance. I wish you a good day.

For everyone else, we will suspend the session for a few mo‐
ments.
● (1640)

_____________________(Pause)_____________________

● (1650)

The Chair: Good afternoon again, everyone. We're ready to be‐
gin the second hour of our meeting.

I'll start by introducing the witnesses.

First, we have Mr. Khaled Alqazzaz from the Canadian Muslim
Public Affairs Council, who is joining us by video conference.

Next, we have Mr. Tim McSorley, senior fellow at the Centre for
Free Expression. He is here in person.

We also have Mr. Udbhav Tiwari from Signal, who is joining us
by video conference.

I welcome to our distinguished witnesses and thank you for join‐
ing us.

Let's now move on to the presentations. You will each have five
minutes to speak. Let's begin with Khaled Alqazzaz.

You have the floor, Mr. Alqazzaz.
[English]

Khaled Alqazzaz (Executive Director, Canadian Muslim
Public Affairs Council): Thank you, Mr. Chair.

Assalamu alykum. Peace be with you. Thank you for the opportu‐
nity to appear today.

My name is Khaled Alqazzaz, and I am the executive director of
the Canadian Muslim Public Affairs Council. CMPAC is a not-for-
profit organization dedicated to advancing civil liberties, addressing

systemic Islamophobia and ensuring that Muslim perspectives are
represented in public policy.

CMPAC submits that Bill C-22 should be withdrawn. At a mini‐
mum, part 2 of the legislation, the supporting authorized access to
information act, should be removed in its entirety, and the provi‐
sions in part 1 that lower the threshold for access to subscriber in‐
formation should be amended.

For Muslim Canadians, surveillance powers carry a particular
significance. Muslim communities have been disproportionately af‐
fected by national security and counterterrorism measures, particu‐
larly where expansive investigative authorities have operated with
limited accountability and oversight. These experiences reinforce
concerns that expanded surveillance powers disproportionately af‐
fect racialized and religious minority groups.

Privacy scholars and legal experts—in a joint letter sent to the
Prime Minister by civil liberties organizations, refugee rights orga‐
nizations, academics and digital rights organizations—concluded
that, if adopted as is, “Bill C-22 will be the most expansive inva‐
sion of Canadian privacy rights in modern history, and will put the
cybersecurity of everyone in Canada at unacceptable risk”.

The details of our submission will be shared with the committee
right after this meeting. However, here is a summary of our main
concerns.

Of particular concern is the creation of new production orders for
subscriber information based on the lower standard of “reasonable
grounds to suspect” versus “grounds to believe”.

Part 2 of the bill raises even greater difficulties. The SAAIA
grants broad regulatory and ministerial powers to compel service
providers to facilitate access to information and retain metadata.
The practical effect would be to increase the state's ability to col‐
lect, organize and analyze information capable of revealing reli‐
gious participation, political engagement, community relationships
and patterns of association. When metadata is collected and re‐
tained on a broad scale, such information permits forms of associa‐
tional surveillance capable of exposing lawful religious, charitable
and advocacy activities.

The second part with regard to part 2 is that by authorizing the
government to require all electronic service providers to modify
their systems and develop technical capabilities that facilitate ac‐
cess to information, Bill C-22 risks creating vulnerabilities that
could weaken the security of Canadians’ communications and per‐
sonal information. Once vulnerabilities exist, they may be exploited
not only by Canadian authorities but also by foreign governments,
cybercriminals and other malicious actors.
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Also, in part 2, the extensive reliance on secret orders is quite
problematic. Powers exercised through confidential directives with
limited transparency create obvious accountability deficits. Funda‐
mental rights require meaningful oversight and transparency.

Now I'll leave you with two examples, one from our community.

Many members of the Muslim community across Canada are im‐
migrants, refugees and individuals with family connections in
countries characterized by weak rule of law, political instability or
authoritarian governance. In such contexts, the low threshold of
“reasonable grounds to suspect” for foreign entities to request per‐
sonal data held in Canada, along with the lack of dual criminality
provisions in changes to the Mutual Legal Assistance in Criminal
Matters Act, can create serious risks, including transnational repres‐
sion, intimidation of family members, travel restrictions or other
forms of retaliation. These concerns are particularly significant
where information may be requested or shared based on conduct
that is not necessarily unlawful under Canadian law.

The second example is about concerns that extend beyond any
single community and that could affect all Canadians, including
members of Parliament who engage in international travel or diplo‐
matic activities. Several MPs have already been investigated for po‐
tential foreign interference. By lowering the threshold to “reason‐
able grounds to suspect,” Bill C-22 would permit the collection of
significant amounts of personal information. Such collection may
impact suspected MPs and a broader circle of friends and family.
This data can potentially be requested by foreign state agencies as
part of an investigation, having direct and indirect impacts on the
individuals investigated. While such measures may be justified in
limited cases, their impact often extends beyond the individual un‐
der investigation.
● (1655)

Furthermore, as a result of the legislation, ESPs would face addi‐
tional vulnerabilities, exposing them to higher risks of hacking and
data breaches, impacting every citizen, activist and, potentially, se‐
nior politician and subjecting them to extortion and targeting.

To wrap up, expanded surveillance powers could disproportion‐
ately affect Muslim, racialized, indigenous and other marginalized
communities. For this reason, CMPAC urges the withdrawal of Bill
C-22 for review. Public safety is a legitimate objective, but mea‐
sures pursued in its name must remain consistent with constitution‐
al rights, fundamental freedoms and democratic accountability.

Thank you.
[Translation]

The Chair: Thank you very much, Mr. Alqazzaz.

Mr. McSorley, you have the floor for five minutes.
Tim McSorley (Senior Fellow, Centre for Free Expression):

Thank you, Mr. Chair.
[English]

On behalf of the Centre for Free Expression, I want to thank all
of you for the opportunity to appear here today before you.

Bill C-22 poses a serious and unacceptable risk to the privacy
right of Canadians—both as an individual right and a social right

essential to participate meaningfully in democratic discourse. The
Centre for Free Expression's work is premised on understanding
that democracy is a regime founded on ongoing public discourse
about what is legitimate and what is illegitimate in society—a dis‐
course that is necessarily without any guarantor and without any
end, and one we all have a right to participate in and to be informed
by.

Privacy is fundamental for freedom of expression and democratic
discourse, specifically what Neil Richards has termed “intellectual
privacy”, which is the “protection from surveillance or interference
when we are engaged in the process of generating ideas—thinking,
reading,” and when we are discussing these with those close to us
“before our ideas are ready for public consumption.” In our evolv‐
ing digital world, much of our reading, thinking and private com‐
munications are mediated by electronic technologies that make pos‐
sible unprecedented forms of surveillance by the state, digital plat‐
forms, marketers and even those in our social networks.

The right to privacy is recognized as a human right in interna‐
tional law that Canada has signed and ratified. It is enshrined in the
United Nations' 1948 Universal Declaration of Human Rights,
which Canada supported and endorsed. While Canada's Charter of
Rights and Freedoms does not mention privacy specifically, our
courts have made clear that section 8 protects privacy.

In R v. Spencer, Justice Cromwell wrote, for a unanimous
Supreme Court, in paragraph 15, the following:

This Court has long emphasized the need for a purposive approach to s. 8 that
emphasizes the protection of privacy as a prerequisite to individual security, self-
fulfilment and autonomy as well as to the maintenance of a thriving democratic
society....

Further, at paragraph 36, he wrote:

The nature of the privacy interest does not depend on whether, in the particular
case, privacy shelters legal or illegal activity. The analysis turns on the privacy
of the area or the thing being searched and the impact of the search on its target,
not the legal or illegal nature of the items sought.

Finally, at paragraph 41, he wrote:

There is also a third conception of informational privacy...the understanding of
privacy as anonymity. In my view, the concept of privacy potentially protected
by s. 8 must include this understanding of privacy.

In R v. Marakah, Chief Justice McLachlin discussed the privacy
implications of modern electronic communications. She wrote:
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Preservation of a “zone of privacy” in which personal information is safe from
state intrusion is the very purpose of s. 8 of the Charter [and] this zone of priva‐
cy extends beyond one's own mobile device; it can include the electronic con‐
versations in which one shares private information with others. It is reasonable
to expect these private interactions—and not just the contents of a particular cell
phone at a particular point in time—to remain private.

Bill C-22 is the latest in a long string of proposals to undermine
Canadians' right to privacy in the name of fighting crime and pro‐
tecting national security. While all rights are weighed by our courts
in light of these competing interests and priorities, the proponents
of Bill C-22 have lost sight of the priority that our charter and
courts have given to protecting expressive freedom, and hence to
the privacy rights that help make political expression and democrat‐
ic discourse possible.

Bill C-22 would also supercharge state surveillance by, first, es‐
tablishing a new low threshold for production orders under the Mu‐
tual Legal Assistance in Criminal Matters Act, so foreign entities
could submit a request to the Minister of Justice for the production
of transmission data or subscriber data in the possession or control
of a person in Canada. To be granted, the request would only have
to meet the low bar of “reasonable grounds to suspect”. There
would be no dual criminality requirement, meaning the foreign of‐
fence need not also be an offence in Canada.

Second, it would create the framework for Canada to ratify the
second additional protocol of the Budapest convention, a multilat‐
eral data-sharing treaty that attempts to expedite the speed and vol‐
ume of data sharing among foreign law enforcement agencies at the
expense of human rights.

Third, it would make possible a Canada-U.S. cross-border data-
sharing agreement, which Canada is currently negotiating with the
United States under the U.S. CLOUD Act. As the Citizen Lab's
Kate Robertson wrote that this would mean “US surveillance activ‐
ities covered by the agreement would no longer require oversight
from Canadian authorities or judges, thus relinquishing a core ele‐
ment of Canada's sovereignty under international law.”
● (1700)

Finally, the supporting authorized access to information act,
through both public regulations and secret orders, would allow the
government to require the broadly defined category of “electronic
service providers” to make wide-ranging and drastic modifications
to their systems in order to facilitate access for law enforcement,
threatening encryption. It will also require all ESPs to retain sensi‐
tive personal data about users for up to a year, without adequate
safeguards to protect against security vulnerabilities that such or‐
ders will create. The new regime would also lack adequate account‐
ability or transparency provisions.

Thank you, and I look forward to your questions.
[Translation]

The Chair: Thank you very much for those opening remarks.

I now give the floor to Mr. Tiwari, who is onscreen, for five min‐
utes.
[English]

Udbhav Tiwari (Vice-President, Strategy and Global Affairs,
Signal): Thank you, Chairperson and members of the committee.

I am Udbhav Tiwari, vice-president of strategy and global affairs
at Signal.

Signal is a non-profit. We make the world's most widely used,
truly private messaging app, and the encryption protocol we built,
the Signal protocol, is the gold standard that much of the industry
beyond us relies on. It is essential for providing the core infrastruc‐
ture for the fundamental human right to privacy.

Those who depend on us and on this technology are regularly
subjected to surveillance around the world. However, it is vital for
us to recognize that it is because of how we operate, at the frontier
of global cybersecurity, that we understand intimately how techni‐
cal architecture protects human safety and how easily badly drafted
laws can dismantle these critical protections.

In its current form, Bill C-22 would convert the everyday tools
Canadians rely on into a sprawling, insecure surveillance apparatus.
To be up front, Signal will not build infrastructure into our service,
and we will also not build surveillance into our service. If we are
ever forced to choose between betraying the people who rely on us
and leaving a market, we will leave.

One fact shapes everything I will say: Signal collects almost no
data about our users, by design. It is this property that leads us to
enjoy the reputation we have, including among Canadians. Bill
C-22 could force us to rewrite our code, dismantle our robust priva‐
cy architectures and design surveillance into our systems. Let me
give you three concrete pictures of how chilling such a proposition
is.

First is undermining encryption. Bill C-22 creates an open-ended
power to compel a company to re-engineer its own service to en‐
able government access. We have seen where this leads. We know
it is never one device. Once you build a mechanism to break your
own protections, that mechanism exists, and it can be identified and
exploited by anyone with the time and resources to do so. As secu‐
rity experts have warned for over 30 years, there is no back door
that only the good guys can walk through.
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Second is deliberately engineering weaknesses. This is the provi‐
sion that should alarm anyone who relies on the safety of private
messaging and on technical services more broadly. The powers in
this bill are broad enough to compel a service like Signal to sell out
our users, to do things like silently create hidden accounts and slip
them into private group conversations, to manufacture a participant
the other members cannot see, and to do the same to other apps,
services and infrastructure.

Third is forced metadata retention. As we've established, we built
Signal to retain as close to no data as possible. This includes inti‐
mate metadata. Bill C-22 would let the government compel us to
construct the very surveillance apparatus we have refused to build,
in order to log who is talking to whom, when and from where, for
up to a year. Do not let the word “metadata” reassure you. Metadata
is the 2 a.m. phone call, the clinic you contacted, the lawyer you re‐
tained, the organizer you met and the journalist you trusted. In ag‐
gregate, it reveals as much, if not more, about individuals as con‐
tent—often more. A mandate to retain it would build a goldmine of
intimate data where none exists today, sitting ready for any foreign
adversary or criminal who breaches it. Mathematics does not care
about executive intent. A back door built for the good guys is sim‐
ply a vulnerability waiting for the bad guys to find.

None of this is hypothetical. Australia passed a similar regime in
2018, which required over 150 amendments before it could pass,
and Australia's own Parliamentary Joint Committee on Human
Rights found it incompatible with the rights to privacy and free ex‐
pression. Under it, the definition of a “covered provider” stretched
to fast food chains and shopping mall Wi-Fi. We've seen similar
things play out with Apple and iCloud in the United Kingdom, and
the Salt Typhoon hack in the United States as well, both of which
have been covered in great detail by others testifying before this
committee.

Let me end with what genuine reform of the law would require.
To update this bill for the technical realities of our current era, part
2 of C-22 should be withdrawn. Its core defects cannot be repaired
with targeted amendments.
● (1705)

If withdrawal is not politically feasible, as much as it is the right
course of action, then the following safeguards should be consid‐
ered non-negotiable for any amendments that improve these provi‐
sions.

The first is prior judicial authorization. Any order to alter a secu‐
rity system must be approved in advance by a court and not im‐
posed—

The Chair: I'm sorry, Mr. Tiwari. You'll need to speed up anoth‐
er 10 seconds. There will very likely be an opportunity for you to
continue with MPs. I'm sorry to do that.

Let me turn the floor to MP Caputo for six minutes, please.
Frank Caputo: Thank you, Mr. Chair.

You can use my time to finish up your opening statement, sir. Go
ahead.

Udbhav Tiwari: Thank you. I'll be very quick.

Second is independent technical scrutiny. There must be expert
independent assessments of feasibility and security before any obli‐
gations or orders under part 2 take effect.

Third, and finally, is a hard line on encryption and metadata. The
law must prohibit degrading or bypassing encryption and prohibit
forcing any provider to collect metadata that it does not already
hold.

To repeat, Signal will not build surveillance into our service. If
we are ever forced to choose between betraying the people who re‐
ly on us or leaving a market, we will leave, but Canada should not
force anyone to make this choice. You cannot make Canadians
safer by breaking the tools they rely on for protection from hackers,
hostile nations and everyday transnational surveillance.

Thank you for your time. I look forward to your questions.

● (1710)

Frank Caputo: Thank you very much.

One question I have is this. The government has called this bill
“encryption-neutral”, whatever that means. I have no idea what that
means. I think it's a little bit of a cute phrase to try to avoid the
question. The minister himself has said that they will deal with en‐
cryption.

Is it even possible to have any amendment that might satisfy you,
given how this process has gone? I'm sure you've been observing it.
I'm sure you've seen the rushed nature of this process. The fact of
the matter is that we probably need more time on this bill. It's not
that we haven't spent substantial time. It's that we've crammed so
many witnesses into a short period of time that I don't really feel
that we heard adequately from witnesses.

Number one, would you agree with all of that? Number two, is
there anything that could possibly satisfy you with respect to part 2
on your encryption concerns?

Udbhav Tiwari: Yes, I absolutely agree that the way part 2 is
currently drafted is incompatible with the fundamental human right
to privacy. It is why our primary recommendation is that it be
scrapped entirely.
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If it is not feasible to do so, we think that certain targeted
changes should be the absolute foundation for any legislation that
looks like part 2. Even those will not address all of our concerns
and will in fact continue to leave various executive actions that
could harm the privacy and security of everyday Canadians.

Frank Caputo: Thank you.

For the other two witnesses, I did mention my view that this bill
has been quite rushed. I'm not sure if either of you or all three of
you were watching earlier, but we've just found out that briefs that
were submitted in some cases over a week ago did not make it to
committee, and amendments were due yesterday. It's really begging
the question of, if we had an amendment or a proposed amendment,
whether we could even debate it.

I'm just getting a sense from all of you, given all of that, whether
this bill feels rushed.

I'll start with you, Mr. McSorley. Then we'll go to the two on
video, please.

Tim McSorley: Thank you.

Yes, we agree that this process has felt rushed both in the number
of days of study and the amount of time that the study has taken.

As well as being a senior fellow with the Centre for Free Expres‐
sion, I'm also national coordinator with a coalition called the Inter‐
national Civil Liberties Monitoring Group. We submitted a brief in
English to the committee on Sunday, May 24. We've been told that
it will be circulated—hopefully—on Friday.

We understand that it's later in the process and there is a strain on
resources, so this isn't a criticism of the hard work that the staff are
doing, but the speed at which the study has been progressing. From
our experience—and I've been with ICLMG and doing this for 10
years—it's incredibly difficult to get a brief in on time for it to be
translated in the amount of time that this study has been progress‐
ing. It has been much too short.

We have significant concerns and we have colleagues from other
organizations whom we believe should be here today. The Citizen
Lab and the Canadian Civil Liberties Association came out with an
incredible 55-page analysis of this bill, yet it likely is much too late
in the process and has come out after amendments were due. This is
a grave concern of ours.

Frank Caputo: Do either of you gentlemen on video have any‐
thing to add, in 30 seconds, please?

Khaled Alqazzaz: Thank you, MP Caputo.

Briefly, we actually looked into the amount of consultation, as
one of our recommendations, and we do not feel that there was
enough evidence put forward to demonstrate that there is a need for
additional legislation or to go into this much detail. That's one
point.

The second point is that we're making this contribution to note
the impact on marginalized groups and racialized communities. We
feel that even in that space, very little impact analysis or engage‐
ment was actually done on or with these different communities. As
marginalized or vulnerable communities, we see or feel the impact
much higher than others—

Frank Caputo: I'm sorry. I have to interrupt you there, sir. I do
have to give notice of motion.

I'm giving notice of the following motion:

That, in relation to the ongoing study of Bill C-22, an Act respecting lawful ac‐
cess:

a) the study be extended to accommodate further examination of Part 2 of the
bill which would enact the Supporting Authorized Access to Information Act,
provided that the following witnesses appear separately, for at least one hour
each:

i. the Minister of Industry, in relation to the impact on electronic service
providers and their industry;

ii. the Minister responsible for Canada-U.S. Trade, in relation to trade and secu‐
rity implications raised by American lawmakers;

iii. the Secretary of State (Combatting Crime);

iv. the Privacy Commissioner;

b) the committee receive an additional eight hours of witness testimony, provid‐
ed that the committee prioritize hearing the testimony of representatives from
NordVPN, ProtonVPN, ExpressVPN, Windscribe, DuckDuckGO, Migrant
Workers Alliance for Change, British Columbia Civil Liberties Association,
Canadian Anti-Monopoly Project, Canadian Council for Refugees, Migrant Jus‐
tice Clinic, International Civil Liberties Monitoring Group, Ontario Council of
Agencies Serving Immigrants, Samuelson-Glushko Canadian Internet Policy
and Public Interest Clinic, and the testimony of Glenn Greenwald, Safiyya Ah‐
mad, Noura Aljizawi, Brent Arnold, Teresa Scassa, Jane Bailey, Colin Bennett,
Ron Deibert, Lex Gill, Pantea Jafari, Michael Karanicolas, Shera Kelly, Kate
Robertson, and Maria Vamvalis, in addition to additional testimony deemed rele‐
vant by the committee;

c) the Chair be authorized to seek additional meeting time to accommodate this
testimony in a timely manner;

d) the Chair only be authorized to schedule a meeting for the purposes of clause-
by-clause consideration of Part 2 of the bill after the witnesses listed in part a)
have appeared, and the number of hours of testimony in part b) have been re‐
ceived.

That is my motion. Thank you.

● (1715)

The Chair: Thank you, MP Caputo, for this notice of motion.

Let me now turn to MP Powlowski for six minutes, please.

Marcus Powlowski (Thunder Bay—Rainy River, Lib.): Mr.
McSorley, you talked about the right to privacy and wanting to be
able to read whatever you'd like before forming your opinion on
something. My understanding of this law is that it specifically ex‐
cludes access to content and information on a person's web brows‐
ing history and social media activity. I understand it would allow
the government to access IP addresses, for example.

Could you lead me down your sequence of thinking as to how
this violates your right to privacy? Can you give me concrete exam‐
ples of how IP addresses and phone numbers are going to violate
your right to privacy?

Tim McSorley: Thank you for the question. I think it is very im‐
portant.
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It's true that I mentioned what we read, but it's also who we com‐
municate with and how we discuss things. It's about our private
lives. Looking at Bill C-22, I think the issue goes much further than
IP addresses and names. For example, the production order for sub‐
scriber information includes what kinds of services you were able
to access from the service provider, when you accessed them and
where you accessed them from. That goes much further than just an
IP address and is revealing of an individual's—

Marcus Powlowski: Can you tell me about what you said on the
kinds of services provided? I don't know. I'm a bit of a simpleton.
When I go to browse the web, I just access a website. I read the in‐
formation. I maybe text people.

What other kinds of access are you talking about?
Tim McSorley: The production orders under part 1 aren't limited

to just telecommunications or electronic service providers. The
wording of the law is that it's to any entity that provides a service
within Canada. That isn't just browsing a website. I'll specify here.
The confirmation of service demands have an explicit exclusion for
medical information and for privileged information. That exclusion
does not apply to the production orders.

For example, if I access an online portal to make appointments
with my doctor or to access certain services, even what services
they hold on file for me, that would be available through these new
production orders. It is highly revealing. It goes much further than
simple IP addresses and whether or not I went to a certain website.

That's just the production orders in part 1. That's not to mention
what kind of information could be highly revealing in terms of the
metadata that's collected under part 2. I realize that for law enforce‐
ment to access that, they would have to have lawful authorization,
but having the scope of information there.... We have to be realistic.

Looking back over the last 10 years, every time we see the abili‐
ty for police, CSIS or intelligence agencies to access more informa‐
tion, they do that. For example, with CSIS's dataset collections,
they were able, under Bill C-59, to begin collecting datasets about
Canadian individuals in publicly available information. The NSIRA
found that shortly after getting those powers, they went further than
they were allowed. Under this, they would have the lawful autho‐
rization to use that to also request and access datasets of metadata
held by electronic service providers.

It's an incredibly complex law. I understand your point that there
are certain things we do online that are not necessarily revealing,
even though the Supreme Court has agreed that IP addresses should
be protected under privacy laws, but that is a tiny part of what Bill
C-22 is proposing. The fact that this information could be acquired
has a direct impact on privacy and on our ability to engage in free
expression.
● (1720)

Marcus Powlowski: Is part of the concern.... I gather that one of
the things this law would allow would be for the government to ac‐
cess whom I was talking with on the phone. I don't know how
many colleagues' phone numbers they have on their phones. I have,
I think, a thousand on mine. I'm pretty sure some of them have, at
some point or another, engaged in criminal activity. I'm sure the
Conservatives have even more on their phones.

Voices: Oh, oh!

Marcus Powlowski: Is the concern that the government could
access this, find someone's number whom it suspects of engaging in
criminal activity, and that would be sufficient for it to get the fur‐
ther judicial order to start looking at the content of the information?

Tim McSorley: The concern is of the association of the data that
could be made. That's one part of it. As I mentioned for datasets,
it's also this idea of collecting and using this kind of information in
order to then try to engage in predicting criminality or predicting
threat assessments. The ability to do that has not been proven. In
fact, as we know, there are concerns around biases in those kinds of
algorithms and that kind of analysis.

We've seen in the past, under national security investigations,
that this idea of guilt by association is enough to engage in very
harmful investigations.

Marcus Powlowski: You're worried that the metadata, if I may
have contacted three people in the last year who are involved with
some sort of criminal activity, would then put me on some sort of
watch list, and I would be subject to heightened surveillance by the
government because of that.

Tim McSorley: That would be part of our concerns, yes.

Marcus Powlowski: Could I ask Mr. Alqazzaz the same ques‐
tion?

I'm certainly involved with helping Afghan interpreters come to
Canada. I've had various conversations with people in Afghanistan.
I would certainly share their concerns that if the IP addresses of
people in Afghanistan put me at risk and put me on some sort of
heightened security, it would be pretty hard to escape that if you're
talking to anyone in Afghanistan at the current time. Is that a con‐
cern of yours?

Khaled Alqazzaz: Thank you for this question.

It's important that I share with you the opposite perspective, basi‐
cally.

Canada has hosted so many refugees from Afghanistan and many
activists in different forms, in exile from Africa, from Iran and
from many different countries. They are actually under extreme
pressure and surveillance by foreign state agencies. Unfortunately,
for some of them, this bill will enable more access to this informa‐
tion through requests from foreign states, even if they are not sub‐
ject to fault under Canadian law.
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We've seen incidents where activists in exile here in Canada were
targeted by their regimes. There was an assassination of an Indian
activist—

The Chair: I'm sorry to interrupt. I was distracted. I should have
stopped Mr. Powlowski a few seconds ago.
[Translation]

Mrs. DeBellefeuille for six minutes.
Claude DeBellefeuille: Thank you very much, Mr. Chair.

I want to speak to you, Mr. Tiwari. I think you must have
guessed as much.

Since the government holds a majority and is truly committed to
passing Bill C‑22, we are convinced that the bill will be passed by
any means the government can use to achieve this. It must be said
that the minister is very open to amendments. In that regard, we
have even introduced amendments to clarify all issues related to en‐
cryption and metadata retention. In fact, when I say “we”, I mean
myself, on behalf of my party. We have proposed a series of
amendments that we hope will provide some assurance that privacy
is properly respected and that there is no infringement of privacy.

Based on your testimony, you do not believe that certain amend‐
ments could provide you with any such assurance. Have I got that
right?
● (1725)

[English]
Udbhav Tiwari: Yes. I did say so, specifically with regard to the

provisions in the law that allow the government to order platforms
to deliberately make changes to their services.

For example, if an order were to be passed that Signal should
start collecting data that it does not collect today, or that Signal
should create a feature that allows law enforcement to silently join
groups and observe conversations, both examples are of things that
do not directly touch encryption but that negate the very purpose of
encryption. We believe that any law that contains such technical ac‐
cess measures is incompatible with privacy.
[Translation]

Claude DeBellefeuille: Perhaps my question wasn't clear.

I find you to be a highly credible witness. I'm not saying that the
other witnesses aren't credible, but I know the reputation of your
organization. Your strength is protecting your clients and their secu‐
rity.

What would it take to protect the Signal organization? What do
you think needs to be done to properly ensure privacy protection
and, above all, to reassure you so that you can stay here and not
leave Canada? What kind of assurance would you need?
[English]

Udbhav Tiwari: At the risk of repeating myself, I will say that
we believe it is very challenging to see how proposed part 2 could
be amended in a way that would not pose a serious threat to Signal.

If it is politically unfeasible for proposed part 2 to be removed,
then we would request two crucial changes. The first is that an ex‐

plicit amendment be introduced that does not allow the government
to weaken encryption in any product, either directly under the pro‐
visions of the law or via indirect provisions, such as technical capa‐
bility notices or production orders.

The second—

[Translation]

Claude DeBellefeuille: I just want to clarify something, Mr. Ti‐
wari. You're telling us that, if the government goes ahead despite all
the testimony heard about the dangers of part 2, some key amend‐
ments will be needed, and you're in the process of listing them.

Time is of the essence, since we'll be starting clause‑by‑clause
consideration of the bill on Thursday. I was wondering whether you
had your amendments on hand and whether you could pass them on
to us quickly so that we can take a look at them. If so, I'll let you
explain them to us.

What amendments to part 2 could you explain to us verbally
while we're waiting to see them?

[English]

Udbhav Tiwari: We would be very happy to share with the
committee specific language with regard to the amendments in pro‐
posed part 2. At a high level, those changes will pertain to, number
one, explicitly protecting encryption; number two, making sure that
metadata collection cannot be expanded to compel the collection of
metadata, but must be limited to metadata the provider already col‐
lects; and three, regarding mandatory judicial authorization of these
orders under proposed part 2, making it not just an executive action
but one overseen by an independent judicial authority.

[Translation]

Claude DeBellefeuille: Thank you.

Mr. McSorley, we recently learned that the Canadian Security In‐
telligence Service has broken the law on a number of occasions. It
failed to comply with the Canadian Charter of Rights and Freedoms
and other current legislation. You're probably aware of this, since
protecting privacy is your main mission.

Are you concerned about the fact that the Canadian Security In‐
telligence Service is currently breaking the law and that, basically,
the bill will give it even a bit more power? Are you worried about
this?

● (1730)

Tim McSorley: We're indeed aware of the report from the Na‐
tional Security and Intelligence Review Agency. It's quite worrying.
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[English]

We're definitely concerned. Time and again.... This is not the first
time that CSIS has been found to be either engaging in unlawful ac‐
tivity or pushing the boundaries of what they're allowed to do. We
saw this with Bill C-70, the foreign interference act. We saw this
with the National Security Act, and now we're seeing it again with
this act. Every time we hear this is happening, they're rewarded
with new powers, and there's very little—at least no public—dis‐
cussion of what the repercussions are for the individuals and for the
service when they do....

It's frustrating to see that we only learn about this because of an
access to information request, and that it's not the kind of informa‐
tion that NSIRA and others are able to share publicly so we can
have these public debates. If there wasn't this access to information
request, we would have never known of the 20 instances, approxi‐
mately, within one year of CSIS engaging in unlawful activity.
[Translation]

Claude DeBellefeuille: Thank you.
[English]

The Chair: Thank you very much.

Let me turn to Ms. Kirkland for five minutes, please.
Rhonda Kirkland: Thank you, Chair.

Mr. Tiwari, I have two brief questions for you, and you should
probably be brief in response.

Is it fair to say that Signal's position, which you've laid out very
clearly today, is not about resisting lawful access generally?

Udbhav Tiwari: No. Signal's position is that laws should not
compel service providers to start collecting information that they do
not already collect.

Rhonda Kirkland: Thank you.

When Signal says it would exit Canada rather than comply, is
that a decision triggered only by direct access to messages, or
would metadata retention and system redesign requirements alone
be enough to make compliance impossible?

Udbhav Tiwari: The last two examples that you just stated
would also be enough to make us not serve the market, as they
would fundamentally change our product.

Rhonda Kirkland: Thank you.

With Bill C-22, we're not talking about a minor amendment. It
goes to the core of how Canadians' privacy is protected, how their
digital communications may be accessed and how confidence in
our institutions is either strengthened or weakened for years to
come.

We as Conservatives are committed to seeing part 1 potentially
become law before the summer adjournment, but part 2 raises some
serious concerns for us—and for all of us, it should—as we've lis‐
tened at this committee over several sessions.

There's major government overreach and significant expansion
of government authority, and I truly believe that this bill needs fur‐
ther study if the committee is going to fix this flawed Liberal

surveillance law. When legislation touches Canadians' private com‐
munications and personal data, our responsibility is to slow down,
to examine it carefully and to fully understand the consequences
before proceeding.

We have also heard a CSIS official acknowledge that no techni‐
cal system is 100% secure. Lawful access mechanisms could be ex‐
ploited. At the same time, the Public Safety minister acknowledged
that trust is undermined when Canadians do not understand how
their information is used. That goes to the heart of this issue, so we
have to ensure that every risk is examined and every safeguard test‐
ed. That requires time, scrutiny and care.

Canadians don't want us to rush. They're asking us to get it right.
We shouldn't be racing.

Accordingly, I'd like to give verbal notice of the following mo‐
tion:

That the committee report the following recommendation to the House:

That the House grant the Standing Committee on Public Safety and National Se‐
curity the power to divide Bill C-22, an Act respecting lawful access, into two
parts provided that:

a) Bill C-22A consist of clauses 2 to 40, which would amend various Acts to
modernize certain provisions respecting the timely gathering and production of
data and information during an investigation, including amendments to the
Criminal Code, the Foreign Publishers Advertising Services Act, the Mutual Le‐
gal Assistance in Criminal Matters Act, the Canadian Security Intelligence Ser‐
vice Act, the Controlled Drugs and Substances Act and the Cannabis Act;

b) Bill C-22B consist of clauses 41 to 47, enacting the Supporting Authorized
Access to Information Act which establishes a framework for ensuring that elec‐
tronic service providers can facilitate the exercise, by authorized persons, of au‐
thorities to access information conferred under the Criminal Code or the Canadi‐
an Security Intelligence Service Act, as well as consequential and related
amendments to the Intelligence Commissioner Act;

and that both bills contain provisions that will subject them to a parliamentary
review, such as those contained in clause 48.

Thank you, Mr. Chair.

● (1735)

The Chair: Thank you for that notice of motion, Ms. Kirkland.

The time is up, MP Caputo, unless it's a point of order.

Frank Caputo: Mr. Chair, thank you very much.

The Chair: Is it a point of order?
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Frank Caputo: This is on privilege, and I would like to move
the following privilege motion that, given that (a) the Privacy Com‐
missioner provided documentation to the committee in relation to
the study of Bill C-22 but that documentation was not distributed to
the committee in a timely manner, preventing members from
preparing for his appearance and incorporating his recommenda‐
tions into amendments prior to the original deadline; (b) Open‐
Media provided documentation to the committee, but it was not dis‐
tributed in a timely manner, preventing members from preparing
their testimony; and (c) Apple provided a brief to the committee
over one week ago, but that documentation has not been provided
to the committee ahead of the deadline for amendments; it be re‐
solved that, in the opinion of the committee, the members' privi‐
leges have been breached; that the clerk be instructed to compile
the relevant facts and evidence; and that those facts and evidence
be reported to the House.

Mr. Chair, I don't think anybody likes to move a privilege mo‐
tion, but—

Anthony Housefather: I have a point of order.
The Chair: MP Housefather, go ahead.
Anthony Housefather: Mr. Chair, you previously ruled today

that this wasn't privilege. You actually ruled on this point, which is
the subject of this motion. A motion cannot be moved on a point of
privilege, and it cannot be moved, particularly, since you already
ruled on this, Mr. Chair.

The Chair: I'll give a few more seconds to MP Caputo, but....
Frank Caputo: With all due respect, that was actually with re‐

spect to Mr. Lloyd's point of privilege. We have now learned—
The Chair: This is—
Frank Caputo: I have the floor here, please. We have now

learned that—

An hon. member: No, you don't.
The Chair: No, this is a point of privilege.
Frank Caputo: Yes.
The Chair: The motion that you're moving, what you call a mo‐

tion of privilege, as MP Housefather has already said, I already
ruled on that point earlier.

Frank Caputo: Well, no, this a different point of privilege—
The Chair: If there is something else that you would like to

point—
Frank Caputo: Yes, there is something else I would like to point

out: Amendments were due yesterday. That wasn't the case with
Mr. Lloyd's point of privilege. We found out that three witnesses
who came here today—

The Chair: I'm sorry, MP Caputo, I know you have things to
say, but we have witnesses to hear.

If it's not related to the matter dealing with business—
Frank Caputo: Privilege takes priority over committee business.

It is privilege—
The Chair: I'm sorry. I am the chair, and I'm going to say clearly

what I said earlier, which is that I have already ruled on this matter
of privilege.

Frank Caputo: You did not rule on my matter of privilege.

The Chair: Is this something new?

Frank Caputo: This is something new because we were asked
to put in amendments yesterday—

The Chair: I will suspend for a couple of seconds, and then we'll
come back.

● (1735)
_____________________(Pause)_____________________

● (1740)

The Chair: I'll say it in English, and I hope everyone will under‐
stand my broken legal expertise, both in French and in English.

This is, in my view, not a point of privilege. I've already ruled on
that. Now, if the committee wants to question and to overrule my
decision, that's the privilege of the members of the committee.
However, I've already ruled on this matter of privilege, and I will,
therefore, move to the witnesses.

Rhonda Kirkland: I have a point of order, Mr. Chair. I would
argue that—

The Chair: Ms. Kirkland, it has to be a point of order.

Rhonda Kirkland: I believe it is a point of order because this is
a different subject matter completely.

We have learned—and I don't want to be disappointed here—
more information during this meeting, which required a new point
of privilege. In the previous meeting, we did not have amendments
due in this meeting. This is a different scenario. We learned of more
things we have missed, and we haven't received.

I would argue that it is absolutely a different point of privilege. I
would completely disagree with your ruling if you were to rule that
it wasn't. I think you need to see that this is a new set of informa‐
tion that we have not received. It's totally different from Mr.
Lloyd's.

An hon. member: Then challenge the chair.

The Chair: I have Mr. Baber, and then we'll move on.

[Translation]

Claude DeBellefeuille: In any case, the interpreter didn't hear
any of it, I can tell you that.

The Chair: What did you say, Mrs. DeBellefeuille?

Claude DeBellefeuille: There's obstinacy and it wasn't interpret‐
ed.

As you know, Mr. Chair, I think that the interpreters here are the
best on the Hill.

The Chair: You're right to say so, because we think so too.

Claude DeBellefeuille: Yet even though they're the best, they
understood absolutely nothing of the obstinacy that I just witnessed.

The Chair: Good point. I think that everyone should understand
it properly.
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[English]

Go ahead, Mr. Baber.
Roman Baber: Should she not repeat it then? If it wasn't inter‐

preted, should it not be repeated?
Frank Caputo: I think it should be, but what do you think?
The Chair: Let's see if Mr. Baber has an additional point to

make.
Roman Baber: Chair, you have ruled on a different set of facts.

What happened at the commencement of this meeting is that Mr.
Caputo asked to resurrect a previous question of privilege made by
Mr. Lloyd. Since then, we have obtained not just new information
but a new set of facts that also gives rise to privilege. This is privi‐
lege that you must be compelled to rule on, even if you wish to re‐
fer to your previous ruling for guidance.

We have a material change in facts. We have now learned of at
least two stakeholders today who have submitted briefs. One is
OpenMedia. It submitted a brief two weeks ago.

Marianne Dandurand: I have a point of order.
● (1745)

Roman Baber: Another one is Apple. It submitted a brief eight
days ago.

In the meantime, while the House of Commons is receiving criti‐
cism, it's the government that is thrusting and pushing clause-by-
clause to start the day after tomorrow. Without having access to
briefs that can be very instructive in this process, this is a clear vio‐
lation of privilege. I ask you to rule on this set of facts, please.

The Chair: Go ahead, MP Dandurand.
[Translation]

Marianne Dandurand: Mr. Chair, I think that we've already
talked about all this. I think we can stop talking about this and get
back to the work that we were doing. It's absolutely not a point of
privilege. There hasn't been any violation. I think that we can pick
up where we left off.

We have witnesses waiting to continue their testimonies. The op‐
position members wanted to hear from these witnesses. So I think
that we should get back to business and continue to speak with
these witnesses to hear their ideas, since they think that their ideas
are very useful. I would like to be able to ask them questions.

The Chair: Mr. Ramsay, you have the floor.
Jacques Ramsay: Mr. Chair, with all due respect to my col‐

leagues, I would say that the translation issue occurs in all parlia‐
mentary committees on the Hill. This issue has been around for a
number of years. This isn't an issue for debate today. It isn't a
Bill C‑22 issue. The opposition is trying to get mileage out of a red
herring.

You already voted on the motion, Mr. Chair. I think that we can
get back to business. We have important witnesses to hear from and
I suggest that we do so.

The Chair: Okay.

I'll say it in French this time. That way, there won't be any prob‐
lems interpreting from English to French.

You heard my ruling. There isn't any point of privilege this time,
just as there wasn't any last time.

If the committee would like to question or challenge my ruling,
it's possible to do so.

[English]

Frank Caputo: I would like to respond to that point of order.

The Chair: No, MP Caputo, we have—

Frank Caputo: Mr. Chair, so he gets to call—

The Chair: No, MP Caputo, I'm sorry.

I am the chair, and I'm going to—

Frank Caputo: I understand, but he called it fake.

The Chair: We're going to suspend and adjourn soon.

● (1745)
_____________________(Pause)_____________________

● (1745)

[Translation]

The Chair: I call the meeting back to order.

To wrap up the discussion, I'll ask the clerk to check whether the
committee members want to question my ruling on the point of
privilege.

[English]

Frank Caputo: Is this regarding the point of privilege?

The Chair: No. We are going to end that discussion with a clear
decision on whether the committee members want to overrule my
decision on the question of privilege I described before the break.

Mr. Clerk, please proceed with a roll call.

[Translation]

Claude DeBellefeuille: Mr. Chair, it's that—

[English]

The Chair: I am doing it now, and we'll see what the outcome is.

Mr. Clerk, please go ahead.

● (1750)

[Translation]

Claude DeBellefeuille: Excuse me, but I don't even know what
we're talking about. Is this a motion tabled spontaneously?

The Chair: Yes.

Claude DeBellefeuille: What's the motion, exactly?

The Chair: A question was asked about a point of privilege.

Claude DeBellefeuille: Yes.

The Chair: I informed the committee of my ruling.
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Claude DeBellefeuille: Was it about the documents? What was
it about?

The Chair: It was felt that a violation of the members' privilege
had occurred because of delays in translation. Reports from the Pri‐
vacy Commissioner were discussed. I informed the committee of
my ruling that no violation of the members' privilege had occurred.
This ruling was challenged, which is entirely possible. The clerk
will check whether the majority of committee members want to
challenge the chair's ruling.
[English]

Frank Caputo: Nobody has challenged your ruling yet. You
cannot challenge your own ruling.

The Chair: MP Caputo, I will—

Frank Caputo: I will challenge—

The Chair: Mr. Caputo, you don't have the floor. I have the
floor.

Frank Caputo: I would ask for the floor, please.

The Chair: I am going to adjourn this meeting.
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