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[English]

The Chair (Ben Carr (Winnipeg South Centre, Lib.)): Good
morning, everybody.

[Translation]

Welcome.

I hope everyone is having a good week.
[English]

We're going to start a new study this morning, one that is of sig-
nificant importance to Canadians across the country.

I'd like to just begin with a reminder for witnesses.

If you're using your earpiece, please ensure that, if it's not on
your ear but plugged in, you have it on the sticker in front of you.
That's to protect the health and well-being of our interpreters.

[Translation]

I confirm that we've done all necessary tests and that both video
and sound are working well.

[English]

Colleagues, we will have one hour of testimony with the witness-
es before us this morning, and then we will go in camera to hope-
fully finish the second version of the mould-maker study report that
we were working on previously.

With that, I'd like to welcome the witnesses who are here with us
today.

From the Canadian Bankers Association, we have Anthony
Ostler, president and chief executive officer; and Hartland Elcock,
assistant general counsel and vice-president.

Gentlemen, welcome.

From the Canadian Telecommunications Association, we have
Eric Smith, senior vice-president.

Welcome, sir.
From Telus, we have Carey Frey, chief security officer.
Welcome, Mr. Frey.

Witnesses, you'll each have up to five minutes for your introduc-
tory remarks. You don't have to use them all, but you're certainly
entitled to them.

Following the introductory testimony from our three witnesses,
we will then turn to members around the table from the various rec-
ognized political parties to get into questions and answers.

For the Canadian Bankers Association, Mr. Ostler, I suspect it
will be you who will be speaking. The floor is yours, sir.

[Translation]

Anthony Ostler (President and Chief Executive Officer,
Canadian Bankers Association): Thank you very much.

Good morning.

I'm very grateful to the committee for giving us the opportunity
to contribute to its work on financial fraud and scams in Canada.

My name is Anthony Ostler, and I'm the president and chief ex-
ecutive officer of the Canadian Bankers Association, or CBA. I'm
joined today by Hartland Elcock, assistant general counsel and
vice-president at the CBA.

The CBA represents more than 60 Canadian and foreign banks
operating in Canada. It supports the adoption of public policies to
maintain a strong and dynamic banking system capable of helping
Canadians achieve their financial goals.

[English]

Addressing financial crime is a top priority for the CBA. As a
board member of the International Banking Federation, IBFed, 1
saw first-hand at our November 2022 meeting in Sydney how Aus-
tralia was responding through a growing cross-sector public-private
approach. Cybercriminals were exploiting the digital connectivity
accelerated during the pandemic, stealing from individuals and
laundering proceeds, often supporting organized crime, bad actor
nation-states and terrorism.
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In 2023, Canada was continuing to see an increase in fraud and
scams, while Australia began reducing them through its cross-sec-
tor program. By early 2024, it was clear that we should apply those
lessons in Canada. Two years ago, the CBA brought together some
50 public and private sector partners, including regulators, financial
institutions, telecommunications providers, law enforcement and
digital platforms to create the Canadian anti-scam coalition. The
coalition coordinates education, awareness and prevention efforts,
including the development of a national taxonomy, a fraud detec-
tion pilot, and the ongoing Stand Against Scams campaign.

While I'm here today as head of the CBA, I also continue to chair
the coalition's steering committee, now housed in the Canadian Cy-
ber Threat Exchange.

The CBA has also provided comments to Finance Canada in sup-
port of a national anti-fraud strategy. We support a federal cross-
sector approach to strengthen consumer protection and reinforce
trust in Canada's digital economy, starting with the financial ser-
vices, telecommunications and digital platform sectors. These sec-
tors intersect across the fraud life cycle, and the Canadian anti-
fraud centre has found that over 85% of fraud dollar losses can be
traced back to telecom or digital channels. Coordinated action
across sectors, alongside responsible consumer behaviour, is critical
to reduce fraud-related harm to Canadians.

In January 2025, I became chair of the IBFed and launched a
task force to share international best practices on fraud and scams.
In March, I led an IBFed delegation to the United Nations-Interpol
Global Fraud Summit in Vienna. Key outcomes included a call to
action for countries and a global public-private partnership frame-
work for institutions. Thirty-seven member states, including
Canada, have endorsed the call to action, and the CBA, IBFed, gov-
ernments, digital platforms, NGOs and other organizations have en-
dorsed the framework. This international work continues through
pilot projects to strengthen fraud protections.

As Australia's experience and the recent future of financial infor-
mation sharing research show, cross-sector information sharing is
essential. Supported by strong governance and privacy protective
guardrails, this voluntary and conditional information sharing will
allow Canada to fight fraud across its full life cycle.

Public awareness and education are also critical to an effective
national anti-fraud strategy. They support earlier detection, better
decisions, prevention and improved reporting. We encourage the
government to further support the coalition's multi-sector Stand
Against Scams campaign. A whole-of-government strategy can
help organizations contribute their expertise, but roles and man-
dates across this system must be clearly defined. Better coordina-
tion among Canadian law enforcement at all levels and with inter-
national partners will require a clearer intelligence-informed oper-
ating model.

We also believe the Canadian anti-fraud centre should remain
Canada's primary hub for fraud reporting and intelligence aggrega-
tion. As I have noted, the financial crime environment is evolving
quickly, and the AML-ATF regime must keep pace. That is why we
support the government's creation of a financial crimes agency, the
FCA, which promises to help Canada's fight against complex finan-
cial crime. As it develops, the CBA supports the FCA's becoming

the national operational lead on combatting financial crime, with a
coordinating and priority-setting role to help guide the AML
regime's continued evolution into a more risk-based, fit-for-purpose
framework.

In closing, the CBA appreciates the opportunity to contribute to
the committee's study. Canada's banks know first-hand the financial
and emotional toll that fraud takes on their clients. Banks invest
heavily in fraud prevention, cybersecurity training and client
awareness, but no single organization or sector can successfully
stem this tide. If we work together across government and sectors
collaboratively to solve this threat, together we can protect Canadi-
ans, Canadian businesses and the economy.

® (1110)

We look forward to your questions.

The Chair: Thank you very much, Mr. Ostler. I appreciate that.
You clearly timed that out, as you were right on the dot.

Mr. Smith, I'll turn the floor to you.

Eric Smith (Senior Vice-President, Canadian Telecommuni-
cations Association): I'll try to come in five seconds under that.

Thank you, Mr. Chair and members of the committee, for the op-
portunity to appear before you today on behalf of the Canadian
Telecommunications Association.

Our association is dedicated to building a better future for Cana-
dians through connectivity. Our members include telecommunica-
tions service providers, equipment manufacturers and other organi-
zations that invest in, build, maintain and operate Canada's world-
class telecommunications networks.

Fraud is a serious issue. It causes financial harm, undermines
confidence in digital services and affects Canadians in every region
of this country. The telecommunications industry takes this chal-
lenge seriously. Our members invest significant resources in fraud
prevention and work continually to identify emerging threats,
strengthen network protections, support law enforcement investiga-
tions and help educate Canadians about scams.
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Measures taken to help Canadians include blocking certain types
of calls; caller ID spoofing prevention tools, like do-not-originate
programs and the implementation of STIR/SHAKEN technology;
call trace-back capabilities to help identify the origins of scam
calls; network-level analytics to identify and flag suspicious com-
munications; spam reporting systems; identity and account protec-
tions; and ongoing collaboration with law enforcement and govern-
ment agencies.

At the same time, it's important to recognize that fraud is an
ecosystem-wide challenge. Telecommunications networks are often
the pathway through which fraudulent communications travel, but
they are typically not where the scams originate, where the fraudu-
lent content is created or where financial losses ultimately occur.
Today's fraudsters frequently use digital platforms to originate, op-
timize, amplify and execute scams or use over-the-top messaging
applications to communicate with their intended victims. While
telecommunications networks are used to deliver these communica-
tions, telecoms service providers generally do not see the content of
these communications.

To use a common analogy, while telecoms providers deliver the
envelope, they do not read the mail.

Telecommunications providers are also subject to legal obliga-
tions that limit their ability to interfere with communications. Sec-
tion 36 of the Telecommunications Act prohibits telecoms
providers from independently blocking communications without
specific authority provided by the CRTC. This restriction is a fun-
damental element of Canada's net neutrality framework and exists
to ensure that anti-fraud measures do not inadvertently block lawful
traffic or interfere with critical communications.

Some of the previously mentioned measures taken by our sector
to combat fraud were possible only after careful scrutiny by the
CRTC, and only after the commission was satisfied that such mea-
sures would be effective, were in the public interest and would not
negatively impact the delivery of legitimate traffic.

As the government develops its national anti-fraud strategy, we
think it should focus on the following four priorities.

First, strengthen coordination and information sharing across
sectors. Fraud prevention is most effective when telecommunica-
tions providers, financial institutions, digital platforms, government
agencies and law enforcement work together and share information.

Second, strengthen international co-operation. Many, if not most,
fraud operations originate outside Canada's borders, making cross-
border collaboration essential.

Third, expand public awareness and education. Most fraud ulti-
mately relies on social engineering. Helping Canadians recognize
scams remains one of the most effective tools available.

Fourth, ensure that any new anti-fraud measures under consider-
ation complement existing regulatory frameworks and avoid unnec-
essary duplication. Building on existing authorities, expertise and
industry-led initiatives will help ensure that resources are directed
toward preventing fraud rather than navigating overlapping compli-
ance obligations.

In closing, the telecommunications industry is committed to be-
ing part of the solution. Our members will continue investing in
network protections, collaborating with partners across sectors and
supporting efforts to protect Canadians from fraud. We look for-
ward to working with the government, regulators, law enforcement
and other stakeholders to develop a national anti-fraud strategy that
is practical and effective and reflects the shared responsibility re-
quired to address this evolving threat.

Thank you. I'd be pleased to answer your questions.

® (1115)

The Chair: Thank you very much, Mr. Smith.

Mr. Frey, I'll turn the floor over to you for up to five minutes, sir.

Carey Frey (Chief Security Officer, Telus): Chair and mem-
bers of the committee, thank you for the opportunity to appear be-
fore you today.

My name is Carey Frey, and I serve as the chief security officer
at Telus.

With over 21 million telecoms connections, we take seriously
our responsibility not only to connect Canadians but to protect
them.

I want to begin with a simple statement of fact. Fraud is now a
central feature of our economy. It is highly organized, international
in scope and growing at a rate that no individual sector or govern-
ment can contain on its own.

While Telus fights fraud daily, I want to offer a story that illus-
trates the type of fraud Canada is contending with today and say
that the only model to fight it with is collaboration between indus-
try, law enforcement and government.

Last November, Telus received a tip about a suspicious text mes-
sage hitting phones in Toronto. These messages had links designed
to impersonate legitimate payment websites. We launched an inves-
tigation and found nothing. There was no record of these messages
anywhere in our network logs. That absence itself was a clue. We
suspected we were dealing with an SMS blaster, which is a piece of
complex telecommunications equipment that mimics a legitimate
cell tower and floods nearby phones with fraudulent text messages.
It's a portable cyber-threat used by criminals to cause chaos and de-
fraud unsuspecting victims. We had never seen an SMS blaster de-
ployed in Canada before.
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Eventually, it became clear that someone was driving this device
around Toronto, moving through communities and targeting thou-
sands of phones at a time. Industry reached out to Toronto police to
report the text messages and also reported the unauthorized airwave
use to the Department of Innovation, Science and Economic Devel-
opment, or ISED. These reports kicked off a five-month investiga-
tion called Project Lighthouse.

Thanks to the information-sharing efforts between industry and
law enforcement, three individuals were arrested and now face 44
charges. In total, these individuals are responsible for more than 13
million network disruptions.

While the criminals' primary objective was to commit fraud,
their technology also doubles as a new and destructive type of pre-
positioned cyber-threat. These devices can disrupt 911 calls, cause
network outages and be used to launch cyber-attacks against critical
infrastructure from inside Canada's borders. They can even be used
to install malicious software on nearby smartphones. These new
tools of international fraud create threats to Canadians beyond fi-
nancial losses. We must locate and disable these technologies rather
than merely shield our citizens from their criminal application.

Project Lighthouse succeeded not because of a new law but
through sustained collaboration across major financial institutions,
Canada's telecoms, three police forces and several federal agencies.
We prevailed because we established trust, information sharing and
the willingness to act among all partners. This is the model Canada
that should pursue.

Canada already has much of what it needs to fight fraud more ef-
fectively. The Canadian anti-fraud centre, sector regulators, law en-
forcement agencies and the private sector coalitions are there. What
is missing is a central coordinating force that ensures that the best
tools and intelligence reach the people who need them. That is a
role only the federal government can play, and it should establish
itself in that role before reaching for new powers.

Project Lighthouse taught us four lessons that Parliament can im-
plement to combat fraud.

First, we need to strengthen co-operation across industry and
government as well as globally to disrupt fraud rings that abuse our
digital platforms. Trying to block individual frauds becomes an
endless and futile game of whack-a-mole against international
crime. Most digital fraud against Canadians operates abroad, mak-
ing strong international collaboration essential to stop it. Within
Canada, the federal government is best positioned to lead fraud pre-
vention, disruption and response efforts across the public and pri-
vate sectors.

Second, telecommunications companies could block more fraud-
ulent traffic on our networks, but today liability risk constrains
what we can do. Safe harbour laws protecting good-faith anti-fraud
actions would help protect Canadians at no additional cost to tax-
payers.

Third, provide law enforcement with the explicit mandate and
necessary resources to effectively apprehend fraud perpetrators and
dismantle their technical apparatus.

Fourth and finally, Parliament should look at existing policies
and how they unintentionally assist fraud. For instance, the CRTC's
customer confidentiality regulations restrict cross-industry informa-
tion-sharing. Another example is the CRTC's device unlocking
rules, which currently make it easier for criminals to defraud Cana-
dians of their smartphones, leaving them with significant debt and
damaged credit scores.

® (1120

To conclude, Telus sees ongoing fraud against our customers—
and, frankly, against all Canadians—every day. It is growing, but it
is beatable if we act with coordination and urgency. Telus is ready
to be a partner in that effort.

I look forward to your questions. Thank you.

The Chair: Thank you very much, Mr. Frey.

We'll go into our first line of questioning.

Madam Dancho, the floor is yours for six minutes.

Raquel Dancho (Kildonan—St. Paul, CPC): Thank you, Mr.
Chair.

It's an honour to start this important study. I know that every cor-
ner of the country has been impacted by frauds and scams. Mem-
bers of Parliament came together on this committee quite collabora-
tively to pursue recommendations to government so that we can
safeguard Canadians, their finances and, as outlined in testimony,
their safety as well in their access to 911 and other resources.

Thank you to the witnesses for being here. Your testimony is
very important to us. I have a number of questions for each of you,
but I first want to outline part of the inspiration for pursuing this
study from my end.

At my constituency office, we received a call about a year ago. It
said “RBC online banking”. My assistant answered the phone. It
seemed very legitimate, but there was something that didn't sit quite
right with her. She wasn't sure, so she hung up and called me. We
decided to call RBC directly and just see. Sure enough, it was a
scam. My assistant is young and with it. We often say that if you
don't have that, it provides more vulnerability, but she said it would
have been extremely easy for her to have given over the informa-
tion. They were very convincing. How are people supposed to de-
fend against this?

1 want to turn it over to you, Mr. Frey. Can you explain how that
could have happened in my office and in the homes of other Cana-
dians? The bank was the name on the call, but obviously fraudu-
lently. How does that happen, and how can that be prevented?
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Carey Frey: The unfortunate reality is that telephone calls and
SMS messages can be impersonated. That is due to limitations in
the security of the telecommunications infrastructure that was de-
veloped decades and decades ago and that we still rely on, at its
very fundamental layers, all around the world.

Our industry has developed many new, secure protocols to pre-
vent impersonation. However, every country in the world has to
adopt those. Countries that don't adopt them provide a safe haven
for criminals to route calls and SMS messages from those jurisdic-
tions, which we then have to process into Canadian networks. We
block the vast majority of those—probably over 99% of scam and
impersonation telephone calls and SMS messages—yet some are
still able to get through at a significant enough volume that it sus-
tains an industry for scams.

Raquel Dancho: Thank you very much. You're saying that part
of the problem is not necessarily something that's within your con-
trol as Telus. You're not restrained based on legislation. You alluded
to some legislative constraints, but for that specific issue, there's
not a legislative change or something that you can do domestically
to stop that. You are doing a lot, but you're saying that because
these calls are coming internationally and routed through your net-
work, that creates some issues. Is that right?

Carey Frey: Yes. That's correct.
Raquel Dancho: Okay.

Is there any recommendation you can provide to us that would
support you in preventing that?

Carey Frey: I don't see a recommendation to prevent that. It is a
reality of the telecommunications infrastructure globally. Options
we could look at are communicating in different ways or, as I men-
tioned in my testimony, revisiting greater international collabora-
tion on this question and seeking to upgrade networks in other
countries around the world and have them shut down older versions
of telecommunications infrastructure, which is the vulnerability that
is sustaining much of this activity.

Raquel Dancho: Do you see artificial intelligence playing a role,
both in the increase of the threat and also combatting it? Would that
help in this scenario or others similar?

Carey Frey: It would, yes. My concern overall is that the exam-
ple you cited, which is one I'm certainly familiar with, is in a small
minority of what is causing fraud at a large scale if we look at the
total financial losses in the country. While that would be an impor-
tant aspect to continue to focus on, there are many other examples
of abuse of our digital platforms, not just telecommunications in-
frastructure but also hyperscaler cloud platforms and the applica-
tions on our mobile phones that fraudsters are also using to perpe-
trate these scams.

It is a fact that even if we take away the vulnerable portions of
our global telecommunications infrastructure, they will simply piv-
ot their activities 100% onto the digital platforms. We have to be
very mindful of being holistic in our strategy.

® (1125)

Raquel Dancho: To the credit of the telecommunications plat-
forms, I have noticed, and maybe others have as well, that in the
last year it will show that a call is incoming but will say, “blocking:

likely scam”, or something like that. I had not seen that before, but
it's quite frequent now. It's much appreciated, but as you said, it
seems that some are still sneaking through.

Mr. Smith, did you have anything to add to this conversation
about prevention or legislative change or anything that you think
we can do?

Eric Smith: No, I think I'll just add to what Mr. Frey said. Some
of the tools that telecommunications providers in Canada and else-
where in the world have adopted have been to target those types of
things. In fact, with the CRTC, they implemented the STIR/SHAK-
EN technology, which helps verify the identity of callers but doesn't
verify the purpose of the call. However, as was mentioned, if that
technology is not adopted in the jurisdiction where a call has origi-
nated, for example, it doesn't provide that function.

There are also other programs that carriers have brought in, like
do-not-originate programs. For example, if a bank has 1-800 num-
bers that they do not use for outbound calls—they're just for people
to call into customer service—they can register that with telecoms,
so that if a call purports to be coming from that number, it is auto-
matically blocked.

There are different things that companies are doing, but as noted,
once you close one loophole, fraudsters go to other things. What
we're seeing a lot is on social media platforms, digital platforms
and those types of things.

Raquel Dancho: Thank you very much.
The Chair: Madam O'Rourke, the floor is yours for six minutes.

Dominique O'Rourke (Guelph, Lib.): Thank you so much,
Chair. I appreciate it.

In 2024, the Canadian Bankers Association, major banks, tele-
coms, technology firms, law enforcement and the Government of
Canada formed the Canadian anti-scam coalition to support a coor-
dinated response to scams.

I'm wondering, Mr. Ostler, what concrete results the Canadian
anti-scam coalition has achieved to date. How are those results be-
ing measured? How will it work with the new financial crimes
agency that the government has announced?

Anthony Ostler: There are multiple elements to the progress of
the coalition. A key thing to note is that the coalition is voluntary.
Probably one of our biggest accomplishments was the launch of our
education awareness campaign in fall 2025, called Stand Against
Scams. The call to action for Stand Against Scams is “Stop. Check.
Talk.”
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That is to try to help Canadians get greater skills to better protect
themselves. The reality is, if you talk about one type of scam vector
or style of scam, the bad actors, as these guys have been saying,
will change their route of doing it, so we're trying to help Canadi-
ans get better skills.

Additionally, we have developed a taxonomy of information
sharing so that we can see what telecoms, banks, digital platforms
and law enforcement would need, and so that we can have one ver-
sion of the truth when and if we set up an information-sharing ex-
change on a formalized basis.

Finally, we've had a great partnership with the telecommunica-
tions industry from the point of view of doing a pilot. One of the
large telecoms and a couple of my members are doing a pilot on in-
formation sharing, where they've identified meta-information
around bad actors doing scams. What's interesting about that is they
may find, let's say, a phone number that's been used fraudulently in
a telecom, and then discover it's been used with a fake identity at a
bank. Then they've been able to figure out that, okay, that person
must be using that as a mule account. Then we can pause the ac-
count and that kind of stuff.

That pilot has been really quite interesting. We're leveraging the
backbone of the telecom industry to facilitate securely sharing that
information. It's not a sustainable solution. It's not automated. How-
ever, when the pilot participants compare the information, the net-
working effect of having multiple parties is quite significant. We're
hoping to build upon that now that we have the taxonomy, and to
move forward on information exchange on a more formal basis.

I think a critical element will then also be adding in the digital
platforms from an information-exchanging perspective. The digital
platforms have been members of the coalition since the beginning
and have been key contributors to education awareness, including
programs like Meta is doing now with the World Cup to try to stop
people from being scammed. A special part of our campaign is
around that.

We've really welcomed that investment from all sectors in the ed-
ucation awareness campaign, but I'd say there's more to do. That's
why the opportunity to be at this committee and participate in this
study is welcome.

Australia has reduced scams by 30% over the last three years.
Our reported scam volumes have increased 32%. Since 2022, we're
up 32%; they're down 30%. They're the only country that, over the
last three years, has reduced scams. They've done that through a
cross-sector program that is government-led. That has brought not
just the sectors together, but also law enforcement and justice,
through Crown attorneys and that sort of thing. There's a whole co-
ordinated, integrated approach. That's done an amazing job of pro-
tecting Australian citizens. We'd like to do the same in Canada.

® (1130)
Dominique O'Rourke: That's fantastic.
I'm mindful of the time. I have two things in terms of your per-

spective on the new financial crimes agency that has been an-
nounced by the Minister of Finance.

In the spring economic statement, the government said that we
are going to ban crypto ATMs because they're frequently used in
scams. We should tell people, “Do not buy gift cards for scammers.
Do not go to a crypto ATM. The government is not going to ask
you for these things. Your bank is not going to ask you for these
things.”

I'm wondering whether you support that move to ban those cryp-
to ATMs that are in a lot of corner stores.

Anthony Ostler: Very much so. If you think about financial
crimes, scams and fraud are a subset of financial crime. The finan-
cial crime is connected to cybercrime. It's connected to money
laundering. Of the people who are perpetrating these scams and
fraud, 60% to 70% are outside the country. They need to get the
money out. They're laundering the money. One of the easiest ways
to do that is through crypto channels.

Most of the use cases for crypto are for financial crime of some
form or other. That's why we need a financial crimes agency. Other
large countries have them, such as Italy, the U.S. and the UK.
What we need is an agency that can coordinate with those agencies,
if we think about the risks that are involved here. That would better
enable us to disrupt these bad actors. We may not be able to take to
jail the ones who are overseas, but if we can coordinate across
countries and stop them from victimizing our citizens and business-
es, then we're better able to protect them.

Dominique O'Rourke: Thank you.

Mr. Chair, do I have a minute? MP Begum would take it.

The Chair: I'll give it to you on the back end.

Ms. Begum, you can tag on to Mr. Ntumba for a few seconds
when we get to the next round.

[Translation]

Mr. Ste-Marie, the floor is yours for six minutes.

Gabriel Ste-Marie (Joliette—Manawan, BQ): Thank you,
Mr. Chair. It's a pleasure to see you again at committee. I can tell
you that Ms. Dancho did an outstanding job as chair. I'd also like to
thank her for proposing this important study.

I'd also like to thank the four witnesses for being here. They have
provided us with a great deal of information in their responses and,
of course, in their opening remarks.
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First I'll address Mr. Ostler and Mr. Elcock, from the Canadian
Bankers' Association. I would, however, like to thank Mr. Smith for
his recommendations, particularly the fourth one, which relates to
Bill C-29, on which debate is due to begin shortly in the House of
Commons and continue in committee thereafter. 1 therefore thank
him for his recommendations.

Mr. Ostler, I'd like to discuss two types of fraud that have been
widely reported in the media and are seen internationally, but which
have devastating effects in Canada.

First, I'd like to invite the Canadian Bankers Association repre-
sentatives to provide the committee, if possible, with further infor-
mation on the pilot project they referred to, as it's very interesting,
as well as on the measures taken by Australia, the broad outlines of
which they have shared with us. We could draw inspiration from
this and perhaps succeed in producing a better committee report.

Let me give you an example of the first type of fraud we've seen
on public affairs programs. A young pensioner with a pension fund
goes on social media and stumbles across a deepfake video in
which the Prime Minister or Elon Musk is seen spouting falsehoods
and encouraging people to invest in cryptocurrencies by providing
a link to click on. The young pensioner clicks the link and in-
vests $20. He's then told that his investment has paid off and tripled
in value, so he withdraws his money: $60. Thinking it must work,
he does it again, this time investing $1,000 and subsequently re-
ceiving $3,000. He ends up investing his entire pension fund—
say, $500,000 or $1 million—and, just like that, all his money is
sent abroad, and he never sees it again.

I can't wait for representatives from social media platforms to ap-
pear before the committee so we can question them on this matter.
It makes no sense that circulating fake videos like this is permitted.

What can banks and financial institutions do once the money has
left the country? We've talked about coordination, but it seems
that's no longer the case. Is there any way, based on the laws and
regulations currently in place, to do more when we see
that $500,000 is being sent abroad and we suspect a problematic
situation, or even fraud?

As for FINTRAC, the Financial Transactions and Reports Analy-
sis Centre of Canada, it doesn't appear to have any powers. It re-
ceives information, produces reports and is overwhelmed.

So, what can be done under current rules and laws? What can
you, as bankers, do to stop this phenomenon and prevent criminals
from stealing people's life savings?

® (1135)
Anthony Ostler: Thank you very much.
[English]

For sure, we will provide you with information on the pilot and
on Australia. We've already provided some stuff on Australia to the
committee, and we've encouraged the Australian Bankers Associa-
tion and the experts who do their information exchange to be wit-
nesses. Hopefully that will be arranged for the committee, but we
will help facilitate that follow-up.

Regarding the deepfakes, that is a very challenging situation.
One thing our members do is constantly scan the web, be it social
media or wherever, looking for deepfakes that may have their rep-
resentatives in them, be it the CEO or well-known financial pun-
dits. When they identify those, they notify the appropriate platform
to have them taken down, because they don't want that contributing
to the noise or lending credibility to fake investment things.

Also, it's not just fake crypto investments, but the crypto one is
common, unfortunately.

What's interesting is that scammers play on emotions. They're
playing on fear, greed, lust and loneliness. Unfortunately for con-
sumers, if someone's playing on your emotions, often your critical
thinking skills get pushed away. If it's fear, maybe you're worried
about a grandchild or something. If it's loneliness, maybe it's about
a friend. Maybe it's greed, and you need more money. Those di-
mensions then have people push through.

Our members have lots of programs. If someone is trying to send
a large amount of money externally, they ask them what the pur-
pose is. If they're taking money out, it's a common local scam, or at
least local people are involved—it's not international players—to
try to convince people to take money out of their bank and give
them cash because there's a security risk or something. In those in-
stances, if they don't normally take out large amounts of cash, the
tellers have been trained to ask individuals about what's going on.

In regard to what we can further do, obviously a key part of it is
building the ability to share information and learn the patterns. If
something is happening in Trois-Riviéres or in Thunder Bay, where
we can connect the dots, be it with our telecom or digital platform
partners, we work with law enforcement to cut those things off.

In regard to FINTRAC, our members spend billions annually on
compliance and on fighting financial crime. Our system is not ef-
fective, because we're focused more on compliance instead of on
risk, so there's a real opportunity to reform our AML regime. If you
want more detail, Hartland, who's here with me, is our expert on fi-
nancial crime.

Hartland Elcock (Assistant General Counsel and Vice-Presi-
dent, Canadian Bankers Association): That's an excellent ques-
tion. I appreciate it.

First, we need to contextualize FINTRAC's role. They're an intel-
ligence agency rather than an enforcement agency. Our members
are the largest reporters to FINTRAC of suspicious transactions,
which is where an institution has seen suspicious activity that leads
to reasonable grounds to suspect money laundering, and it sends
that information to FINTRAC.

Again, it's money laundering, terrorist financing and sanctions
evasion. It's not the predicate offences of fraud; it's the treatment of
the money after those initial incidents, and what FINTRAC does is
package that information to send it on to law enforcement.
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I think the FCA is a critical ingredient here. You can have a lot of
reporting, as we do currently. In fact, I think the Cullen commission
has noted that we have magnitudes more reporting than other juris-
dictions, but we're not seeing the results in terms of investigations
and prosecutions.

What the FCA can do is offer what all my colleagues have men-
tioned, which is coordinated, integrated investigations of complex
financial crimes to yield results for Canadians, to protect them and
to take the information and translate it into real results.

That doesn't mean that the AML regime itself doesn't need im-
provement along the lines of what you're referring to. As Anthony,
our president, mentioned, focusing on risk is critical. We have a lot
of reporting into FINTRAC. That's a lot of noise in the system.

What we think is critical is that we see a reform of the AML
regime overall. We need a modernization of our AML laws to look
at the type of reporting that's going into FINTRAC to ensure that
it's targeted at risk and the priority risks of the government. Then
law enforcement is getting exactly the information it needs. There's
not a deluge of information. It's really targeted at bad actors.

We can do that through changes to legislation. We can do that
through changes to information-sharing powers. Currently, we have
private-to-private information sharing. That's currently being stood
up. We're looking for some additional changes around public-to-
private information sharing, so that law enforcement can share key
pre-production indicators with banks to help guide efforts to detect
and then mitigate money laundering.

Finally, we also need to look at how we enforce the regime. Do
we need to consider sector-specific regulation? FINTRAC has
39,000 reporting entities. That is a big job, and I think it's important
that the right regulators are looking at the right industries.

We've mentioned other sectors, like MSBs. It's important that in
areas where there's high risk, supervisory resources are dedicated to
those areas of high risk so that we have compliance. Our members
are highly compliant. Our members are also prudentially regulated,
so there are several lines of defence, but it's important that we have
comprehensive regulation across the board.

Again, I'll close with the financial crimes agency itself. I think
that everything that's being tabled is very promising in its structure,
in its mandate and in its powers. We also hope that as time goes on
it evolves into a coordinating agency—something that can set na-
tional priorities. It's hard to focus on risk if you don't have the pri-
orities, and we hope the financial crimes agency can play that role.

® (1140)
[Translation]

Gabriel Ste-Marie: Thank you very much.
Thank you, Mr. Chair.

[English]
The Chair: Thank you.

Mr. Falk, the floor is yours, sir.
Ted Falk (Provencher, CPC): Thank you very much, Mr. Chair.

Thank you to our witnesses for your testimony here this morn-
ing.

Mr. Ostler, I'd like to begin with you.

I want to carry on a bit further on the FINTRAC compliance and
the regulations that you're subjected to as banks in Canada. Are
they asking for the right kind of compliance?

I know the burden is significant. I fully understand and have ex-
perience with that.

Are they effective in what they're asking you to do?

Anthony Ostler: It's a great question. Thank you.

Do you understand the concept of diminishing returns?

Ted Falk: Yes.

Anthony Ostler: FINTRAC's suspicious transaction reporting
has 400 fields. The equivalent report in Australia—which we've

seen is effective at fighting financial crime—is 30 to 50 fields. Af-
ter 30 fields, there are diminishing returns.

If we want to move quickly and look at risk, I think there's a sig-
nificant opportunity—as an example—to reform the reporting pro-
cess and put more focus on action.

Ted Falk: Do you think that all of the FINTRAC regulations and
compliance issues should undergo a significant reform?

Anthony Ostler: Certainly.

Ted Falk: I don't disagree with you. That's good.

You also indicated that, in a lot of other jurisdictions, scamming
and crime have gone down by about 30%, but here in Canada—

Anthony Ostler: That's Australia.
Ted Falk: That's specifically Australia.

Anthony Ostler: It's Australia, and it's 30% in the last three
years.

Ted Falk: Ours is up 32% since 2022.
Anthony Ostler: That's correct.
Ted Falk: Why is that?

Anthony Ostler: It's gone up everywhere outside of Australia
over those three years.
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What's been happening is that the bad actors have been getting
more sophisticated. Their Al is more powerful; their tools are more
powerful. They've developed international teams—tiger teams and
virtual teams—that come together. They have people who are ex-
perts at digging into the dark web and people who are experts at
psychological profiling. They'll develop a playbook that may be
working in Australia. If it gets cut off in Australia, then they do it in
Canada. It's that sort of thing.

These bad actors—

Ted Falk: It's kind of like electricity. You go where there's the
least resistance.

Anthony Ostler: Exactly. You go where the least resistance is.

Ted Falk: My question is also this: Once these bad actors are
identified and you actually get to the bottom of an incident or an
entire scam, are you finding that the prosecution is effective?

Anthony Ostler: I was at the UN's Global Fraud Summit. They
mentioned that 60% to 70% of the sources of scams and frauds are
international.

It depends on the home country. This is what our telecoms peers
are seeing as well. If you have countries that aren't upgrading their
telecoms systems or don't have a good rule of law, they can become
a backdoor or the conduit for a lot of issues.

Ted Falk: When some of your member organizations, some of
the banks that you represent, have experienced fraud and they've
caught the bad guys, are they reporting to you that the penalties are
significant or appropriate?

® (1145)

Anthony Ostler: On the bad guys, we've just not seen.... For in-
stance, on anti-money laundering, we've just not seen a lot of con-
victions. On scams, the statistics I've seen on fraud are that only 5%
to 10% of people report their scams. A small portion of those, I
think it's 0.1% or 0.2%.... It's a rounding error on actual conviction.

On scams themselves and money laundering reporting.... There
are not a lot of convictions happening in Canada when it comes to
financial crime.

Ted Falk: The risk-reward ratio is actually in their favour.

Anthony Ostler: Yes, very much so.

I think part of this is why we want to move upstream and have
that cross-sector public-private partnership. If we can put a higher
wall around Canada and stop these bad actors coming in via multi-
ple channels, we can better protect and reduce the risk of our citi-
zens being fooled by these people.

Ted Falk: [ have one more question for you before I move to Mr.
Frey.

What level of responsibility or onus should the banks take in
these types of situations where there are scams?

Anthony Ostler: We're highly regulated, potentially. We have a
code of conduct.

If the consumer is truly a victim, from the point of view that
they've not given out any information or sent stuff out and they've
been defrauded, then our members obviously look after them. Un-

fortunately, a lot of people voluntarily send the money. The banks
ask when they're sending it, are you sure? What are you doing?

Ted Falk: I appreciate when I get those texts that ask, is this ac-
tually you buying this?

Anthony Ostler: Right. We do a lot to try to help our clients.
What we've realized is that we want to move upstream to try to stop
them from being fooled in the first place.

Ted Falk: Mr. Frey, I've run out of time. I'm sorry.

The Chair: Colleagues, we're going to have bells at 12 o'clock
for votes if everything goes according to plan. I need unanimous
consent to work through bells. I'd like to establish that first. If I
don't have it, we're going to have to stop. If I do have it and folks
are willing to vote virtually, then we can keep going.

Can everyone please very clearly indicate whether they're okay
with this?

Go ahead, Mr. Ma.

Michael Ma (Markham—Unionville, Lib.): I support that, but
we need to pause for a few minutes to do the vote.

The Chair: Yes, it's to vote, but I need unanimous consent to
work through the bells themselves. The vote wouldn't occur until
about 12:30, so we would be okay.

Do I have unanimous consent to work through them?

I do. Okay. In that case, I'm going to be a little more lenient. We
went substantially over with Monsieur Ste-Marie. It seems to be a
pattern. I myself have a few questions, and since it's our first meet-
ing, maybe I'll be a bit more lenient.

Ted Falk: The other chair was tough.

The Chair: Mr. Falk, she was tough, yes.

Be very quick with Mr. Frey, and then I'm going to get a couple
of questions in as well. We'll just keep going, and when we hear the
bells at 12:00, that doesn't mean it's the start of the vote. It just
means it's the warning period.

Mr. Falk, I'm going to give you about 45 seconds.

Ted Falk: That'll be great. Thank you very much, Mr. Chair.

Mr. Frey, you indicated that three of those fraudsters doing the
SMS blaster were charged with 44 different counts. What level
of...? What was the punishment? Are you satisfied with what the
Crown is asking for?
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Carey Frey: Yes, but certainly they stacked a number of charges
in this case, in many different categories. I think one possible inter-
pretation of that is that the individual crimes in and of themselves
were probably minor, but 44 crimes in aggregate may result in a
much longer sentence.

It's before the courts, so we'll have to see what the outcome is.
Ted Falk: Thanks.
The Chair: Thank you, Mr. Falk.

[Translation]

Mr. Ntumba, you have the floor for five minutes but, as I said, I'll
give Ms. Begum a few seconds to ask a question. I'm giving every-
one here a bit more time.

So, Mr. Ntumba, you have the floor for five minutes, then on to
Ms. Begum for 45 seconds.

Bienvenu-Olivier Ntumba (Mont-Saint-Bruno—L'Acadie,
Lib.): Thank you, Mr. Chair. No worries.

My question is for Mr. Ostler or Mr. Frey, whoever wants to an-
SWer.

Artificial intelligence now enables fraudsters to create increas-
ingly convincing scams. Is Canada sufficiently prepared for this
new generation of fraudsters? What measures should be prioritized
over the next three years?

[English]

Anthony Ostler: Unfortunately, as we've seen by the statistics,
Canada is not fully prepared. Because we've had our voluntary anti-
scam coalition in place for a couple years, we're probably ahead of
many or most countries from the point of view of better under-
standing the risks, but like every country except Australia, we don't
actually have a comprehensive, cross-sector, public-private initia-
tive in place.

I think we could get there fairly rapidly. The government does
have a national anti-fraud strategy. It is creating the financial
crimes agency. It has an opportunity for AML regime reform. I
could picture us being in a position to actually bend the curve on
this and reduce scams and fraud within a couple of years.

Once Australia figured out how to do it, they very quickly had
results. We're on the cusp of getting there, but a key part of that is
thinking about how we work across aligning clear definitions with a
cross-sector framework, so that all the different players know the
roles they need to play and we have controls for the various sectors.

As our colleagues have mentioned here, each sector has its own
regulators, but we need some sort of overlay to make sure there's
coordination. As part of making it effective, we need improved
fraud data sharing, oversight of that and public education.

We've done a lot on the public education front—
® (1150)
[Translation]

Bienvenu-Olivier Ntumba: Actually, your comment on the ex-
change of fraud-related data pretty much answers my next question.
I was going to ask you whether banks have the necessary tools to

quickly share information about fraudsters with their financial part-
ners, as well as with other security organizations, governments and
law enforcement agencies.

Please provide a brief response so Mr. Frey can also answer.
[English]
Anthony Ostler: That's a good question.

We have the legal framework to share information. We have in-
formation, but we do not have a tool to exchange that information
quickly. We do have our pilot under way that we're doing between a
couple of our members in telecoms. That is working, and quickly,
to the entity that's holding the information securely, but then the ac-
tual analysis is slow, because it's not automated.

We're not there yet, but now that we have a taxonomy that's de-
signed that would work across, the next step would be developing
an information exchange, and that taxonomy was designed so that it
would work for government.

[Translation]

Bienvenu-Olivier Ntumba: Mr. Frey, if you had to recommend
just one measure to the federal government to minimize fraud or at-
tempted fraud in Canada, what would it be? Why would it be im-
portant?

[English]

Carey Frey: As I mentioned in my testimony, we need a con-
vening power, not a committee—not attempting to address fraud
holistically by committee, but a single place where an organization
can take the accountability for understanding how fraud is happen-
ing and lead the strategies and campaigns that all of us can partici-
pate in to tackle whatever the solution is to rid ourselves of the par-
ticular scam or fraud ring that's perpetrating these crimes against
Canadians.

[Translation]

Bienvenu-Olivier Ntumba: Do you think citizens are sufficient-
ly equipped to deal with types of fraud that rely on new technolo-

gy?

Although we all have access to the information, there are three
groups of people: young people, middle-aged people and older
adults. What are your thoughts on how perceptions of information
vary across these different age groups?

[English]

Carey Frey: I believe that we need much more awareness and
focus for Canadians on the types of new frauds and scams that are
occurring. I would answer personally that I used to feel I could
keep up with it. I've been a security professional for three decades,
and I'm at the point where I can no longer keep up with it for my
own personal considerations.
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Extrapolating that across all of our society, no, I don't believe
that we're prepared, and we need a much greater focus and concen-
tration on this, because, to my colleague's point, awareness about
these scams and measures that we can take to not become victim to
them is paramount.

[Translation]
The Chair: Thank you, Mr. Ntumba.

Ms. Begum said she didn't need speaking time, so the floor is
yours, Mr. Ste-Marie.

Gabriel Ste-Marie: In that case, I'd like to thank Ms. Begum for
letting me use the speaking time allotted to her; but no, that's a
joke.

I'm going to ask the representatives of the Canadian Bankers As-
sociation another question. That said, since I might run out of time
to hear your answers—if you have any, Mr. Smith and Mr. Frey—
please feel free to submit them to us in writing.

I'd like to address the issue of data breaches in all kinds of com-
panies, whether financial institutions or others. Even Canada's
telecommunications giants have experienced such incidents. These
breaches lead to identity theft; fraudsters take out mortgages or
loans in the names of the people whose identities they've stolen.

What can be done to put a stop to this? Everyone's data is circu-
lating everywhere—for example, on the dark web. Canadians' data
is out there. What can be done to prevent this from happening
again?

Furthermore, should there be a time limit once a company knows
that a data breach has occurred? Should it immediately report that a
data breach has taken place? This information isn't always dis-
closed.

® (1155)
[English]

Hartland Elcock: That was an excellent question. Thank you so
much.

I would look to PIPEDA and the breach reporting obligations un-
der PIPEDA. Those are already in place, and they require, when a
leak occurs, that communication happen with impacted individuals.
It also outlines various other steps that need to be taken and amelio-
rative efforts to address potential harm that may flow from that.

As Anthony outlined earlier, it's also key to think of those online
commitments when there is a breach. It's not authorized fraud or
any other form of technical breach, which would be very rare.
There are commitments to making customers whole as well.

I think the legal framework under privacy law is already expan-
sive enough to address the sort of situation you're outlining. It
doesn't require a specific time period, but it does require a defined
time period.

[Translation]

Gabriel Ste-Marie: Thank you.

I have 30 seconds left. Mr. Smith or Mr. Frey, would you like to
add anything?

[English]

Carey Frey: If | could comment, I would add that our standards
for identity authentication are not uniform across the country. It's
on a voluntary basis that organizations choose to do things like no-
tify customers that they need to change their password, as an exam-
ple. The solution to this is to have standards applied uniformly in
this area by someone with the appropriate expertise to determine
what that should be and the power to bring it into force across the
country, so there is no competitive differentiation on this question
in the future.

[Translation]

Gabriel Ste-Marie: Thank you.

Mr. Smith, you can submit your comments in writing to the com-
mittee, as my time is up.

Thank you.

The Chair: Thank you, Mr. Ste-Marie.

[English]

Madam Dancho, the floor is yours for five minutes.

Raquel Dancho: Mr. Ostler, I'd like to build upon a few of the
questions of our previous colleagues.

You've outlined this, and others have, too. Australia has been the
only jurisdiction in the world to see a decrease in these frauds and
scams. | believe the data shows just under a 30% reduction since
2022, which was outlined by you and others today. Everywhere else
has seen an increase. It really amounts to nearly $1 billion of sav-
ings. It was just over $3 billion in losses in 2022, which decreased
down to $2.18 billion in 2025. That's material savings for Aus-
tralians in this regard.

We've heard you and others say that the primary issue is interna-
tional. What to do about that is challenging. Yes, more international
collaboration...yet Australia has found a way to deal with that. Can
you outline in just a bit more detail what exactly it has done that
we're failing to do?

Anthony Ostler: A key part of what it did was put in codes of
conduct for the various cross sectors involved—digital platforms,
telecoms and banks—and made clear the roles that it expected of
those sectors. For instance, for digital platforms, if a fraudulent ad
or website was identified, takedown or blocking by the digital plat-
forms was required.
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When a bank or an investment adviser does an advertisement on
social media in Australia, they have to verify that the advertiser of
financial services is actually a registered individual or regulated en-
tity to be an advertiser. There's a verification or a “know your ad-
vertiser” requirement. That has a big impact if you think about fake
Al ads. We had an example earlier about people being convinced to
invest in crypto by a public official or persona of some sort that's
being leveraged in Al. That would be taken down more quickly
and/or the advertisement wouldn't be allowed to be put up.

Those elements of knowing your advertiser, verification, take-
downs and blocking of sites are critical elements. If you think about
moving to the root cause of how people are scammed or fooled, it's
taking it down more quickly. That has been one of the biggest con-
tributors to reducing scams or fraud.

As my colleagues here from the telecommunications sector have
indicated, there are back doors into the system. There are ways to
make sure that if you're a financial institution calling a customer,
your logo could appear. You can't push through an SMS system.
That would be a proper through-the-system thing. That's an exam-
ple of something whereby consumers could see that if it's not show-
ing the logo of the bank that they bank with, it may not be a real
bank calling. Those are examples.

® (1200)
Raquel Dancho: I appreciate that very much.

I don't wish to name and shame any one country that's harbour-
ing bad actors. We don't know the resources or the challenges that
country may have, but I think it is important to include that data in
the committee study. Can you just outline a few of the countries
where some of these issues are coming from?

Anthony Ostler: Myanmar is a very large contributor to issues.
We also have nation-states like Iran contributing to scams and
fraud. Those are examples of countries that are problematic.

Raquel Dancho: Thank you for your testimony.

Mr. Chair, there is a pertinent and concerning issue that arose in
Canada that the industry committee has discussed at length previ-
ously. I would like to put the following motion on notice:

That the committee report to the House that it condemns the use of forced labour
in supply chains, especially in China; rejects unjustified American tariffs that
threaten Canadian workers and industries; and calls on the Liberal government
to strengthen and reinforce Canada’s existing ban on forced-labour imports and
take more effective action to stop goods made with forced labour from entering
Canada.

Mr. Chair, we have discussed this at length. I think it could be
pertinent that we have unanimous consent to just adopt this today.
I'm asking for that.

Thank you.

The Chair: Okay. Just to be clear here, Madam Dancho, are you
moving this motion, or are you putting this motion on notice?

Raquel Dancho: I'm putting it on notice, but given that we've al-
ready talked about it at length, I'd also like to ask for unanimous
consent that we adopt it today.

[Translation]

Gabriel Ste-Marie: [ have a point of order, Mr. Chair.

The Chair: Mr. Ste-Marie, you have the floor.

Gabriel Ste-Marie: I'd like us to have the motion in writing be-
fore we vote.

Raquel Dancho: Yes, of course.

The Chair: That's exactly what I was going to say.
[English]

It's for that reason, Madam Dancho, that it's not quite as simple
as asking for unanimous consent. I need to know whether you're
moving this motion or not.

If you move this motion, you're entering us into debate on the
motion, although I have to see it. Based on what I've understood
that you've read out, I'm not sure that it's relevant to the business in
front of us. Therefore, I'm not sure that it's admissible at this time.

If you want me to analyze it and make a ruling on that, I can. If
you are not insistent upon moving it at the moment, then you're cer-
tainly permitted to put it on notice, and we can move forward as
such.

Raquel Dancho: Given that we've talked about it at length at
previous committee meetings, I think everyone's really informed on
this issue. We have a public record of that, so I'm asking for unani-
mous consent to adopt it.

The Chair: The issue, Madam Dancho, is not whether we've dis-
cussed it previously. It's that it's not relevant to the business at
hand. You didn't give the appropriate notice. Therefore, it's not ad-
missible.

Raquel Dancho: I'm not moving it yet, but I'm asking for UC,
which I can do.

The Chair: Right, but for us to enter into a decision-making pro-
cess on this would require the admissibility of the question itself.

Raquel Dancho: Not to ask for UC, no.
The Chair: Let me take a look at it, first and foremost.
Raquel Dancho: Sure. Thank you.

The Chair: In order for me to do that, I'll need to have it in both
official languages.

Raquel Dancho: We have that.

The Chair: I would like to suggest, considering that there was a
significant degree of collaboration to bring this fraud study for-
ward, at your request and with collaboration on the part of members
around the table, that it seems somewhat useful to me that we con-
tinue to have this conversation before we deal with this matter.



June 4, 2026

INDU-42 13

Therefore, as we have done previously when we had motions put
before us unexpectedly, I would recommend that we navigate the
rules a bit here, with your permission, colleagues, to conclude the
final few minutes of witness testimony that we have, and then I can
come back to take a look, Madam Dancho, at this question. I don't
see any use in our making witnesses wait for us to get through this.

Raquel Dancho: Sure. That sounds good to me. Thank you.

The Chair: Colleagues, is there any further commentary on this
matter before we conclude that and I take a look at it?

Monsieur Ntumba, go ahead.
® (1205)
[Translation]

Bienvenu-Olivier Ntumba: I think you've said it all. We have
witnesses. In addition, the notice of motion was not tabled before-
hand. So I agree with what you said.

The Chair: We'll finish the testimony first, and then we can con-
tinue this discussion.

[English]

Madam Dancho, I'll ask your team to work quickly, please, to get
that distributed to members in both official languages. I'll take a
look at it once we're done our testimony here.

Mr. Bains, the floor will be yours, sir, if you would still like it for
some questions that you have. Then I am going to take a few min-
utes to ask a few questions, and then we'll get back to the matter
that was raised a moment ago by Madam Dancho.

Mr. Bains, the floor is yours, sir.

Parm Bains (Richmond East—Steveston, Lib.): Thank you,
Mr. Chair.

Thank you to our witnesses for joining us today on this very im-
portant study.

Quite a significant amount of information has come forward, and
I thank you for sharing much of that and for focusing on the risk
side of things and more recommendations. Ultimately, the commit-
tee's purpose is to establish strong recommendations that we can
take forward.

I'd like to focus on your thoughts about Bill C-22, which is be-
fore us in the House right now and being debated, and about lawful
access. In my conversations with many of the police agencies local-
ly here in British Columbia, and even with CSIS, they want more
access, the ability to be involved in the lawful access piece and also
the financial crime agency. They want to know how they can be en-
gaged in those processes to ensure that they can tackle some of
these things.

The Australian reference is extremely interesting to me. For most
of it, it seems like it's a very doable change in regard to codes of
conduct for banks and platforms, verification pieces. Could you
share some of your thoughts on lawful access, and any recommen-
dations you have?

Anthony Ostler: Is that directed to the CBA first?
Parm Bains: Yes, it's for the CBA first.

Anthony Ostler: Thank you very much, MP Bains. It's good to
see you.

At the higher level, one of the critical things is that it's not so
much the information that would be needed in Bill C-22 to help us
fight scams and fraud; it's more the support and oversight of infor-
mation exchange and the coordination with law enforcement, par-
ticularly if we determine that it's international bad actors that are
contributing to the scams or fraud. It's a broader element.

I would defer to my telecoms peers to know if there's anything
specific about Bill C-22 and frauds and scams that would be helpful
from their perspective.

Parm Bains: Could we hear from Mr. Frey from Telus, please?

Carey Frey: With respect to Project Lighthouse, which I spoke
about earlier, we did receive court orders from police so that we
could provide the data they needed to conduct that investigation. I
think that worked very well, with the exception of perhaps a timeli-
ness component. The one observation I would make is that we need
to find ways in our lawful access system to get data rapidly into the
hands of the investigators who need it to carry out their work.

Parm Bains: Going on to the cyber-weapon, have you uncov-
ered...?

The perpetrators with the SMS blaster have been caught, but you
talked a lot about how fraudsters will find a way to move on and
move into different areas. Have you noticed different approaches or
other technologies that fraudsters are using? What potential invest-
ments or initiatives can the government take to combat them on the
cybersecurity side?

Carey Frey: There are many more forms of pre-positioned de-
structive capability that we have detected within Canada. The arrest
of this group in Toronto did not eliminate the use of SMS blasters
completely. We know that there are more, and they are operating in
other jurisdictions in the country.

Going back to my testimony from this morning, I would reiterate
that law enforcement needs a direct mandate and more resources to
support the dismantling and apprehension of the rings that are oper-
ating inside Canada and deploying this technology to conduct fraud
on an industrial scale.

® (1210)

Parm Bains: I'll stay with you on this.

You talked about reforming the AML regime. Can you expand
on that? Have we, as a government, spoken enough about that in
any way, or is this something that you're bringing forward now?

Hartland Elcock: I think there is a significant amount of reform
required for the AML regime.
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It's been about 26 years since the PCMLTFA was meaningfully
modernized. We haven't seen a parliamentary review for some time.
I think we are slightly overdue on that.

We would like to see reform in various areas, but let's start with
modernizing the legislation. We want to look at the governance of
the PCMLTFA regime, and we want to look at the legislative tools
that the regime has. Then we also want to look at information shar-
ing. What's been discussed today is critical, but it's the amount of
information flowing to FINTRAC that isn't necessarily leading to
results.

There's a significant degree of reporting. As my colleague men-
tioned, there are 400 fields in Canada for an STR, versus 35 in Aus-
tralia. There are a lot of ways we could pare down those fields.
There are a lot of ways we could reduce the number of transactions
that are reported and still yield tangible results—in fact, better re-
sults. You would create less noise in the system, and you'd be better
able to use the information at hand to empower law enforcement.
We want to see that sort of sector-specific supervision to ensure that
areas of risk are receiving the appropriate oversight and then shar-
ing information.

I note you mentioned Bill C-22. There are some changes in Bill
C-2, which is still out there, that we would like to see from an AML
perspective. Those are the public-private safe harbours. Those are
the safe harbours that allow federally regulated organizations to use
the information, without threat of liability, that law enforcement is
providing to them, the pre-production information that allows orga-
nizations subject to the PCMLTFA to properly focus their efforts on
risk.

First and foremost, I think a meaningful review of the legislation
is required, but we have a lot of ideas, as I've just covered, as to the
direction we could go in to really help boost results.

Parm Bains: Thank you so much.

I'll cede the rest of my time to the chair.
The Chair: Okay, Mr. Bains.

Witnesses, [ have a couple of very quick questions here.

Perhaps, Mr. Ostler, you're best positioned to answer them.
Madam Dancho did bring this up in relation to the Australians.

You were talking about quick takedowns. In the Canadian con-
text, are social media platforms being co-operative when you reach
out, having identified that there is a problem of some sort, and you
ask for co-operation to take down a deepfake, a false advertisement
or whatever it may be? Are they meeting you? Are they willing to
work with you? If not, what's the reason?

Anthony Ostler: That's a great question, Chair.

When we started the Canadian anti-scam coalition, in the first
year, we actually had a work stream on this specific item, because
the digital platforms are part of the coalition. We worked through
how we could better provide them with information so that they
could take things down. That has improved co-operation, but their
verification process for taking things down is lengthy. Things are
not taken down as quickly as they would be in Australia.

It's hard to know what's driving that. It could be resources. It
could be prioritization. The reality is that, although we've had great
discussions and such, there's room for improvement.

The Chair: Do they recognize the scope of the problem, in your
opinion, Mr. Ostler?

Anthony Ostler: Interestingly, at the UN's Global Fraud Sum-
mit, all the large digital platforms were signatories to the frame-
work that I talked about. That framework talks about the shared re-
sponsibility of all players in the fraud life cycle, so they have rec-
ognized it.

Going into the forum, Meta said that they want to improve their
verification process. Going into that, they had verification at 70%.
If a bank verified only 70% of their customers, I think they would
be shut down. Meta's objective is to move it to 90%.

I think those are good things, but there's opportunity for im-
provement.

The Chair: What I'm asking you, specifically, is this. When you
speak to social media platforms about the depth of the issue, in
your view, are they accepting responsibility for the role that they
play as a vehicle for this fraud to occur?

® (1215)

Anthony Ostler: Yes.

The IBFed met with the global head of fraud and security for
Meta at the UN Global Fraud Summit. They acknowledged that this
is an issue, and they wanted to work with us internationally. We're
having great discussions around ways to pilot and improve what we
can.

I would say that 2026 has marked the most substantive progress
we've had, and there's a lot more to do.

The Chair: Thank you.

I have a second question.

There was reference earlier to credit score—that a victim of a
fraud or scam would have a credit score implication. I know it's not
necessarily your area of expertise, but can you provide some reflec-
tion to the committee in relation to how a Canadian who has been
victimized by fraud and then sees a negative repercussion on their
credit score can remedy that credit score diminishment that's oc-
curred by virtue of the fraud?
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Anthony Ostler: The instance that was mentioned was when
there's digital identity theft. Someone borrows with a fake ID, and
then the person whose ID has been compromised is shown as being
the person who borrowed; but they didn't. In those instances, when
that's proven, the bank or financial institution involved would work
with the credit bureau to update the person's credit bureau rating
because they were a victim of identity theft.

The challenge for the victims, obviously, is that they have to
work with the financial institutions and others to prove that they
were a victim of identity theft. It can be a lengthy process.

Part of that reality is that fraudsters may take advantage of that
avenue, so there are controls in place. The reality is that, if you're a
true victim of identity theft and someone borrowed in your name,
this will be expunged.

The Chair: Do you have any data, through the major banks in
Canada, that would tell you what percentage of scam victims or
fraud victims are seniors? Use the definition of senior as 65 and
over.

Anthony Ostler: 1 don't have that data, but what I would say is
that all Canadians are victims of scams. What tends to happen,
though, is that the dollar values are different.

Often, people who are over 65 have spent a lifetime saving so
that they are able to retire, so the dollar amount of losses, just logi-
cally, based on what we've seen, is larger.

The Chair: However, would you say that the overall percentage
of fraud victims or the targets of fraud, whether successful or not,
would be, disproportionately, seniors? Do you not have data that
you could lean on to support that right now?

Anthony Ostler: All Canadians are victims. You could be a 15-
year-old—

The Chair: I understand that all Canadians are victims. That's
not my question. My question is this: Are seniors disproportionate-
ly the victims of fraud in Canada?

Anthony Ostler: On a dollar-value basis, yes.

I think you may be contemplating a meeting with the Canadian
anti-fraud centre. Chris Lynam, who runs that centre, is an expert
on this. They collect all the statistics and have demographics, so—

The Chair: Mr. Ostler, this will be my last point. What I'm say-
ing is this: You represent the banks.

Anthony Ostler: Yes.

The Chair: Okay. If I am a client of a bank, and there are 100
people who have been the victim of a scam or fraud involving that
bank in Canada, what I want to know is this: Are 50 or more of
those people aged over 65? This is the general essence of what I'm
trying to get to.

Anthony Ostler: I don't have....

The Chair: I take your point that all Canadians are victims of
fraud, and the older a Canadian is, the likelihood that the amount of
money in their bank account is increased would ring true. However,
what I'm trying to understand is whether or not the depth of the
problem we're dealing with needs to be addressed more specifically.
For example, you talked a lot about public awareness and collabo-
ration. Well, if we're talking about seniors, hypothetically, being

disproportionately victimized, that requires a different exercise of
conversation within government to understand who is most vulner-
able and whom we're helping.

I take the point, perhaps, that you don't have that. I'd really ap-
preciate it if you could submit through the clerk, please, to the com-
mittee, as a follow-up, the data that you do have publicly available.
It could further help to shed a bit of light for us on the demograph-
ics, from an age perspective, that are being most heavily targeted in
the country.

® (1220)

Anthony Ostler: Yes, we will.

One thing I'd like to add is that there is a code called the seniors'
code, which the banks uphold, with the Financial Consumer Agen-
cy of Canada. There are a bunch of controls and processes that are
in place for supporting seniors.

In addition to education and awareness on scams and fraud,
there's elder abuse or financial abuse that occurs, for instance, so
we also have programs and tools on our website to educate and sup-
port seniors to try to avoid the various scenarios, not just scams or
fraud but people getting at their money. There are lots of develop-
ments, but the seniors' code is a key part of helping to protect se-
niors.

The Chair: Thank you. I appreciate it.

Witnesses, thank you very much for your time and availing your-
selves to us today. We appreciate the insight. It starts us off on this
important study in a useful and meaningful way.

Colleagues, here's what I'm going to do: Because votes are at, |
believe, 12:34, I'm going to suspend until the 10-minute voting pe-
riod has finished or I have been told by all of you that you have
completed your voting, which would bring us to, roughly, 12:44, at
which point we're going to resume this conversation. For now, we
are suspended.

¢ (1220 (Pause)

® (1250)

The Chair: Colleagues, we are going to resume where we left
off as per the commitment we made.

Ms. Dancho, you presented a motion. So that I'm not putting
words in your mouth, perhaps I'll turn to you for a moment to ex-
plain what it is you're asking for, to refresh our memories. Then I'll
move forward as directed.

Thank you.

Raquel Dancho: Thank you, Mr. Chair.
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I'm asking for unanimous consent to adopt the following motion:

That the committee report to the House that it condemns the use of forced labour
in supply chains, especially in China; rejects unjustified American tariffs that
threaten Canadian workers and industries; and calls on the Liberal government
to strengthen and reinforce Canada’s existing ban on forced-labour imports and
take more effective action to stop goods made with forced labour from entering
Canada.

This follows quite a few discussions we've had at this committee.
I think we've worded it in a way that really outlines the issue in a
fair manner based on past discussions we've had. The Conserva-
tives support adopting this motion. I know the Bloc Québécois as
well supports adopting this motion and reporting it to the House, so
we ask Liberal members to give us UC to do so.

Thank you, Mr. Chair.
The Chair: Thank you, Ms. Dancho.

For clarity, I'm being asked to ask for unanimous consent for the
adoption of this motion.

I will remind members that the motion was presented by Ms.
Dancho prior to the suspension of the meeting a few moments ago.

We are not voting on there being a discussion on the motion, which
is now on notice officially. We are voting on whether we are adopt-
ing the motion through unanimous consent, which is necessary be-
cause the motion had not been put on notice previously.

With that, I am looking for unanimous consent. I don't see unani-
mous consent. Therefore, Ms. Dancho, we will not be able to move
forward.

Ted Falk: Do we have a recorded vote?

The Chair: Mr. Falk, because it's not a vote itself, we can't go to
a vote. Because we need UC in order to even enter into a position
that would allow us to, there will be no recording of that.

Colleagues, with that, we were scheduled to continue a conversa-
tion in camera on the mould-maker study, but seeing the time be-
fore us now, I don't think we're going to have the ability to mean-
ingfully engage on that topic at the moment. Therefore, I'm going
to suggest that the meeting be adjourned, and we will readjust the
schedule in order to find an opportunity for us to finish version two.

With that, the meeting is adjourned.













Published under the authority of the Speaker of
the House of Commons

SPEAKER’S PERMISSION

Publié en conformité de I’autorité
du Président de la Chambre des communes

PERMISSION DU PRESIDENT

The proceedings of the House of Commons and its commit-
tees are hereby made available to provide greater public ac-
cess. The parliamentary privilege of the House of Commons
to control the publication and broadcast of the proceedings of
the House of Commons and its committees is nonetheless re-
served. All copyrights therein are also reserved.

Reproduction of the proceedings of the House of Commons
and its committees, in whole or in part and in any medium,
is hereby permitted provided that the reproduction is accu-
rate and is not presented as official. This permission does not
extend to reproduction, distribution or use for commercial
purpose of financial gain. Reproduction or use outside this
permission or without authorization may be treated as copy-
right infringement in accordance with the Copyright Act. Au-
thorization may be obtained on written application to the Of-
fice of the Speaker of the House of Commons.

Reproduction in accordance with this permission does not
constitute publication under the authority of the House of
Commons. The absolute privilege that applies to the proceed-
ings of the House of Commons does not extend to these per-
mitted reproductions. Where a reproduction includes briefs
to a committee of the House of Commons, authorization for
reproduction may be required from the authors in accor-
dance with the Copyright Act.

Nothing in this permission abrogates or derogates from the
privileges, powers, immunities and rights of the House of
Commons and its committees. For greater certainty, this per-
mission does not affect the prohibition against impeaching or
questioning the proceedings of the House of Commons in
courts or otherwise. The House of Commons retains the right
and privilege to find users in contempt of Parliament if a re-
production or use is not in accordance with this permission.

Les délibérations de la Chambre des communes et de ses
comités sont mises a la disposition du public pour mieux le
renseigner. La Chambre conserve néanmoins son privilége
parlementaire de contréler la publication et la diffusion des
délibérations et elle posséde tous les droits d’auteur sur
celles-ci.

Il est permis de reproduire les délibérations de la Chambre
et de ses comités, en tout ou en partie, sur n’importe quel sup-
port, pourvu que la reproduction soit exacte et qu’elle ne soit
pas présentée comme version officielle. I1 n’est toutefois pas
permis de reproduire, de distribuer ou d’utiliser les délibéra-
tions a des fins commerciales visant la réalisation d'un profit
financier. Toute reproduction ou utilisation non permise ou
non formellement autorisée peut étre considérée comme une
violation du droit d’auteur aux termes de la Loi sur le droit
d’auteur. Une autorisation formelle peut étre obtenue sur
présentation d’une demande écrite au Bureau du Président
de la Chambre des communes.

La reproduction conforme a la présente permission ne con-
stitue pas une publication sous I’autorité de la Chambre. Le
privilége absolu qui s’applique aux délibérations de la Cham-
bre ne s’étend pas aux reproductions permises. Lorsqu’une
reproduction comprend des mémoires présentés a2 un comité
de la Chambre, il peut étre nécessaire d’obtenir de leurs au-
teurs autorisation de les reproduire, conformément a la Loi
sur le droit d’auteur.

La présente permission ne porte pas atteinte aux priviléges,
pouvoirs, immunités et droits de la Chambre et de ses
comités. Il est entendu que cette permission ne touche pas
Pinterdiction de contester ou de mettre en cause les délibéra-
tions de la Chambre devant les tribunaux ou autrement. La
Chambre conserve le droit et le privilége de déclarer I’utilisa-
teur coupable d’outrage au Parlement lorsque la reproduc-
tion ou I’utilisation n’est pas conforme a la présente permis-
sion.

Also available on the House of Commons website at the
following address: https://www.ourcommons.ca

Aussi disponible sur le site Web de la Chambre des
communes a I’adresse suivante :
https://www.noscommunes.ca



